








‘Commission’ is an external error mode (it involves a wrong action). The internal error mode is found in

the psychological mechanisms which are involved. These mechanisms are associated with terms such as -
attention, memory, perception, understanding, motivation, assessment, decision making, response
selection- which are not directly observable, but which are important in human information processmg
activities connecting stimuli and responses. The mental representation of the situation, whether conscious -
or not, and its translation into action, are what are important. An error of commission always involves a
significant mismatch between the mental model of the situation and the reality. Failures in information
processing, such as attentional failures for example, are referred to in ATHEANA as Psychological Error
Mechamsms '

ATHEANA pomts to the detrlmental effect that a commission error hias on plant condmons The startmg

* point for defining EOCs is the extemal error mode which can be 1dent1f1ed as 1mportant in Quantitative

© Risk’ Assessment

An Error Of Commission which is of interest in a risk model is:

Defmltlon 1
An action that leads toa change in plant conflguranon
with the consequence of a degraded plant state -

: : ThlS isa shghtly mod:ﬁed definition of that glven in®

And: - -
In addmon the psychologlcal aspects are nnportant in- defmlng an EOC. We have taken
previous definitions (see Section 1.2.1), namely

Definition 2 ’
An error of recognition, diagnosis or mtentxon that
leads to a series of acts formed with well-meaning intentions,
but which are inappropriate for the technical scenarios that
pertains. ‘
Or,
Definition 3
An isolated érror introduced w1th an otherwise appropriate
series of actions that may arise from a random aberration in behavior, or may be induced by
the inappropriate application ‘ N
of a habitual task behavior.

For the purpose of identifying EOCs to beincorpora_ted into the into the risk assessment model it is also
necessary to define Error Forcing Contexts (EFCs) which cause them. :

#4Op, cit., 3, Barriere, M.T., Wreathall, 1;, Cooper, S.E., Bley, D.E., Luckas, Jr., W. J., Ramey-Smith, A. (1995)” -
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The Error FOrcing Co_nrext (EFC) can be defined as:

Defrmtron 4

The combined effect of performance shapmg factors and
plant conditions that trigger psychological error - mechanisms,
and which must address not only the initial error but also the -
failure to recover it., ‘

. Here, Performance Shaping Factor (PSF) means:

Defmmon 5

Any factor which 1nﬂuences human performance in the
interaction between the human and the system upon whrch
they are acting.

Different Human Reliability Assessment methods identify different sets of PSFs, but they commonly
include competence, procedures man-machine interface design (displays, controls, labeling), task design
factors (workload stress), and organizational factors with a direct influence {communications,
supervision). The interaction between these factors in specific contexts is not well defined or understood,
but these factors are considered to influence the occurrence of error because of relatlonshrps 1dent1f1ed in,
for example, accrdent analysis, and from expenmental studies. .

One aspect crucial to the definition of EFC is, we believe, the questlon as to how people can take an
action which is legitimate in some circumstances and not others. ‘Legitimate’ has the same kind of
meaning here as ‘intentional’. On the other hand, there are also EOCs ‘which are actions Wthh fall
outside the consideration of ‘legitimate’ where the action is unintentional.

We will not exclude these unintentional errors from consideration in'EOCs
For intentional EOCs the underlymg psychological mechanisms are 1mportant such as:

h The chorce to take the (wrong) course of actions for reasons that looked good at the time whrch gives the
operator a mind set not to deviate from their course of action, such as a frequency matching response (the
' srtuatron looked like this in the past and the response was appropriate then).

2. The choice to take the (wrong) action because th1s_ is a new problem and the operator responds |
(inappropriately) dependent upon his current knowledge base. :

In this respect, the mental database that the operator taps into durmg the sequence of responses is
approprlate for consideration. »

For unintentional errors, such as a slip in following procedure the underlying mechamsms are different,
but may have the same effect on the plant. The EFCs must be different in these 2 cases.

The EOC which is of interest to us is the one which ultimately trrggers a dynamic response in the process
conditions. But we are stuck with the problem of how far back do we go? Suppose temperature is driving .
a chemical process. The operator puts in the wrong mixtore and it affects the temperature change whichis
then misdiagnosed and this leads to an EOC. The entering of the wrong mixture is as ‘much of interest as
the misdiagnosis and subsequent error.
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Thei 1mportant thmg is therefore to consider the dynamic change from the Risk Assessment point of view.

There may be many causes of dynamic change (of temperature, say), one or more of which may be an
unintentional EOC. Mismatch possibilities arise between the mental picture of what has happened and the
actual situation based on a) these various possibilities, b) the mental database of the operator and c)
dependent upon the extent to which the plant condition signals distinguish between the causal
possibilities. ‘

Itis difficult to think of a definition of EOC Vyithout considering thé risk (QRA) model. Dynamic change
in the process is a crucial feature of the accident sequence ‘which contains one or more EOCs. EOCs are
conditioning the probabilities in QRA in the sense that the probablhty of failure is bigger than that

considered from a design only point of view because there are scenarios where the EOC plays a ..,

" significant role These EOCs we con51der to be of the following types:

'EOCI = A human action which is an initiator.- It directly causes a dynamic change whxch initiates the
accident sequence.
EOC2 = A human action which defeats a safety system durmg the post-lmtlator sequence
EOC3 = A human action in thé post~1n1t1ator sequence whlch makes the situation’ worse (e g
. accelerates the dynamic change).
EOC4 = A human action which defeats a safety system at’ some tlme before it is needed (before the
initiating event) : -
EOCS =.A human action which defeats the 1nformat10n system ‘at the same time as it is needed (such as
switching off an alarm during the post-initiator period) S
EOC6 = A human action which defeats the information system before it is used (such as makmg errors
.in a written procedure, wrongly calibrating an instrument).

These EOC types are located in the model shown in Figure 1:

. 'This set of EOCs extends the definition of EOC found in ATHEANA for the purpose of covering what is
of interest in chemical QRA. The events leading up to a loss of containment involving a, release of
hazardous material need to be modeled in such a way as to enable the influence of EOCs on the chance of-
such a release occurring to be modeled. Chemical manufacturing processes are extremely diverse and the
identification of the influence of EOCs on possible causal events leading to Loss Of Containment cannot -

"be covered by the 6 ways described in the ATHEANA method® (see 1.2.1) in Wthh operators can fail

* plant functions through EOCs Pre-initiator actions are not given. .

 «Qp, cit, 3, US Nuclear Regulatory Commission (1998) NUREG-1624



Figl re 1: An information processing model to show the'felationship 'between'
- EOCs Psychological Mechanisms, and Plant Conditions ..
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'Er,rors of Commission and QRA Modelling -

In chemical QRAs human errors are modeled in the fau]t trees and event trees where appropnate Human
~ errors are presented as Errors of Omission (EOOs) and (almost never) contain contributions of Errors of
Commission (EOC). Human errors are taken into account either as initiating events or as basic events of
fallures of Lmes of Defense (LODs) in the technical system.

In the ATHEANA process flow model (see Figure 2 in Section 1.3) the PRA- model (in nuclear terms) is
_put somewhat aside (the block is shown by dashed lines), which seems logical from a retrospective . .

analysis point of view. In a pro-active analysis the PRA-model should get more empha31s derlvmg from :

the ATHEANA prOCess the requirements for further analyses. -

" Projecting QRA -modeling onto the ATHEANA multldlsmphnaxy HRA framework (see Flgure 3 in
Section 1.3) foresees for - idesign-based - QRAs almost no human failure events being modeled.
Scenarios are based on plant design conditions. In current procedures it is not customary to take account
of the management system, which essentially finds the place for (some of) the EOCs. What is required is
that QRA modeling stretches out over the design envelope and takes account of the full consideration of
error forcing contexts (EFCs) and human errors (both error mechamsms and unsafe actlons) '

In our view the EFCs are the most important ones to model as the EFCs enable plant condltlons tobe
expressed in the context of other modes of the life cycle, in particular during operations and possibly also
for maintenance. In other words, instead of usmg de31gn configuration we can now use- operational -
conflguratlons of plant conditions. , : '

A quite 1mportant shift in our thinking occurred in respect to the Error Forcing Contextin QRA That was . .

the idea that, in the consideration of failure modes of the design, the analyst should evaluate the
possibilities of failure outside the normal expectatlons of the behavior of the design (e.g., what if the
temperature went over 250 deg C?) in order to examine potential operational configurations. This should
- be done even though it may not be possible to conceive the cause. This subject is brought up again later
in Section 5. .Its relevance is apparent in the accident analysis (Section 2.1), which shows events
occurrmg outside an expected range of the temperature behavior of a chemical reaction.

. In modeling EFCs completely the EFCs may prov1de three types of outcomes w1th respect to scenarios
' in the QRA-models: '

Outcome 1: Increasmg probabilities or frequencies of occurrence of initiating events or failures of
recoveries and safety systems in the event trees, and /or basic events in the fault trees (using
already existing scenarios). After applying ATHEANA to improve the QRA, this type of
outcome only updates the probablhtnes (even in a qualitative manner). This would be simply -
a factoring up of HFEs, Wthh may increase the top event probablhty

Outcome 2: Adding new scenarios to the set of alrea_dy exjs‘ting scenarios. The EOC adds a new scenario
with an additional event tree (new situations). There are more routes to get to Loss of
Containment LOC). This would be a very interesting outcome as new scenarios broaden the
perspectlve of the QRA. The question is, of course, whether ATHEANA really leadstonew -
scenarios not previously established. :

_ Oiltco'mev3 The EOC mtroduces couphn gs between basic eventsin the fault trees, mmatmg events, and

- safety system failures in the event tregs. The result should be modeled through dependent
failures which can drastically increase the probability of an LOC. This is difficult to model

198



‘ v
in QRA, and Management Factoring approaches address this problem™, B A

By applying the six types of EOCs defined in Section 1.2.3, the following can be deduced:
EOC type 1 leads to Initiating Event.
Two possibilities:

The EOC might increase the frequency of occurrence of the initiating event. The post-initiator safety
functions should correct this adequately. '

The EOC introduces a new scenario, of which it is not clear whether the postfinitiator safety functions can ' .
cope with that adequately. ' : IR o

EOC type 2 leads to ?ost-initiator safet& s-y:ster'n failux;e.'

One ﬁoSsibilit-y: .. o

The EOC de;f>eats a safety .sy‘stem, such that the system fails with a probabiiity = L
" EOC tyée 3 leads to Post-initiator gafety system failure

Two}:possibilitievs': | ‘. |

The situation leads to a new scenario, and the EOC introduces another route in the required safety
systems, for which none adequate are available. : '

Bt

The EOC defeats one or more safety systems, because the current capacity is too low, and not because the
 safety system is switched off, again p-failure = 1 (or almost). ’

"EOC type 4 leads to Post-initiator SafetySystqrh failure
One pdssibility:

The EOC defeats one or more safety systems prior to having the initiating event (e.g., a stand-by pump or
engine is left under maintenance all the time). ‘ :

EOC type § gives a basic failure in a Post-initator Safety System.

* 0p. cit., 14, Goossens, L.H.J. and Cooke, RM. (1997)".

» “Op cit.., 16, Papazoglou, 1.A. and Aneziris, O.N. (1998‘)"

*Qp. cit.,17, Hale, A.R., Gu!dcr}mund, F., and Bellamy, L. J. (1998)”

7 “Qp. cit,, 18, Ale, B.J. M., Post, J. G., and Bcllamy,; L1 (1998)” » _ ‘

* Muyselaar, A.J. and Bei]amy,,L.JA. (1993)"‘An' Audit Technique ,for the Eva]uat'ién and Ma’n‘agemeon'f Risks”. Paper
presented at the CEC DGXI workshop on Safety Management in the Process Industry, October 7-8, 1993, Ravelio, Italy. pp.

' 175-192 in “Safety Management Systems in the Process Industry” Ed. P.C. Cacciabue et al, Report EUR 15743 EN,
European Commission, 1994. ’ ‘ g o S
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One possibility: .

1

A 'new basic event must be added to the’ fault tree for which Safety System failure is the top event.

- 'EOC type 6 is a causal factor for an Initiating Event or Safety System failure.
One possibility: :

The causal factor can be relevant for an initiating event or a safety system, in which the frequencies or
probabilities of failure are increased each, or as a combination (such as leaving out maintenance: for
all pumps at one time). ‘

Table 1 Summary of EOC consequences for QRA mode!

EOC type | Increased ~ New -  Couplings and large -
. probabilities ~ Scenarios increase in probabilities
1 x. X
2 ' X
3 X - X
4 ' X
5 X '
6 X X

Three major problems are identified: : T

e ltis difficult to understand how new scenarios can be found within the technical design of the
installation. Human error does not contribute directly to the technical escalations of the.
processes. ‘ ‘ ‘

. It might be an overwheiming task to 'd.efme all possible humar error routes.” How can this be
linked through the *“Human érror” box without ending up in millions of possibilities.

e The same s true for the definition of all possible couplings.
- A potential solution for this is to link the “scena.ribo‘ definition” to the “Human failure events” in the
multidisciplinary HRA framework (Figure 3, Section 1.3.1) more directly, within the design envelope.

Maybe (this is not explored fully yet) design techniques (like tailor-made HAZOP, FMEA techniques)
are useful tools to further develop in this sense. '



Q.1c Summary of Steps Téken In'Condﬁcting the Analysis
Overall Approach

- Our overall approach was a1med at testmg the ATHEANA method To this end, we undertook three
" main tasks: :

1. Definethekey = | . 2. Analyse the chemical. | . 3. Analyse the same chemical
concepts of ' accident to identify all installation, but this time -
ATHEANAinthe |9  thecomponents - —J»  lookingat the scenario

chemical industry specified bythe - | | " modelling in QRA applying the
context ATHEANA model ‘ ATHEANA approach.

For this study we are primarily interested in EOC identification and not their quantification. The
WGS report on human reliability modellmg39 describes the task steps. The steps we followed are
summarized below and cross-referenced to Figure 1 which is from the original source document,
More details i in applymg the model to our task is glven in 1.3. 2 for task 2 and 1.33 for task 3.

Step 1 Identlﬁcatxon of the candldate Human Failure Events (HFE) to be modelled These HFE’s
are the events in the risk model at the function, system or component level, Faxlure modes are
“similar” to those caused by hardware faults (e.g., failure of a safety function to start on :
demand). Note: ATHEANA looks only at the event tree branches but we want to look at pre-
initiators too. We are interested in more than the plant safety functions post-initiator. Is the
AT HEANA supporl going 10 be suﬂ' cient for this?

Step 2: Identification of potentially important types of Unsafe’ Actions that ¢ould cause each HFE.

Step 3: For each type of unsafe action, the most significant reason for its occurrence including the
failure to recover it. The approach requires looking for “rational” explanations for unsafe acts
(responding in accordance with the rules). : : o

Step 4: For each type of unsafe action and its associated reason, identification of the potentially

. _significant error forcing contexts. This is the summarizing and analysing of the information
gathered to deal with step 3, with particular emphasis on plant condmon factors.

. The quantification steps are reported here for completeness (although we do no quantiﬁcation):
1. Estimate likelihoods of error forcing contexts and consequential error forcing contexts.

2. For each HFE, for potentially important causal unsafe acts, sum the Error Forcing Context
likelihoods and consequential probabilities. : :

¥ “Op. cit., 1, Nuclear Safety Division, OECD (1998)"
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The ATHEANA apprda’_ch is summarised in Figure 2:‘

Figure 2: The ATEHANA ‘Process Flov_vDiagram (adépted from [1])

. Identify/define ’ T NN
|  HumanFailure  jg———orI Accxdent. scenario
. ~ Events - definitons 1« PRA model

Identify
Unsafe Acts
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Forcing Contexts o
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v4
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error forcing
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Appli‘c_atin'n to Chemica,l Accident Analysis

‘We selected a chemical accident which had an Error Of Commission as one of the necessary causes
in the accident sequence. It was a big ‘accident resulting in fatalities and major damage, and one
that had not been “foreseen”. For application of ATHEANA to the accident analysis we used Steps
2-4. The results were easiest to show in the form of a table (Section 2.1). The data were collected
from detailed written confidential accounts and particularly from discussions -with persons who
conducted the accident investigation. The data collected were structured in such a way as to pull
out the information relevant to identifying EOCs and their causes. '

The followmg fields were 1dent1f1ed
~Act number: - : : :
: Sequentral numbermg of each procedural act1on whether leadlng to error or not..
Time:

The actual time at which the action was performed o N
EOC Type:

If the action was an error of comiission, this was subcategorlzed accordlng to our own definitions
developed for the different EOC types (see Sectlon 4). -

Normal procedure:

This describes what the normal procedural step -was for the operatron of the chemlcal process. |
Unsafe actions: : :

Unsafe actions camed out accordmg {0 the meanmg of Unsafe Actlon in ATHEANA (see Section 4

Definitions).
. Error forcing context (EFC):

This is divided into Plant Condltlons and Performance Shapmg Factors which together comprise the
. EFC. :

Recovery Potential:

Since Error Of Commission is a process (a failure not recovered) the potential for recovery needs to
be described. This was not made explicit in ATHEANA as somethmg to look for.

- Error mechanisms:

. These are the unobservable psychologlcal mechanisms which mediate between the Error Forcmg
Contexts and the Unsafe Acts

Application to Scenario Modelling

" For application of ATHEANA to scenario identification we used steps 1-4, then developed a fault tree
model to show candidate HFE’s.

The analysis was of the same vessel which featured in the accident analyzed for this study. The idea
was to try to carry out an analysis as though it were pre-accident, and as though we were doing the
QRA for the first time. The scenario was a catastrophic failure of a reactor vessel and the idea was to
try to identify candidate EOCs.



" The modelling process was carried out by two risk assessment persons on the basis of technical data that -
had been provided about the design and operation of the plant prior to the accident. No human factors.
expertise was provided and there were no discussions with plant personnel. The risk assessors had not.
been involved in the accident analysis, although they were familiar with the general context of the
accxdent

The approach taken was one which could be easily followed in the process of doing any chemical QRA

according to the Dutch approach for external safety assessments. The QRA approach is far more . 3

simplified and quicker to perform than the extensive PSAs in the nuclear industry. Therefore, it has to be
- understood that the depth of the approach in usmg ATHEANA matches alevel of effort that one might
expect ina real context. :

- The basic principle was {0 consider where there were human interactions with operating the system. Had

we been looking at the whole plant, this would have involved 1dent1fy1ng other equipment where there
- was also a human inferaction.

_ The sequence of steps were as follows:‘ ‘

1. Descrlbe the process. and equipment

2. Describe the process sequence by defining the procedural steps/actlons mvolved

3. Identify the function of the step and possible outcomes (good and bad).. This leads to consxderatton of
the' posmble functional failure which is a candidate Hurhan Failure Event.

4. Inventorise the possible Unsafe Acts and Error Forcing Contexts for each step in the process which in
combmatlon lead.to the Error of Commission which glves a negative outcome.

Group the cornmon outcomes in terms of the relevant Human Failure Events (Errors Of Comm1ss1on)

" Had we be domg this-for real there would have been more data collectlon at the site on technical and.
- management issues in order to investigate the possibilities for the error forcing context, and the results -
- would have been developed in amuch more plant spec1f1c way and in relatlon to the actual management
system. :

Q.2 Detailed Description of the _Event Analyzed

Retrospective Analysis of the Acmdent

The accident took place in a chemical batch processing plant, which made resins according to rec:pes The
resin was tailor made, which meant that the recipes were regularly changed. On this particualar occasion,
an operator fed the wrong mixture into the reactor vessel. Recipes were made up by lining up the relevant
storage vessels and feeding the correct quantities into the reactor. The recipe that the operator used was -
. itself ‘wrong and the operator had followed it exactly. As a résult of the wrong mixture, the normal - -
procedure for getting the polymerization reaction going did not work and the temperature was taking an
abnormally long time to reach the goal point. Eventually more heat was added in an attempt to speed up
the process. However, an unstoppable runaway reaction had started, and had in fact caused localized
polymerization around the heating/cooling coils thus’ preventing heat transfer. Ultimately the reaction
_caused the vessel to BLEVE, destroying most of the site, and causing 3 deaths.:During the several hours -
. after the wrong mixture had been fed into the tank up until just before the BLEVE, no-one recognized the -
situation despite the abnormal plant conditions. Lack of knowledge design and procedural weaknesses,
and a focus on production conspired to generate a powerful Error Forcing Context. However, the.
temperature behav1or of the product, under such cond1t1ons, was at that time barely knownin the industry
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as a whole and therefore there was no attention for safety systems for dealing with the possibilities for
such a runaway and plant personnel certainly did not expect it. Even in the last moments of the accident
when the conditions. within the vessel had gone off the scales of the temperature and pressure
instrumentation, fire fighting personnel were standing close to the vessel some still without protective
clothing on. No site alarm had been given. S
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Predictive Analysis ,
The description of the process

Production process

At the site two techniques are applied:
* heat polymerization;

* catalytic polymerization.

In the following specinl attention is paid to the heat polymerization.

General descrlptron ‘
. In the heat polymenzatron process different raw materrals (resin orls) are transferred toa reactor.

- After mixing the temperature is raised and polymerrzatron takes place.
The raw materials are unsaturated hydrocarbons, that combine to long chain products during the
- polymerization. The reaction is exothermic. The extra heat from the reaction is withdrawn by cooling of
- the process. :

The total process can be divided in:

+ filling of the reactor 2 hours
heating 5 hours ‘

* polymerization 10 hours
depressurizing 1 hour

* emptying reactor 2 hours

(N.B.: this information is derived from the process some years after the accident so it is not sure that the
same applies to the situation at the time of the accident). '

In total there are about 60 drfferent types of resins. This number is a total number, 1nc1udmg standard
recipes and ‘tailor-made’ recipes. The tailor-made recxpes are derived from the standard recipes through
- adjustment of the substances and/or: quantrtres

 The reactor was a pressu_re vessel ma’de of steel with the following dimensidns/specificatiqns:

diameter 2.75 m

+ length 9.20 m

 wall thickness 21mm

* design pressure  20bar

* design temperature 300°C

The reactor had two mixers, driven by electro-engines.

Two safety relief valves were present on top of the vessel. To prevent blockage of the valves a bursting
disc was present (diameter 2 inch). _

To relieve vapor from the light oil fractions a vapor lifie was present on the reactor.

Control of the polymerization process _
The whole process is- controlled from the control room. The process is controlled on basrs of the
. temperature in the reactor. Both temperature and pressure are recorded on (wntmg) measuring devices.



Heating and cooling of the process ‘
The reactor is equipped with two coils.

One coil is connected to an mstallatron that delivers (thermal) 011 at about 240°C. The other coil has two
~ functions:

. heating with superheated steam up to 180°C;
. coohng with water (from the river).

The raw materials are stored in a (one or more??) tank farm on the west side of the site. The tanks are .
identified through a number between 600 and 700 (600—serres) .

" Question: is each tank a dedrcated tank"
The process sequence

In this section we describe the whole process by defmmg the different steps/actions, that are necessary for
producmg a certam batch. : '

+ Stepl TheRecipe : ' '

~The recipe for a batch i is drawn up by the head of the laboratory (Question: what is the mformatron
where the recipe is based upon?) The recipe is drawn up by typing the following information: substance -
name, tank number, the percentage of resin forming substance, density of the substance volume

. percentage and quantlty of the drfferent substances (in dm’flitres). :

Step 2 Dlstrrbutlon of the Recipe
A copy of the recipe is distributed to Head of Production, Process Engineer, Company Administration and
Manager Manufacturmg» '

(Question: who is responsible for the distribution?).

Step 3 Instruction of the Operator for Filling the Reactor

The Head of Production transfers information to an operator for flllmg the reactor. Based on that
mformatron the operator goes 1o the tank farm. :

(Questlon how is the 1nformat10n transferred to the operator?).

Step4 Filling of the Reactor '

The operator selects the tanks in the tank farm w1th the proper substances, probably using the recipe.
‘He opens valves from the tanks and valves in the distribution pit. He grves the quantity for each
substance and starts the transfer ‘pump.

(Questions:

» what does the operator do, when he actually gives the quantity?

* - how many pumps are available?" :

* is there a check on the pumping and the quantity?

* how many valves must be Opened and how can the operator see/check whether he .opens the right
- valve?

« what s the actual sequence of his acnons?)

Step 5 Mixing of the Reactor Content

After filing the reactor the mixers come into operation o produce a homogeneous mlxture
After some time the mixing is stopped

- (Questions: :



is someone checking the liquid level in the reactor after filling?
if so, who is responsible and how is it done?- :
who starts and stops the mixing process?

how much time is needed for mixing?).

Step 6 Sampling
An operator takes a sample of the reactor content, identifies the sample and brings it to the laboratory In
the laboratory the sample is placed in an acid chamber.

(Questions: ' -

. * how does the operator know; when to take a sample? .

* how does he know which reactor must be sampled” o
+ how is the sample 1dent1f1ed° ' :

* is there one unique place where the sample is dehvered")

Step 7 Starting the mixers and the heatin g process
After sampling the operator starts the mixers and the steam heatmg

(Question:

~* how is steam heating started?)

- Step 8 Additional Heating with Thermal Oil -
CAta temperature of about 100°C heatmg is fastened by actrvatmg the thermal oil system.

(Questlon how does the operator activate that system")

Step 9 - Precooling of the Reactor

Polymerization starts at about 180°C.

At 200°C heating is stopped. After that cooling water is supphed to the reactor

(Questlons: »
.+ how does the operator stop the heating process?
* how does he start the supply of cooling water")

' . ‘Step 10 Stoppmg of the Precooling

If the process temperature drops on the récorders in the control room pre-coohng is stopped.
(Question: how does the operator stop the pre-cooling?).

Step 11 Coohng of the Reaction at 245°C
After the stopping of the pre-cooling, the temperature will rise because of the exotherlmc reaction.

_ At about 245°C cooling is started again and the process control system maintains the temperamre at
245° C

(Questions: :

* how does the operator start the cooling agam"

» isit necessary to activate the process control system?

* how does the control system control the process temperature?).

<o



Step 12 etc.
After 2 hours of reaction the process is out of the dangerous zone, because most of the raw materials have
reacted. The amount of heat that can be generated after that period is limited.

For the purpose of the analysis this part of the polymerization process is not taken into consideration.

Identification and analyses of the candidate EOC’s from the process description

Based on the process description, it has been attetnpted in this analysis to identify the candidate EOCs and
to analyze these in terms of types of unsafe actions (UA) and error forcing context (EFC).

Itis xmportant to emphasxze that thls analysxs has been made w1thout knowledge of the acc1dent '
The objectxves of this ana1y51s are:

* tosee whether the ATHEANA method can be applied as a predictive safety analysis or not;

~ » to see what level of detail can be obtained depending on the process information;

* to.verify whether the identified HFE’s (Human Failure Event) also. could have been found w1th other
1dent1fxcatlon methods used with QRA’s or not.

For the analysis the process has been broken down intoa sequence of steps.
- Por each step an inventorisation of possible EFCs and UAs has been made by analyzmg the basic functlon .
and outcome of each step. : :

The basic idea s that at each step one or more combmattons of different UA’ s and EFCs mlght oceur (see.
Figure 4), leading to an EOC.

Figure 4 Concept used to analyze EOC=s for each process step
EOC

UA, EFC, UA, EFC,  UA,  EFG

Step 1: The recipe

Function : . definition of process input data for operators

. Outcome : arecipe document to be used by the operators

Status of outcome : - good recipe :
» wrong recipe : EOC may lead to EFC later on;
* not clear recipe: may lead to EFC later on.

The underlying conditions (EFCs) for a wrong recipe could be: " o

. EFC, - many almost identical recipes;

EFC - a completely new recipe or concept or raw matenal
EFC wrong basxc data. .



"The. unsafe actions could be: '

UA - the switching of known numbers/data of similar recxpes '
UA2 - the extrapolation of figures to new recipes or raw materials;
UA, - applying not verified information on own judgment. =
The underlying conditions (EFCs) for a not clear recipe could be:
EFC, - bad standard document lay out;

EFC2 bad editing by the author;

- EFC, - too few information/missing information.

The unsafe actions later on could be:

UA,,,-own interpretation of operator based on his judgment. .

Step 2 Distribution of the rec1pe

- Function : control of documents :
" Outcome : availability of controlled documents
Status of outcome : - only controlled documents are available;
' * wrong or not clear recxpe isused because controlled documents are not revised
in time; :
* wrong Or not clear rempe is used because old documents are still in use at the
~ same time. :

The underlying conditions (EFCs) for use of old documents could be: _
EFC, - no link between process: changes and implementations i in documents T
EFC no active and controlled dlstnbutlon of documents '
The unsafe actions could be: '

UA, - production makes its own ‘revision’ based on info of process changes;
UA - production uses its own set of copies of recipe documents.

Step 3 Instruction to the operator for filling the reactor
Function : . input information for line up next batch
- Outcome : clear and complete instruction
~Status of outcome : - clear and complete instruction;
: * wrong instruction;
* not clear instruction.

~ The EFCs and UA’s are similar as for ‘wrong recipe’ and ‘not clear recipe’ in step 1.

Step 4 Filling of the reactor

Function : filling operation

Outcome : a propely filled reactor -

Status of outcome : - reactor properly filled;
S * reactor not properly filled.

The underlymg EFCs for reactor not properly filled could be:

EFC, - lay out of the plant (no logical routing);

EFC, - many similar tanks, pipes and valves;

EFC, - temporal changes tanks, pipes;

EFC, - wrong, not clear recipe (see steps 1 and 2); - -
EFC, - wrong, not clear instruction (see step 3). -
Unsafe actions could be: .
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~UA - -operator uses his optlmal’ routmg,
UA,,3 " - mixing of tanks, pipes or valves by own ‘logic’ ]udgment
UA,; - operator uses his own mterpretatlon

Step 5 Mixing of reactor content
Function : create proper/safe starting conditions for batch
Outcome : well-mixed content
Status of outcome : .- content is well mixed;
' ' ~» content is not sufficiently mixed;
* content is not mixed at all.

The underlying EFCs for bad mixing: L

EFC, - no well-defined instruction for mixing; - :
EFC, - no well-defined check on mixing process being performed _
EFC, - no'(instrumental) control on mixing performance.

Unsafe actions could be: o
‘UA, - operator uses his own: Judgment based on general recipe;
: UA - operator thinks that mixing is properly performed.

Step 6 Sampling

" Funetion : :to venfy the (1mp0rtant) propertles of the mlxture
Outcome : 'mixture properties
Status of outcome : - well- performed sampling;
~+ bad sampling, wrong conclusion;
* no sampling at all.

. The underlying EFCs for wrong conclusion:
~ EFC, - sample not correctly taken;
EFC, - wrong test criteria being used;
* wrong interpretation of results. -

The unsafe actions are:

UA,, - mixture considered to be OK, where itis not;
UA - additions to mixture, where it should not have been done.

The final result of HFE’s including EOCs in steps 1 to 6 could be a wrong (off-spec) mlxture in the -
reactor without the operator knowing it (see figure 5).

Steps 7to 12 Batch process control

The steps 7 to 12 concern the batch process control by means of heatmg and coolmg These steps are
grouped into one batch process control step.
Function : control of temperature conditions during process
Outcome : the required temperature curve
Status of outcome : - controlled thermal behavior; .
* not suff1c1ent1y controlled thermal behavior

‘The underlying EFCs for not sufﬁcxently controlled thermal behav1or could be:
EFC, - cooling/heating capacity not available;
: EFC - heatmg/coohng capacity deviates from expected capa01ty, _

™D
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EFC, -. temperature curve deviates from expected curve (off spec mixture);

EFC, - little response time for operator/no correction trme

. The unsafe actions are: . '

UA, - process starts without system check;

UA,, - misinterpretation with respect to process progress, adjustment on own expenence,
UA - omission (not applicable)

It should be clear that the process can only be controlled completely if the maximum thermal condmons
(T and dT/dt) are within the design limits of the system.

Thrs means that the dynamic response of the control system should be fast enoughat all circumstances.
In order to meet this criterion one should : '

e be able to identify and to defme the most crmcal condition;
* activate a (back-up) system ‘before the critical conditions occur at all times to control the process
behavior.

Summary

The results are summarized in a logic dragram suitable for mcorporatmg into the rrsk model as shownin -
Figure 5. ~ '

Note: The wrong reactor content could be a variety of possibilities, some leading to extreme off-
spec process condition, others not. That is a quantification problem which is not dealt with here.
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' Q3 - Findings From the Analyses
Q.3a - Findings Regarding the ATHEANA Method ‘

Overview of Strengths and Weaknesses
An overview of the key strengths and weaknesses of ATHEANA (pre— ) are given below, based-on

 primarily” ,"2,43.

) Poorly defined terms
(-) The method is not (currently) a toolbox
(+) Could be made into a toolbox .
(+). Good “central’ concepts: Error Forcing Context (Plant condmons and PSFs) Error mechamsms
(-) Poor support for understanding and using the central concepts in applied context
(-)° Poor prioritization system (for homing in on the most important aréas/highest risks)
(+) New ‘mindset’ focussed on error forcing context, particularly attention on plant conditions -
() Too complicated for risk assessment analysts who are inexperienced in its use
() Too vague for experienced HRA analysts - ' ,
(-) Requires extensive technical knowledge of the behav1our of the technical system to be able to
. consider plant conditions in the Error Forcing Context.
~ (+) Good basis for discussion with management
- Basis For the Evaluation -
The following points aré based on examination of documentation®, *, * and pre-":

(-) Poorly defined terms
.This is true not just of ATHEANA but also the. whole area of EOCs in general We had to come up with
 some tighter definitions for EOC, including dropping the words ‘overt unsafe’, for identifying whatis of
interest for a risk model, and for identifying-the key attributes of EOCs wh1ch are important m the
definition. Itis noted that similar criticisms have been made by Dougherty *.

° “Op cit., 3, US Nuclear Regulatory Commission (1998) NUREG-1624” .

““Qp, cit., 2, Cooper, S.E., Ramey-Smith, A., Wrenthall I, Parry,GW Bley, DE ‘Luckas Jr W.1, Taylor M T.,and .
Barriere, M. T. (1996)”

*“Op. cit, 21, Bamere M.T., Wreathall, J., Cooper, S.E., Bley, D.E., Luckas Ir., WJ Ramey-Smith, A. (1995)”
® Barriere, M., Luckas, W., Whltehead D., Ramey-Smith, A. (1994). An analysis of operational experience durmg low
power and shutdown and a plan for addressmg human reliability assessment issues. US Nuclear Regulatory Commlssmn

NUREG/CR-6093.

*“«Qp, cit., 2, Cooper, S.E., Ramey-Smith, A., Wreathall 5, Parry,GW Bley, D.E,, Luckas Jr., W.J.,, Taylor, M.T., and
Barriere, M.T. (1996)”

“0p, c1t 21, Bamere M.T,, Wreathall I, Cooper, S.E., Bley,DE Luckas Ir., WJ Ramey -Smith, A. (1995)”
i “Op. cit., 43, Barriere, M., Luckas, W, Whltehead, D, Ra_mey—Smlth, A (1994)”.
7«0p. cit., 3, US Nuclear Regulatory Com:mssxon (1998)”

* Dougherty, Ed. (1998) Human error of commission revisited: an evaluzmon of the ATHEANA approach, Reliability
Engmeermg & System Safety, 60 (1998), 71-82.



Terms used in ATHEANA: Human Failure Events, Unsafe Acts, Error Forcing Context, Performance

Shaping Factors, Plant Conditions, Error Mechanisms. .. are all very poorly defined in the sense of giving

support to the analyst. The result is that the analyst does not know how to properly apply the concepts for
the steps in the ATHEANA procedure

(-) The method is not (currently) a toolbox [NOTE This comment was based on”] -

A tool is something which is supposed to make getting a job done easier. ATHEAN Ais currently a set of
concepts and a vague procedure for how to apply them. There are ro tools. This means that the success
~ or otherwise of using ATHEANA is subject to enormous variability, more dependent on the user than the
method. ThlS makes a benchmark study impossible at thrs stage.

(+) The method could be made into a toolbox

There is no reason why the procedural steps of ATHEANA cou]d not be supported by tools, and the,' B

central concepts developed as checklists, for example. These should give a tight structure (o using
- ATHEANA such that the results are produced in a systematic way. A tool might be a checklist, for
example, flow sheets, or a clear recipe for carrying out a particular step (necessary in gredients and what
you do with them). In addition, it may be necessary to develop new representatlons to work on - just as
HAZOP uses P&ID’s of the plant, what should ATHEANA work on? We discussed the possibility of
using the error mechanism as the central focus of ATHEANA, and some sort of ‘P&ID’ of thie human, in
order to systematically generate relevant EQCs rather than being reliant solely on what the analyst can
- dream up. (Note Although5 contams more detarl than”, it is still not easy to follow)
(+) Good centra]’ concepts: Error Forcmg Context (Plant condrtrons and PSFS), Error mechamsrns
The overall concepts of ATHEANA are good ones, since they cover more of the important aspects in
accident causation than previously by bringing together the whole human-technical system and their
interactions under the eye of the analyst. Particularly important in this respect is Error Forcing Context
which analysts have previously not considered. Retrospective accident analysis which we carried out
using data collection fields stimulated by the method gave a new perspective to examining the causes of
the accident and gave rise to questioris not previously considered, (although it wasn’t very good at homing
_in on the important management factors which were the underlying cause of the accident). The EFC
- aspects and error mechanism analyses were particularly valuable in enhancmg the data collection and
- analysis. The fields used included: : :

EOC Type: If the actlon was an error.of commission, thrs was categorized accordmg to the definitions
developed in Report 1* for different EOC types.

Normal procedure: This described what the normal proeedural'step at the plant was. }
Unsafe actions: Unsafe actions carried out, where unsafe action was consrdered to mean an action whlch
did or could have resulted in a degraded plant state.

“«Op. cit., 2 ‘Cooper, SE., Ramey-Smrth A., Wreathall, ., Parry G.W., Bley, D.E., Luckas Jr., W.J., Taylor,MT and
Barriere, M.T. (1996)”

®«Op. cit., 3, US Nuclear Regulatory Comrmss1on(l998) NUREG~162 ”

- «Qp, cit., 2, Cooper, S.E., Ramey- Srmth A., Wreathall, J., Parry, GW Bley,DE Luckas Jr., W.I, Taylor,MT and
- Barriere, M.T. (1996)” ’

- SAVE ingenieurs/adviesbureau, (1998) Human Errors Of Comm1ss1on, Report !: Error of Commission and Error Forcmg '
Context Definitions, Report 981330-D49.
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Error forcing context: This was divided into Plant Cond1t1ons and Performance Shapmg Factors whlch

~ together comprise the EFC.

Recovery Potential: Since Error of Commlssron is a process (a failure not recovered) it was considered
that the potential for recovery needed to be described. This was not made explicit in ATHEANA as
something to look for.

Error mechanisms: These were considered to be the unobservable psychological mechanisms which -
mediate between the Error Forcing Contexts and the Unsafe Acts

'(-) Poor support for understanding and using the central concepts in apphed context (Note This is based

on review of ™).

When we tested the method in an applied context using risk analysts, they used the method accordmg to
their own interpretation of it, and not always as ATHEANA intended. This does not mean that there was
not a successful outcome, but that the method will show extensive vanabxhty across analysts and will
depend more on the analysts’ abilities than the method. ATHEANA did give some structure to the results,
particularly since unsafe acts and error forcing contexts were being identified, but how to fit it all into the
big picture (risk model) was unclear and there were no stoppmg rules. ‘

There was no guidance on how to formulate the Human Failure Events in the fault/event trees, or how to
select relevant ones. EFCs identified by the analysts tended to focus more on PSFs than plant conditions

- since these were easier to.think of. The analysts had to write up their own procedure beforehand, some of

it based on very brief and buried descriptions of what to do in the ATHEANA documents. In conclusion,

the thinking process of the analyst who must dream up the EOC scenarios was very poorly supported :
indeed.

(- ) Poor prioritization system (for homing in on the most rmportant areas/highest risks) -

_ The application of ATHEANA to even just a small part of an installation could be a lifetime’s work,

dreaming up all the possibilities of EFCs and unsafe acts. Since the idea should be to cover all the major
risks (risk assessment should be ‘total’ in this sense), it is no good having a technique which cannot home
in on the important areas of the plant, procedures and risk model on the one hand, and ensure complete
coverage on the other. There has to be a prioritization system that allows effort to be allocated in a
appropridte way. Also, since the analyst can go on dreaming up EOC scenarios forever, there have to be
stopping rules. The important thing about EOCs is that there can be scenarios not previously thought -
about in the risk model which could significantly affect the risk. How do we know where to look for them
and which ones are the most important? There needs to be homing-in support. -

(+)" New ‘mindset’ focussed on error forcing context, particularly attention on plant conditions

Previous HRA techniques have tended to be overly human-centred, ignoring the whole socio-technical
system. Technical aspects of chemical plants (such as whether they are batch or continuous process, for
example), significantly affect the task of the human operator in safe control. Not only this, but the
technical aspects also influence the way a plant is organized. Organizational factors, including aspects
such as whether a plant is old or new, big or small, affect human tasks and have different strengths and

® «Op, cit., 2, Cooper, S.E., Ramey-Smrth A, Wreathall,] ,Parry,GW Bley, D.E., Luckas Jr, W.J,, Taylor,MT and .
Barriere, M.T. (1996)” . .



weaknesses. This is described in detail ina st'udysi4 undertaken in the contéx; of the dutch chemical
industry. ATHEANA is rather weak on the organizational and management aspects, but the EFC-could be
extended to include that, and would be much enhanced. _ ‘ :

(-) Too. complicated for risk assessment analysts who are inexperienced in its use and too vague for
experienced HRA analysts (Note: This comment based on assessment of )

For a risk assessment analyst, the ATHEANA method description is not easily -accessible, and seems
overly complicated. On the other hand, it is too vague for the experienced human factors analyst who
wants to know more detail and be more constrained than having to use his/her own knowledge to back up
the analytic process. S L S - ‘

'(-) Requires extensive technical knowledge of the behaviour of the technical system to be able to consider
plant conditions in the Error Forcing Context . B S

' In the chemical accident we analysed, one of the reasons for the EOCs was the lack of knowledge at the
~ time of how certain chemical mixtures behaved. A wrong mix led to previously unknown effects. Inthe
chemical context at least, the knowledge of plant and process behaviour will have to be very good to be
able to really come up with the plant and process behavior which an operator could be faced with. The
" ATHEANA method clearly requires a team of people (as is said in the ATHEANA documentation) but
how easy will this be to achieve (in fact, a real test of the method in this respect has yet to be carried out)?
" The method needs to specify the requirements/expertise for team members in carrying out the differént
steps in the process. - ‘ ' o -

(+) Good basis for discussion with management _

" Currently there are no techniques which provide a good basis for evaluating human error risks with
involvement of the (chemical) company. ATHEANA could fill this gap. However, unlike with HAZOP,
-~ it lacks a system for formal follow-up (by the company) of identified risks. ‘

- Findings Regarding Errors Of Commission

Details of errors and erfor forcing contexts are provided in Section 2.1. One cannot really describe an
accident in detail without putting some interpretation on what happened. In the retrospective analysis of
the accident (section 2.1) we were able to apply two of our 6 EOC type definitions, showing this accident
to be the result of an unrecovered EOC type 6 (information error) which led to an EOC type 1 (initiator).
The link between the errors themselves and the recovery failure should be apparent. The EOCs are not
independent and EOCs.and the recovery failure are not independent because the very fact of not knowing
an error has been made sets up the potential for the wrong mental model for interpreting the plant
conditions.

'We found ourselves in disagreement about the distinction between the recovery failure of an EOC which
would be part of the EOC process, and classifying a recovery failure as an error of omission. This
emphasises the need for tight definitions but does not really add much to the analysis.

* “Op. cit., 4, Bellamy, L. et al (1995)".

* «Op: cit., 2, Cooper, SE,, Ramey-s;nith,' A., Wreathall, 1., Parry, G.W., Bley, D.E,, Luckas Jr., W.J., Taylor, M.T., and.
Barriere, M.T.(1996)" . : : : = AU
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The first error which occurred in our accident'énalysis could have been a random slip or it could have
been a mistake. We assume it is probably a slip, but we do not actually know.

- What was important was that the Error Forcing Context that this simple error triggered had everything to -
do with Design and with Management. The psychological mechanisms, once the wrong mix in the vessel
generated unusual process behaviour are hardly of interest since virtually no one knew about the
behaviour of stch a mix of chemical (let alone an inexperienced operator who was just trying to meet the
demands of the production procedures). : ‘ o g :

The performance shaping factors surrounding a slip could be endless. Maybe, as one of the accident
investigators said, the person in the lab got a phone call when he was typing the recipe which momentarily
distracted him. Similarly, the operator may have been given recipe that had been carricd around in -
someone overalls and one of the numbers had been rendered difficult to read by some dirt . We do not
want to address the problem at that level. S ‘

Indeed, having recognized (now) that wrong mixtures can cause runaways which can destroy an entire ,
. installation, it is the increase in the recovery potential at the earliest possible stage that has become
important, and hence the introduction of the step to sample the mixture before starting up the reaction.
"Having introduced such a step, though, the interest is now ‘more on the EOCs associated with-sampling -

and analysis of the mixture. Previously, sampling was just a routine omission. In that respect it is the
technical procedure which makes the error, not the psychological mechanism. - - : '

Q44 - Definitions Of Terms and Parameters Used
The following are definitions of terms we used in this study.
Error Of Commission (EOC):

A‘n' action that leads to a change in plant configuration, with the consequence of a degraded plant state
and: ’ - : ' o :

- An error of recognition, diagnosis or intention, that leads to a series of acts formed with well-meaning
intentions, but which are inappropriate for the technical scenarios that pertains, or an isolated error
introduced with an otherwise appropriate series of actions that may arise from a random aberration in
behavior, or may be induced by the inappropriate application of an habitual task behavior.

Error Forcing Context (EFC):

The combined effect of performance shaping factors and plant conditions that trigger psychological error
mechanisms, and which must address not only the initial error but also the failure to recover it.

Intentional EOC
EQC (as defined) wheré the action was intended. -
Unintentional EOC

EOC (as defined) where the action was_not.intehded.



A Conditioned Probabilities:

Probabilities of failure of a (chemical plant) design, as used in QRA, which are also conditional upon the
chance of EOCs and which are therefore greater than would be expected from failure of the design alone.

EOCs which Condition the Probabilities used in Chemical QRA:

EOC.1 = A human action which is an initiator. It dlrectly causes-a dynamic change which mmates the'
accident sequence. -

EOC.2 = A human action which defeats a safety system durmg the post—mltlator sequence

- EOC3 =A human action in the post-initiator sequence Wthh makes the situation worse (e.g.

' * . accelerates the dynamic change). - :

EOC4 = A human action which defeats a safety system at some time before it is needed (before the
initiating event)

EOC.5 = A human action which defeats the-information system at the same time as it is needed (such.as
switching off an alarm during the post-initiator period)

EOC.6 = A human action which defeats the information system before it is used (such as makmg errors
in a written procedure wrongly calibrating an instrument). .

Initiating event B chemical industry
The event leadmg to Loss Of Contamment

Loss of Contamment (LOC) B chemlcal industry

In the chemical industry context, this is the release. of material from the containment. It is the central
point in the, between the fault and event tree. Hence it is the top event of the fault tree and the beginning -
of the event tree. '

Performance Shaping Factor (PSF)
Any factor which influences human performance in the interaction between the human and the system-
upon which they are actmg : :

ATHEANA PSFs are 1dent1f1ed as:
Procedures
Training

* .Communications

Supervision

- Staffing :
Human-System Interaction
Organizational Factors
Stress

* Environmental condmons

Unsafe Action
* Actions inappropriately taken or not taken when needed that result in a degraded plant safety condition *.

Human Failure Events (HFEs) E ’ ‘ L
HFEs are the events in the risk model at the function, system or component level.

* «Op. cit., 3, US Nuclear Regulatory Commission (1998)”
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| _ ﬁ(HFEijr) ='_p(EFCi)*-p(UA_J.IEFCi)*p(not.RIEFCiAUA’jAEij)
The probability of a Human Failure Event (HFEijr) equals the combined prbbability of the error fofcing
context (EFC, ) occurring and the probability of the unsafe action UA, from which the HFE results being
carried out, given (EFC,), and the probability of it not being recovered (not.R) given the occurrence of the .
EFC, the UA, and the existence of additional evidence (E,) following the UA. ‘

Line Of Defense (LLOD) : :

A defense against some component of the system which prevents (ultimately) loss of containment. Lines
 of defense may be physical (like the.containment itself and the engineering standards to which it is built), .
systems of work: or rules of behavior (like procedures, speed limits), organizational (like having a
supervisor check the work of contractors), cultural (like whether the culture allows production to stop for
safety reasons), man-machine interface (like quality of labeling) etc. For any one failure case, there is
usually a complete Lines Of Defense system which has failed, in many.cases because the otherwise
* jndependent defenses are coupled by a poor management sy stém.s;l‘slslq Line Of Defense concept underlies

~ the AVRIM2 methodology used by the dutch labor inspectorate ™,".

~ When.we got together with the other group who were looking at nuclear accidents, we were immediately
at odds over the EOC definition. It seemed that the other group did not acknowledge the existence of
error in-the first place when it was induced by an external context. We had to content ourselves with
- talking round something which in the end we agreed ta call: o ‘

An unrequired action which could be induced by an Error Forcing Context (and usually is) an error
forcing context implies that, if the context exists, the chance of an unsafe act is virtually 1. It was argued
by the nuclear group that one can hardly call error an action which is due to context and not due to a
failure in the psychological mechanism. That we should be making a distinction between something
called error and something called an unwanted. . . :

However, our group had been looking at error from the perspective of predicting and preventing unwanted
events in a technical system resulting from certain kind of human actions. We saw it as virtually
impossible to predict EOCs (our definition) related to, for example, unidentified chemical behaviour. The
'ATHEANA method was not going to help there. 'We saw scenarios as being better predicted froman .

" examination of: :

»Contexts (plant conditions) outside the design window, whether it was believed possible or not (such
" as temperature extremes thought impossible) Y. In this sense automated systems which perform

- the same functions as humans can also make errors . ' '

»Defining the task steps of the process, and then defining the Lines Of Defence (LODs) which keep

that step within the acceptable design. o
+Link EOC to the defeat/circumvent/deplete/etc. of the Line Of Defence (this is the real Human Error
. bit where we look for the-unsafe acts). The 6 EOC types can be used here.
»Link LOD=s to the management system.

7 «Op. cit., 6, Béllamy, L. J. (1998)” -

o % «Op. cit, 7, Bellamy, L. J.'and Brouwer, W.G.J (in press)”

230



~ One of the critical weaknesses of ATHEANA is the difficulty it has in dealing with prioritizing what
needs to be covered in the QRA. One of its great strengths is that it provides a basis for a convmcmg
discussion with management about the p0531b111t1es and consequences of human failure.

Certainly, in the Netherlands the regulator is severely lackmg in tools which address the human error
aspects of chemical manufacturing safety. ‘Whereas ATHEANA was intended to be a quantification
method, it is actually better functioning as a method to bring management and operators and risk analysts
together to discuss the human error problem. What it lacks is formal the follow-up mechanisms one finds
in conventional HAZOP for example. This i isa management commitment problem which the ATHEANA - -
method could be developed to overcome. :

In this respect we view ATHEANA in a positive way, that it could fill agap currentiy lackmg a human
error tool. The Steering Group of the project consxdered that the analysis of a chemical 1nstallation could
be approached as follows: :

Comments on the ATHEANA procedure

Finally, we make some detailed points according to the ATHEANA apphcation steps given in NUREG-
1624 %, Section 7.

Step 1: Scopmg

ATHEANA focuses exphcxtly on post-initiator human failure events (HFEs) whilst it is clear frorn the -
_ accident analysis that the main (and perhaps only) value of the methed in chemical applications is for pre-
‘ 1nmator analysns The dynamics of chemical failures ‘make post- 1n1t1ator 1nterventlon of limited value.

" Later in the method (step 4) it is made clear that it should be applied to HFEs lying behind both the
initiator itself as well as the actions and hardware responses in the event tree responding to the initiator. It
'therefore becomes crucial to define what is considered to be the initiator. If we define a wrong mixture in
tank or even wrong ! récipe as an initiator, then all of what we have done in the analysis falls w1th1n the
scope as deﬁned in ®. This would, however be a'major expansron in scope.

In nuclear applications there is therefore a well defined event tree, which defines what should happen to
 keep the plant within the safe, given an initiator. This anchors the start of the EOC identification process
quite securely, since generically EOCs can be defined as the operator defeats/circumvents/turns off/
depletes/etc. step or system element X which has a necessary place in this sequence. ATHEANA then
- defines generic deviations from the event tree path and links them to generic types of EOC.

% «Op. cit, 3, US Nuclear Regulatory Commission (1998)”

“ “Op. cit., 3, US Nuclear Regulatory Commission (1998)”
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For use in the chemical industry we need to have another representation of the process in which we can
anchor the errors. We have sought this in a task step representation linked to the process procedures.
This seems to work well in the predictive accident analysis and links with the idea, which is also present .

in ATHEANA, that a HAZOP-like analysis may help in identifying failures and errors. Tabular task
analyses lend themselves to this approach, since the task process ca be seen as a flow which can deviate
for a finite number of reasons, which can be captured with guide words. The description which follows
belongs logically by steps 4 et seq from the ATHEANA method (see below), but the.overall approach
cannot be understood without summarising here the representation proposed, since it strongly influences
all the subsequent steps. . - ‘ : o '

We do not arrive at an equivalent to the ATHEANA anchoring of EOCs just by substituting a task flow
for an event tree. We have to develop the equivalent of the generic deviations and EOCs. A possible
 approach would be to define per step of the task flow explicitly what are the lines of defence (LOD)
“which keep that step within the acceptable. Then we can link the EOC to the defeat/circumvent/
deplete/etc. of the LOD. Conceptually this is very like defining fault trees per step, with as top event the
failure of the process or task step. For quantification purposes this may indeed be a preferred .
representation, but it is felt that. it would be a poor way of deriving the HFEs, since fault tree
representation tends to make users think only in terms of EOOs.

This approach was not carried out explicitly in the predictive accident analysis reported in section 2 of this -
project. There, the task or process steps have been defined, but this was followed by a direct listing of
possible errots in the step itself. '_I‘his means that some of the errors defined are actually EOOs (e.g.not
do sampling, not mix af all). We are concernéd to generate the EOCs as well. It is'clear from studying
the analysis that an implicit step was probably thinking about the Lines Of Defence. However making the
LOD explicit is likely. to provide a more transparent way of working. Some examples of LODs are given
under step 6 below to clarify the definition. The lines of defence are, in many senses, further
specifications of the original process or task step, plus a specification of the critical resources and controls
that are needed to carry it out. Use can therefore be made of the work carried out in the EU-project Al-
Risk® © © ® © (the full results which are due to be published in early 1999). That is, the generic
specification of controls and resources for risk-critical actions in chemical plants. This project defined 8
generic types of control and résource and the appropriate management systems for ensuring that they were
delivered to the right place at the right time for the critical actions. Such a list can be used as checklist or
set of guidewords for analysis. See also step 6.

We therefore propose using this representation of procedural or task flows and LODs as an equivalent to
the ATHEANA fault and event tree representation. ' :

Scoping the study then becomes a question of deciding which steps in the task flow are the critical ones
and how far back in the process to go. In this respect the same issues arise as discussed in®, However it -
could not always be assumed that the company already has an HRA (as ATHEANA does).

& «Qp. cit., 8, Buropean Commission DGXII (1996—1998)”

“Qp. cit., 14, Goossens, L.H.J. and Cooke, R M. (1997)”

#4Q0p. ¢it., 16, Papazoglou, I.A. and Aneziris, O.N. (1998)™

Cw “Op.cit, 17, Hale, AR, Guldenmund, F., and Bellamay, L.J. (1998)”
® “Op. cit,, 18, Ale, B.JM,, Post, ].G., and Bellamy, L.J. (1998)”

% «Op. cit., 3, US Nuclear Regulatory Commission (1998)” -
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of all ihgredients and parameters with all others inorderto identify ones which lead to the reaction getting .
into uncontrollable space-states. Such a matrix should have come up with the mixture which. actually
caused the problem (but the analysts may not have fully understood the potential consequences).

The question is then whether it would have been necessary to go any further in making an analysis, or
whether the accident which happened would have become credible enough to be taken seriously. If it was
taken seriously, then the checking routines could have been strengthened and proceduralised better, and
supervised rigorously (thereby requiring a string of EOOs to occur before the EOC could lead to serious
consequences). L

Steps 7-14. Identify unsafe actions and causes for unsafe .actions,' ¢ither mistakes & circumventions
_ (relevant rules, belief that the wrong rule/unsafe action is the right thing to do, persistence in that
-+ belief) or slips & lapses (recoverability; likelihood to lead to mistake, causes, EFCs. -~ - ‘

The critical aspect here, in looking for reasons for EOCs is to get over t'he.-in'itial prejudice of analysts that
a certain sort of EOC is too unlikely to be credible, and hence is rapidly dismissed, or hardly even
entertained as possibility: (e.g., it is not credible that someone would turn off the cooling during a

reaction: .everyone knows that it is always absolutely necessary for the first two).

~ In a generic sense the question is always the same for each step and for its LQDS and is: what could have |
led the person to think that the action they chese was the right one? (or what led them not to questionthat
a previous step had set them on the wrong path?) B '

These steps are very much the same for a chemical application as for a nuclear ATHEANA and the tables
and support tools proposed would be valuable here also. In particular the method now places considerable
emphasis on recovery. ' o '

That seems to have been an important issue in the accident with the initiatrecipe mistake not being picked
up in the checking routine (for reasons not clear from the data available to our analysis), nor in the
drawing of the mix (novice operator with no tacit knowledge), nor in the sampling (analysis delayed until
after the start of the polymerisation, perhaps because it was seen not as a safety but as a quality check,
which never indicated any serious problems in any case), nor during the process (slow temperature rise
not seen as signal that an unexpected reaction was taking place, or even that the heating system might be
malfunctioning, which might result in just as inefficient working of the cooling once the reaction did get
under way). - ’ ‘ :

Particularly in an analysis in a pre-initiator phase, where there is significant time for recovery (orina
~ post-initiator with the same characteristics) this seems to be a vital part of the analysis, i.e. there should be
explicit attention to the possible and planned recovery paths from whatever deviation can logically occur.
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- but does not necessarily offer an investigative or ident‘iﬁcation process for. considering error. As an
approach, however, it is probably best used to assist abstract understanding, coupled with reinforcement
of concepts delivered by case studies of psychological error.

2.12 SHERPA (Systematic Human Error Reduction and Prediction A pproach)

This technique was developed by Embrey (19862). SHERPA has been evaluated by one licensee in a

pilot study and found to be helpful. The particular organisation concerned has not used the method

subsequently and it is thought that this is because 'freethinking’ approaches were-found to be equally

- successful in identifying error potential, whether that be errors of commission or otherwise. This
outcome is perhaps somewhat unsurprising as the analysts involved were highly experienced human _

factors specxalxsts

- Like GEMS SHERPA offers a behavioural classification of psychological human error. Itis a simpler
o vtechmque than GEMS and through a series of simple questions, usually presented in flowchart form, it -
- seeks to determine whether behaviour is likely to be skill, rule, or knowledge-based.

SHERPA offers an analytical process that moves through task analysis, behavioural classification, error
identification, quantification and remedial-actions. It is thought by some to be particuldrly useful for
 establishing when behavxour is likely to be cogmtlve It-achieves this, in effect by ﬁltermg out other -
possibilities. - :

- 213 HUMECA (Human Error Mode Effects and Criticality Analysis) : '
- This is another technique developed by Embrey (1991). A slightly earlier version of this method by-the
* same author is called SCHEMA. The method is known to have been used within the chemical process
industry on a number of occasions, but it is not known to have been used within the nuclear industry.

The method considers 22 specific error types and is similar in content to SHERPA. Error types are
classified as action, checking, retrieval, transmission or selection. HUMECA places an emphasis on the
linkage between the error types and the possible consequences of such errors. When compared with
SHERPA, there is a greater emphasis on a screening risk reduction and remedial process. In particular,
the method has considerable value because it prescribes an organisational approach to reducing error and,
hence, risk.. It then provides a means for evaluating the effectiveness of intervention measures.

2.1.4 IMAS (Influence Modelling and Assessment System)

This technique was developed by. Embrey (1986b), and it, too, has been used within the chemical process
industry, but not apparently within the nuclear sector, The technique takes a somewhat different approach
from the previously described techniques. IMAS centres on the consideration of operator mental models

~ and the mental mapping by operators of problem spaces. It seeks to identify causes of mental model
limitations, such as in their scope or completeness. The method also seeks to identify causes and
‘circumstances where there is a risk of the inappropriate application of otherwise generally appropriate
mental models. The resultant understandmg of errors and their cause that mlght arlse is then coupled toa
consideration of consequences

2.1.5 CADA (Critical Action and Decision Approach) _
Gall (1989) published this approach, which was developed by himself and colleagues. The technique has
been applied within a pilot study, but its use has not been pursued beyond this initial exercise.

CADA is derived from Murphy diagrams and Rasmussen’s eight-stage decision model (Rasmussen, o

1980). It is implemented as a set of checklists, one of which is relevant to each of the Mufphy'diagiam ‘
nodes. The approach allows analysts to identify which elements ofa task are most likely to fail, so that
they can focus their analysis upon these. :
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An evaluation study has suggested that CADA is'as successful as an expert assessor for revealmg human
error potential. However, although it been used to check the findings of an informal analysis, the method
" has not been applied by any of the UK licensees. :

216 Reversed Murphy Dzagram

This method is again based upon the Murphy Diagram and was devised by human factors spe01ahsts

‘working on the Sizewell ‘B' PWR project, within the UK’s Central Electricity Generating Board. The
concept was proposed by Williams (1988) who provides an overview of the findings of a specific
application performed by Umbers and Reiersen (1988). The technique was applied as part of the process
of furnishing evidence of defences against cognmve and conceptual error durmg the Slzewell ‘B’ project.
It has not been used subsequently o

The techmque is termed reversed’ because itis used in an’nclpahon of the p0551b1hty of erTor, rather than
‘retrospectively after an error has arisen. All stages of the Murphy- Dxagram are therefore referred to in
seekmg to 1dent1fy where error might arise. :

The technique was verified by means of two analysts attempting to identify errors s that arose during the
Ginna event. The results of these two analysts; when pooled, identified 75% of the stages in decision -
making and their associated Murphy Dlagrams that were considered to have failed in the actual event,

A description of this technique and its use is provided as an attachment to this document. This is givenin
" order to. prov1de a more detailed example of the. applicatiori of a method for identifying errors of
" commission. It is extracted from a paper intended for publication that is currently in preparation by
1.G.Umbers and E.M. Hickling.’

217 Short MORT
This is a condensed form of the MORT (Management Over31ght Risk Tree) technique which was -
originally devised by Johnson (1980) and subsequently shortened by Whalley.

The Short MORT smphﬁcat]on is based upon the notion that some of the oversights identified by the
MORT technique are more likely to happen than others and are also likely to make a greater contribution
towards systems failure. Thus, the set of errors considered is reduced relative to MORT. The technique
has been applied at some UK offshore oil and gas installations, but has no known application in the
- nuclear industry. In contrast with the other techmques that have been identified, Short MORT has the -
unique advantage of focusing analytical attention on potential failure mechanisms in management. These
differ somewhat from the mechanisms involved in, for example, process control and therefore make Short
MORT potentially uniquely suited to the identification of possible sources of, and defences against, errors
of commission within administrative or management systems.
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Step 2. Assemble and train multrdlsc1p11nary team

In a chemical application. this step is identical. The advantage of using a technique in the chemical .
industry which shares many of its characteristics with HAZOP is that the majority of plants will already
have teams used to this approach. Training should therefore not be too difficult. The major element in it,
however, would be trammg in the way of thinking of the psychological precursors and error forcing .
conditions. Also, training in thinking outside the design space, in order to generate potential operational
configurations relevant to EOCs . HAZOP teams up to now concern themselves largely with technical .
failures and those that are within the desrgn space '

Step 3 Collectlon of background information.

This step-is similar to the ATHEANA - step. It-would also require extensive collectlon not only of the
" formal design and procedures (how things should be done) but also of 1nfonnat10n about current pract1ces .
' 1nformal rules and expectations (how thmgs are done). ‘

Step 4-6 Estabhshmg priorities for examining different initiators and event trees, prioritizing plant
functrons/systems to define candidate HFEs, 1dent1fymg candidate HFEs " :

The steps relating to prioritization are even more crucial for a chemical application than a nuclear one,

since we have already argued that chemical application must go much further back into pre-initiator

- events (or define 1n1t1ators as farther back from damagmg outcomes) Hence the chemrcal scope is
greater :

Given our proposals (see step 1) for representmg the chemical procedures and process related tasks and
LODs, the process of prioritization must be based on how the analysis team sees the importance of the
steps and defences for critical events (e.g., runaways).

We have proposed that the steps and LODs should be explicitly defined, and have suggested that a generic .'
prompt list based on the I-Risk insights into risk management could be a startmg pomt This study-
proposed the following 8 factors _

* availability of personnel ‘
competence of personnel
commitment of personnel '
availability of a user friendly plant/task interface
availability of correct spares and replacements in maintenance tasks
procedures/rules/plans/goals for the action/task/process step
communication and coordination of multi-person tasks
resolution of conflicts between safety and other (usually production) goals
In addition to delivery of these to the task step, itis essentral that there are checkmg and correction loops
to ensure that the step has been completed.

Applymg this to a couple of steps from the accident case we arrive at the following. The list shown here -
is not necessarily complete, since it derives only from the research team insights, but could be set up and
completed by the multidisciplin’ary team proposed in step 2.

Takmg the step of makrng the rec1pe

The Lmes of Defence which ensure that the correct recrpe is chosen or made, are, among others
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recrpe is put together by a competent person who is available when needed and knows what he is doing,
and/or accurate copying occurs from a reliable source which is correctly identified and .
the recipe (plan) is readable and available at the point it is needed (by the tanks) checking occurs to venfy
that no slips or mistakes have been made etc

If we specify these in such a way, we can use the same approach as suggested in the ATHEANA method
to track down potential errors: for example someone can circumvent the first LOD by deciding that they
themselves are competent enough, or that competence is not needed (e.g. when the normal operator is
away). The second and/or third can be defeated by using other sources (e.g., a personal copy of the
original recipe kept in a dirty overall pocket and so degraded as to make it hardly readable, or not-
updated), or by sloppy copying. The final LOD can be left out (more an EOO than an EOC) orbe doné
by the person makmg the orrgmal copy, who does not see hrs own mistake. '

: Takrng the case of the Polymerrsatron step:
The LOD:s to keep the rmxture out of the runaway space—state are:

‘ The cooling
The stirring

Avmdance of concentratrons/composrtlons of the mixture which generate very great amounts of heat
.beyond the capacrty of the coohng & stlmng :

The coohng can be defeated by turmng it off or farlmg o turn it on When needed The stirring 1dem ditto.

The final LOD is dependent on the earlier step of getting the right recipe mixture (see the first part of the
example) or could be defeated by adding things later (e.g., during the process if that is feasrble) which
will bring things into the uncontrollable space-state. :

These steps are very much equivalent to the approach proposed in ATHEANA and could use the support

tools defined there, though these would need to be expanded, since the consideration of pre-initiator

- events would broaden the type of human actions and tasks to be considered. Pnorrtlzatron would need to
focus primarily.on the question as to whether the failure of a.given step could have serious consequences.
This is-a question which HAZOP teams are used to. answering. Given thé emphasis of this method on
EOCs, the team would need to be warned particularly that they should look at the issue of recoverability
in assessing this (see especially step 14 which considers whether operators will persevere in their wrong '
action - or whether others may pick it up)

For example a simple deviation ana]ysrs (HAZOP- like) of the steps in the procedure should result in the
identification of wrong recipe as a very real possibility. That would pose the problem that there are an
almost infinite number of incorrect recrpes which could be made.

The next question would be how to decide whether there was a subset of wrong recrpes which was a) - . '
more likely to occur, b) dangerous enough to matter (leaving aside that most wrong recipes will resultin
poor product quality and/or waste of the raw materials).

Conceivably a behavioral analysis could assist in narrowing down a); e.g., typing errors are reasonably -
predictable in terms-of wrong adjacent keystrokes or reversed order numbers/letters, similar sounding
names can be typed by mistake, etc. However, it is unhkely that such reasonmg could really narrow down
the range of errors enough to be useful.

" Perhaps reasoning from the chemical side could help much more here, by looking at a matrix of mixtures
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22 ‘Error Elicitation Methods :

" These methods are those which are used ‘as a part of an ana}yncal activity and are intended to assist
analysts to ‘discover’ where errors might happen. Unlike the previously considered methods, which
provided some form of taxonomy and/or a model, these approaches rely upon the analyst's understanding
of the phenomenon of human error, but are intended to provide a means to identify external error modes.

2.2.1 Human HAZOP , 4

- Like the conventional HAZOP (Hazard and Operability Analysis), this approach relies on the use of ‘
guide-words or phrases to elicit thoughts about the effects of human actions. Whilst the approachmay be -
informally claimed by many in the UK it was first formally published by Whalley (1988). .This
" technique has been used within the UK nuclear reprocessing industry on the initiative of individual
assessors, but this use has not been formally documented. Conventional HAZOP is used extensively in_ .
the design and assessment of the nuclear chemical plants and it was felt by the practitioniers who were
interviewed, that the human HAZOP perspective is applied as an integral part of the conventional
- HAZOP processes even though the use of the method is neither documented not followed rigorously.

Typical error identification phrases considered in a Human HAZOP-are: t00 early, too late, too much, too
little, etc. Thus, the orientation of the technique is more towards the possible consequences of error, with
the more detailed consideration of causes and error mechanisms left to the analyst. The technique has
considerable potential in assisting the analyst with a strong human factors orientation to consxder as fully
as possible_ the consequences of: 1dent1ﬁed human errors. g

222 ‘ PREDICT (Procedure to Revzew and Evaluate Dependency in Complex
Technologies) _

.. This technique is an enhanced version of the human HAZOP approach combined with the principal

. features of the Barrier Analysis method. It was devised by Williams and Munley (1992). Like Human
HAZOP, it relies upon structured verbal reasoning, but develops the HAZOP keyword concept by testing

to destruction the tacit safety-critical and safety-related assumptions that have been made by the analyst. .

The method is not thought to have been applied within the nuclear industry, but has been piloted within- -

the UK oil. and gas mdustry by its authors w1th some apparently beneﬁmal results

,Three mcreasmgly penetrating sets of phrases, such as - Confirmed by, fot recalled because’ and
defeated by’ - are used to test the analyst's assumptions. The technique explicitly recognises that the
analyst's ability to identify errors (and this is especially true of some commission errors) is entirely
dependent upon their, insight and imagination. The technique is intended to-identify ‘bizarre’ and

" otherwise unpredictable behaviours and circumstances that might lead to error. Unlike most techniques,
which are constrained by a consideration of the factors intrinsic to the environment and the execution of a
task, this approach attempts to address those factors that have sometimes been seen in real incidents and
which may not be invoked by analysts in many formal analytlcal methods until the event has happened.

2 2 3  PHECA4 (Potentzal Human Error Causes Analysis)

PHECA isa comprehensive computer-based tool developed by Whalley (1 987) which allows the analyst .
to consider a task step and the possibility of error in considerable detail. It elicits from the analyst an .
assessment of the type of mental involvement that is necessary to perform the task: This limits thé action”
type of the task performer to a subset of the total number of action or response types available in PHECA.
- The analyst then chooses the appropriate action type. This, in. turn, indicates the forms of human error. -
 that are possible. ‘For each of the chosen human error types there are suggested performance shaping-
factors. :



PHECA provides a comprehensive and complete structure from task to error. The method has no known
application so far within the UK nuclear industry, it has been applied successfully within the UK chemical
and offshore industry sectors. ' :

23 Identification of System Affordances - - . .
These approaches to identifying human error, focus on the possibilities offered by a system for an error to
occur. Two techniques have been identified that are both intended to identify system affordances.

2.3.1  COPE (Credible OPerator Errors) : ‘ R o
This technique was devised by Holloway and Waters (1987), when working for the Safety and Reliability
Directorate of the UK Atomic Energy Authority. The technique has not apparently been piloted or used.

COPE is 'based ‘on the notion that, although it is not always possible to predict what error an process:
operator will make, it is possible to define features. within the system that will cause the operator to
reassess the appropriateness and success of their intervention thus far. Therefore, the method is focused
upon the possibilities of cognitive error in the form of a mistaken diagnosis or plar, leading to the
_ systematic overturning or compromising of designed lines of defence provided within thee hardware.

‘The philosophical and modest stance of Holloway and Waters is that cognitive error is very hard to
predict and, therefore, it is, to all intents and purposes, analogous to failures of hardware. They suggest
that the space within which randomness can arise is described:. - '
' . .- by'the content of the mental model of the.operator
* - as a functional model of the plant -

" By considering a functional model of the plant it becomes possible to determine were human mistakes
will have unacceptable consequences. Having identified the system's vulnerabilities, it is possible to
consider how the operator might err. The technique is considered fo be analogous to deterministic
criteria, in that it is intended to be applied to single failures of the human, -

The COPE approach then'goes on to liken feedback to the users about the states of systems that causes
them to reconsider their position, as being functionally comparable to the mitigation of hardware failures.

Thus, the method tltimately focuses upon the functional requirements for feedback that would cause task
- performers to trap their own mistakes. ’ S

232 TAFEI (Task Analysis for Error Identification) N :

TAFE], developed by Stanton (1994) and (1996), provides ‘an even more structured and much more
detailed approach to systems affordances than COPE. The predominant use of TAFEI has been in
consumer equipment assessment. It has, however, been applied with notable success to operations
involved in electrical supplies by Glendon (1 995). The specific tasks examined have entailed rerouting
and isolating modifications. ~ ' ' ' '

TAFEI explicitly models the interaction between the human and machine by mapping human activity
onto machine states. The method integrates three established techniques: hierarchical task analysis,

.
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. Ihtroduction

This document describes some of the apprda'ches that are currently used for the identification of errors of »
commission amongst nuclear licensees in the UK. It also describes those methods which have been -
developed within the UK that have the potential to be used for the identification of errors of commission.

- For the purposes of this document, an error of commission is defined as being either:
An error of recognition, diagnosis or intention, that leads to a series of acts formed with

Or; . LV . : Lo .

- An isolated error introduced within an otherwise appropriate series of actions that may arise

. from arandom aberration in behaviour, or may be induced by the mapproprzate applzcatzon of
" an habitual task behavzour :

“In the UK, as elsewhere, it is generally customary to exclude explicit consideration of errors of -
commission from consideration within PSAs. By way-of contrast, however, the human factors
assessments that are undertaken in support of PSAs do not deliberately exclude the identification.or
further consideration of errors of commission. This is achieved because there is a long UK tradition of
involving human factors specialists in human reliability assessments (HRA) within the probabilistic safety
assessment (PSA) process. -Many of these specialists have a degree or further degree qualification in

_. psychology or ergonomics. Also, as can be seen in the methodologxca] descriptions that follow, there is a.

consistent history in the developmentof methods for addressing the 1ssue of human error iri general. This

has both an academic basis, particularly at the Universities of Manchester and ‘Birmingham, and a-

practitioner basis as derived from the industry and its consultants, where there has been a steady stream of

: .methodologlcal developments in practical methods for the 1dent1ﬁcatlon and quantification of human

error. :

These circumstances are probably driven and influenced by several principal factors. First, the human
' factors'community within the UK is a relatively small but coherent professional group who tend to be
members of the British Psychological Society, the Safety and Reliability Society, or the Ergonomics
- Society. 'Many practitioners performing human reliability assessments have ready access to, and are
stimulated by, the significant research on the character and incidence of human error. In many instances
there has been an interchange of roles for individuals who have passed from consultancy/practitioner
roles to academic and back again. Most practitioners communicate regularly with each other and there
has been a persistent interchange of working relationships between specialists in the field.

The second highly influential factor has been the insistence by H.M. Nuclear Installations Inspectorate
(NII), for around 15 years, that all human reliability assessment should be underpinned by
well-documented task analysis. There has been no prescription or strong recommendation of which
particular analytical approach should be taken, but regulatory attention has been paid to ensuring that the
methods address issues wider than the immediate concern of populating the chosen assessment method.
This has often produced task analyses which have identified likely sources of error irrespective of
whether they may be classed as omission, madequate task performance, etc..

' The individual human reliability spec1ahsts have also been privilegéd in many instances to have gained a
wide experience of nuclear and non-niiclear technologles in both civilian and military applications; and
this is an influential third factor. Technologies to which these individuals have been exposed include
power station operations, fuel production and reprocessing, refuelling, weapons production and waste
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disposal and storage. This, coupled with the regulatory environment and the expertise of a wide range of
analysts, has stimulated the development within the UK of a number of bespoke approaches to meet the
" particular and diverse challenges of the technology being assessed.

Even within a nuclear process grouping such as power stations, there is little replication.and considerable
diversity in design. For example, the principal power plant designs which have received human factors
assessments are: AGR, Magnox, PWR, SGHWR and PFR technologies. This, rich and. varied

technological environment has also stimulated and required a persistent level of original analytical
thought, with little opportunity to replicate assessment models directly from station to station.-As aresult,

- there Have been a number of methodological developments that can assist in the identification of errors of
commission.” -

_ 2. UK Methods for Identlfymg Errors of Commnssxon

In contrast to the mformal approach to rdentxfymg errors of commission, thereare a number of structured
methods which have been developed in the UK that have the potential to be used for identifying
commission errors. Not all have been used within the nuclear industry, but each method has been applied
to human factors issues comparable to those within the nuclear industry. The methods naturally fall into
three categories Psychological Error Mechamsm Descrrptlon Error Elrcnatlon and System Affordances

A brief descnptron of each of these methods is given below based upon these three categorles For each
method described, the number of times it is known 10 have been used within the nuclear industry i is
reported ~ ‘ ' . -

2.1 Psychological Error Mechanism Description Models :
The methods described in this section are methods which are psychology-based and, accordingly, these
" models descrrbe the phenomenology of human error in psychologrcal terms. '

2.1.1  GEMS (Generic Error Modelling System)

Whilst the GEMS approach has been largely ‘applied in the post-hoc analysrs of incidents wrthrn the

nuclear industry and elsewhere, it is frequently cited by specialists as being influential in their thinking
- during the analyses that they undertake for nuclear PSAs. It has not so far been used formally within a
UK PSA :

GEMS is a classificatory scheme of psychological error that was developed by Reason (1987). It
considers error mechanisms that can be classified as skill, rule or knowledge-based. It addresses the
constructs of psychological performance derived from consideration of the human as an information
processor, then adds to this approach cognitive considerations, particularly by considering internal
representations of context and events termed schema, which are used to form intentions. Reason stresses
that human error tendencies have their origin in useful and adaptive processes. They arise from the
natural. tendency to reduce cognitive strain. Accordingly, Reason argues that there is a tendency to
over-utilize stored knowledge structures, heuristics and shortcuts in coping with the complex
informational problems posed by modern technological systems. The GEMS approach deals, therefore,
with cognitive responses to events in the form of heuristic processes, rules of thumb and habitual
responses, and suggests when performance may change from skill 'to rule-based, or rule to
knowledge -based, behaviour.

"GEMS is, in effect; a comprehensiVe means for the analyst to understand many aspects of psychological
performance. This, in principle, makes it more likely that the analyst will postulate errors of commission,



state-space dlagrams and transmon matrices. These three representations show: tasks, machine states and
interactions during state transitions. The transmon mamx provides the requlred integration by showmg -

 fully legal transitions :
legal interactions to be used with caution,
illegal transitions
impossible transitions

The technique is very detailed and powerful. One very successful application of the technique has been
to the analysis of distributed manual switch-gear operations, which resulted in effective design and
‘procedural amendments. 1t has been found possible to identify many potential errors using the approach. -
~ In particular, it would be appropriate to use the technique with a software mediated interface,- where
many permutations of interaction are possible and therefore difficult to understand, thhout a systematlc
'approach to description and recordmg of i mteractlons : :

The techmque has been compared experimentally with a simplified form of SHERPA, which removes
reference to psychological error mechanisms (Called PHEA). The TAFEI technique had the same
accuracy as PHEA, but it proved to be more economlcal in terms of the use of time. It also had a
remarkable 100% inter-analyst reliability. '

233 EOCA (Errors of Commission Assessment)

. This approach has been applied once to the formal assessment of errors of commission for the Hinkley
Point ‘A’ Nuclear Power Station and is documented by one its orlgmators (Kirwan (1994a). The
techinique is a multidisciplinary approach which involves risk assessors, PSA modellers and human
factors analysts. It is judged to have produced a comprehensive and insightful analysis of the potential
errors of commission that could be influential with respect to the assessed risk at the level of event trees.

The characteristic UK reliance upon task analytical approaches, is reflected in this methodology, which
found errors of commission not only during responses to faults but also in the form of latent errors
committed upon standby safety systems

2.3.4  HEIST (Human Error in Systems Identification T echmque)

‘Kirwan has undertaken further development work based upon the approach of EOCA and thxs has been
" published in Kirwan (1994b). This description -provides comprehensive tables of check questions,
psychological mechanisms and error reduction guidelines. These, in turn, are related to the possible
external-error modes which might include errors of commission. ”

This approach has been used as an édjunét to other approaches in several non-nuclear reliability
 assessments since its publication. Analysts report having found the technique to be consistently helpful.-

3. Identification of Errors of Commission - Discussion

. An informal telephone survey of seven representativés of the UK licensees was undertaken during
November 1997 by a human factors consultant to establish their chosen approach to identifying errors of
commission. Those interviewed were mainly human factors or ergonomics specialists, with the
remainder being experienced and closely involved in the application of human factors techniques. In-
addition, a further four mdmduals responsible for the development of relevant methods were also
mterwewed : - '
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There are four areas that respondents reported where the appllcatron of technlques such as those listed i in
, Sectlon 2-above would be approprlate -

Construction of a fault schedule, .

Technical Specification or Operating Rules Compliance Assessments,

Human Reliability Assessments (HRAs) in support of Probabilistic Safety Assessments
Task analysis in support of procedures design, or validation.

In the UK' errors of commission are first identified during the construction of the fault schedule fora
PSA. It is known that in at least one instance, GEMS has informed the thought processes that haveledto
_ errors of commission being 1dent1ﬁed and included thhm the schedule

Asan mtegra} part of the periodic safety reviews that are performed on all the UK nuclear power plants, .
there is an independent assessment of the Compliance of each Station with its Operating Rules and
supporting Identrﬁed Operating Instructions. This is undertaken to ensure that there are no potentially
_significant human events omitted from the fault schedule. This process examines any relevant reports of
past incidents and also includes a qualitative human factors assessment of the particular mechanisms
employed to achieve compliance and the consequences of any transgression of the rules. The assessment
not only examines the ease with which the compliance mechanism is implemented, but also the
understanding and beliefs of users about the purpose and the effectiveness of the rules. Clearly,
misconceptions about the rules or difficulties in achieving compliance (e.g. due to hmltatrons m the
provision of mstrumenta’non) may lead to errors of commlssmn -

~The interviews thh representatlves of the llcensees estabhshed that no estabhshed formal or proprietary,
methods are being consistently used by licensees, or their contractors, for the identification of errors of
commission within the PSA models.. Three reasons emerged for this:- :

LIt is felt that the extensive application of task analytical techniques, .especially by human factors
specialists, captures the significant errors of commission. However, there are instances where the .
methods listed above have been used separately, or in combination, as an adjunctto w1der human
factors approaches :

2 Whrlst there is as yetno hcensmg requlrement for a formal method to be used for the ldennﬁcatron of
errors of commission, task analyses do reveal errors of commission which ‘are in effect
systematic errors of omission and therefore potentially sxgmﬁcant contributors to the risks that
must already be assessed. S

3.Because many analysts have both knowledge and expertise in human factors, they do not believe they
are missing errors of commission that srgmﬁcantly affect risk. '

 There appear to be several.reasons why errors of commission are actually 1dent1ﬁed in the apphcatlon
areas where such errors are relevant:-

" All nuclear power plant and many other process plant HRAs are heavily based upon extensive task
analytical processes (see above) that involve plant operators in extensive walk and talk-through
-exercises and some simulator studzes where this is approprtate
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Many analyticdl process, especially on complex or novel technologies, are undertaken by human
factors specialists whose main concern lies in identifying strengths and weaknesses in human
" performance, irrespective of the often conf nmg requzrements of the PSA model.

- Reference is nearly always made to operational experience and feedback data which often links
strongly to errors of commission.

There is close liaison between human factors and PSA modelling specialists so that issues which
map closely onto errors of commission, in particular diagnostic errors and human dependencies,

are well addressed by models. ‘This is further supported by task analytical processes, many of
which examine crew.availabilities, workload levels time scales and task dzjj“ culty in considerable
detazl

Given the above, it is perhaps not surprlsmg that most interviewees felt that the concept of an error of -

_ commission, elther as a useful term or as a uniquely describable phenomenon, was somewhat
questionable. It was pointed out by almost all respondents that other external error modes.often describe
scenarios that might less usefully be termed an error of commission. In partlcular external error modes
-such as too early, too late; too much, right action wrong train, or wrong action right train, were all -

- thought likely to represent typ1cal errors of commission and accordingly, it was judged that there were
several causal phenomena at work which were more hkely tobe 1dent1fied if more prec1se descrlptors of
extemal error modes were used

The view was also expressed that in some plant analyses (e.g. nuclear chemical), the comparative
simplicity of the processes might mean that there would sometimes be less concern regarding the
potential effect that major errors of commission might have on human factors models. The relative
simplicity of most fault scenarios led the majority of the respondents to the view that most, if not all,
31gn1ﬁcant errors of commlssxon are 1den’uﬁed correctly and in full. :

: Overall the prevailing behef among UK licensees appears to be that the vast majority of errors of
commission are generally identified as an inherent and natural part of performing task analyses and
human reliability assessments. There was also a clear feeling amongst those with a more formal human
-factors background that such errors are not as difficult to conceive as is sometimes thought (prov1ded that
one confines attention to the thoughts and acts of the rational person). '

Desplte the conﬁdence that the interviewees felt regardmg the ability of analysts to identify errors of
commission in practice, the contrast between the apparent effort to develop techniques and their uptake
requires further explanation. : '

It will be apparent that, in the main, formal techniques for identifying errors 'of commission are not
applied very frequently in the UK nuclear context. Instead, the majority of the techniques that have been
developed in the UK have been applied more frequently in other high hazard process industries such as
chemical or oil and gas. The greater perceived need within these other industries for such techniques may
. possibly be. explained by a combination of their less well-developed approach towards risk assessments
and perhaps the more frequent use of analysts with less experience or background in human factors.
Without further information, however, this apparent difference.in relative levels of application remams
* somewhat unclear.

Another equally valid e'xplanétion rnay'be'obtained by eonsidering further the views from within the
industry that are expressed above. Ultimately, the success of any technique must be reliant upon the
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understandmg that an analyst has of the phénomenon (in this case errors of commission) and their
personal ability to either detect the existence of mechanisms that might lead to such error, or to synthesxse
the possibility of such mechanisms coming into being, within the human- machine system that they are
examining. Put another way it is the analyst that acts both as the detector and the interpreter of ‘data’.
‘The extent to which they must be reliant upon a formal method to do this sticcessfully will be a function
of: ‘ ' T

their training

their experience

the availability of relevant data

the analytical methods in use that can identify the phenomenon. .

4, - Conclusions

A wide range of techmques for the identification of errors of commission has been developed in the UK
over the last 10-15 years. Even though few if any of these methods have so far been applied in the
nuclear industry, some of them appear to show sufficient promise in other high hazard appllcatxons that
they could, no doubt, be applied to good effect in any future analytical work in this area.

It should be noted that, at present, in the UK nuclear industry, a substantial proportion of its human
reliability analysts are generally formally qualified in a behavioural science subject, experienced in.
* human factors and nuclear technology, and also have access to the specific operational feedback data that

- is applicable. Moreover, there are analytical processes (e.g. design and hazdrd reviews) other than the
basic task analysis methods for supporting HRA that also have the capability to assist the identification
~ of errors of commission. Accordin gly, the need for analysts to be reliant upon formal methods to identify
errors of commission may be somewhat diminished.. Nevertheless, it is apparent that there is a large
formal and informal knowledge-base in this area which, it is hoped, could find ready application to the

. work of the Task Group.
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Glossary of Acronyms and Abbrevnatlons

CADA
COPE
EOCA
GEMS
HAZOP
HEIST

. HRA

'HUMECA
IMAS

- MORT

NI
"PHECA
PREDICT
PSA

SHERPA
TAFEI

Critical Ac’uon and Decxslon Approach
Credible Operator Errors

Errors of Commission Assessment
Generic Error Modelling System
Hazard and Operability Analysis

" Human Error in Systems Identiﬁcation Technique

Human Reliability Assessment

Human Error Mode Effects and Criticality Analysm
Influence Modelling and Assessment’ System

Management Oversight Risk Trees '

Her Majesty s Nuclear Installations Inspectorate _

Potential Human Error Causes Analysis -

Procedure to Review and Eva]uate Dependency in Complex

" Technologies

Probabilistic Safety Assessment '
Systematic Human Error Reduction and Prediction Approach ‘

‘ Task Analysis For Error Identlﬁcanon



. Attachment to Report: Identzf cation of Errors of Commzsszon in UK Nuclear Utllmes and Formal
1dentifi canon Methods

This text describes in more detail the application of the reversed Murphy diagram approach used by
" CEGB and its successor Nuclear Electric during the Sizewell ‘B’ Project. The text is extracted from a
paper about defences against cognitive and conceptual error intended for publication. This'is written by
Dr. 1.G. Umbers of Nuclear Electric Ltd. and E.M. Hickling formerly employed by Nuclear Electric.

2.3 : Murphy Diagrams :
Murphy Diagrams were originally developed by Pew et al (1981) as part of a retrospective analy31s of -
four nuclear power plant incidents. Murphy diagrams are based on Rasmussen's (1976) Decision Making -
model (sometimes referred to as the Stepladder model). In the Murphy diagrams the Rasmussen model
was extended to include potential sources of performance error associated with each’ decision making
stage. The Diagrams invoke the principle that, if anything can go wrong, it will. Eight dlagrams comprise
the complete set, with each diagram deplctmg a different stage of the decision making model. The eight
stages are identified as:- '
Detection
- Observation :
Identification of system state
Interpretation '
Evaluation of alternatives _
- Goal selection - . . o
_Procedure selection L o
Procedure execution .

-For each stage two possible outcomes are shown: "Success" (S) and "Failure" (F). Linked to each failure
outcome are a series of common reasons for errors in performance in the particular decision stage. These
.are classified as "proximal" sources of error and "distal" sources of error. Pew et al (1981, p2-10) explain
that these terms were chosen to convey an impression of immediacy of the source of error to the error.
itself. The "proximal" sources are intended toindicate the "state of understanding and/or awareness of the
crew prior to the final exit from the decision element". The "distal" sources represent possible reasons for
‘the "proximal" sources of error. Another way of i interpreting thése distinctions is to think of the "distal"
sources as providing an answer to the question "why" did the "proximal" sources occur and for the

. "proximal" sources to provide answers to "how" the particular decision stage failed. Thus failure to

identify state of plant could be due to "not all known plant states bemg evaluated" which in turn could be
due to a "training deficiency”.

For Murphy diagrams to be used to identify potential sources of error, the critical operator decisions or
activities have to be determined. Each critical decision or activity then has to be matched to the
appropriate Diagram by identifying the salient characteristics of the activity, e.g. determining whether it
involves identifying plant state, executing a procedure, detecting a plant signal etc. Two practical
problems in the application of the Murphy diagrams are apparent. The first is in unambiguously
identifying the relevant diagram on the basis of the information available, i.e. being clear which stages in
the Rasmussen decision model are appropriate. The second is that many of the "distal" sources tend be

_very general, e.g.. training deficiency, dis‘play.deﬁciency etc., and do not pinpoint the exact nature of the .
deficiency. A third problem is concerned with the generality of the diagrams and, in particular, whether
(a) the Rasmussen decision making model covers the range of behaviours exhibited in a nuclear power
plant and (b) the "prox1mal" and "distal" sources of error are comprehensive.



2.4 ' - o Choice of Method :

Despite the potential problems with Murphy diagrams it was concluded that they provided the only
method then currently available which could be applied [for identifying the requisite defences against
cognitive and conceptual error] without requiring significant development work. However, in view

~ of the problems identified above, it was considered desirable to test the adequacy of the

- diagrams before using them for a partlcular application.

25 Validation

The adequacy of the diagrams was S tested by applying them to a well documented nuclear power plant
Jincident with a view to determining whether they could have predicted some of the sources of human
error. The.Steam Generator Tube Rupture at Ginna, INPO (1982), was chosen because it had been
subjected to a detailed human factorsanalysis in which the operator actions and the reasons for them are
described. In addition, the analysis reproduces the relevant procédural steps which enables the Diagrams .
. 1o be used as envisaged in a real application. This procedural information was ‘examined by two analysts
(ergonomists) who had some familiarity with nuclear power plant operations. The analysts attempted to
identify in which decision stage and associated Diagram a failure could have occurred, Both analysts then
examined the reasons given in the incident report for the operators' errors and selected the diagrams
which accounted for the actual operator failures in terms of the "proximal" and "distal" sources of error.
The two sets of Diagrams were compared and the extent to which the two analysts had been able to.
predict in which decision stage a failure had occurred was assessed. The Diagrams were also.assessed for
their completeness in accounting for actual sources of error and any. omissions were identified and
recorded : : - : :

The percentage of decision stages predlcted correctly was 44 and 56 for each analyst respectwely The
percentage of decision stages correctly predicted was 75 (12 out of 16 decision stages) when the"
_ predictions of the two analysts were combined. These "accuracy" figures need to be treated with some
caution since it proved difficult in some instances to identify from the incident report the decision stage in
which an error actually occurred. This tended to happen in the "hxgher level" decision stages where
complex thought processes are invoked, and where either insufficient information was available in the
incident report to identify them or where the behaviour of the operators could best be described by a
number of interacting decision stages rather than one. In considering the issue of accuracy, it should be
- noted that a 100 % prediction accuracy could be achieved by the inefficient strategy of invoking all the
Murphy diagrams; thus accuracy needs to be qualified by efficiency. Efficiency was assessed as 50 % by
expressing the number of irrelevant diagrams actually chosenasa percentage of the maximum numberof
irrelevant diagrams which could be chosen

Identification of the correct decision stage does not necessariiy ensure that the correct proximal or distal
source of error will be identified. Examination of the Ginna incident report showed that in some of the
diagrams the distal sources of error were insufficient to account for all the error sources which were
identified as contributing to.the event. For example, procedural deficiencies were not identified as being a
distal source in ‘any of the diagrams. The adequacy of proximal sources as descriptions of how errors
occurred was difficult to assess in some decisions. As with the decision stages, the chief reason for this
was that the incident report did not provide sufficient information about the operators' thought processes
to enable the relevant proximal source to be idenﬁﬁed for each decision. '

2.6 - Applzcatzon :

. Despite the problems identified above in applying the Murphy diagrams in a prospec’uve manner, the
results seemed sufficiently encouraging to warrant apphcatlon of the diagrams to some important
decisions points in the Sizewell "B" outline procedures. The aim was to use the diagrams to identify -
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potennal sources of cogmtlve error and then examine the design of SIZCWCH "B" t0 see what safeguards
were available to prevent such errors occurring.

The diagnostic decision chosen for analysis was concerned with distinguishing between a-Steam
Generator Tube Rupture, a Loss of Coolant Accident or a Secondary Depressurisation. The relevant steps
in the procedure were examined by an analyst not directly involved in the design of Sizewell "B". Two
decision stages were selected which were thought to represent the cognitive processes of the operators
- who would be following the procedures. These were: Identification of Plant State and Observation/Data
Collection. The analyst then worked through each diagram postulating possible deficiencies by combining
the various proximal sources of error with their associated distal sources of error. For example, if the
proximal source of error was "not all possible states known" and an associated distal source was "training:
deficiency" then these were combined to give "The operators may not have. been trained to be aware of all .
plant states". I another example the proximal source was "too few data acquired" which was combined
- with distal source "equipment malfunction" to give "display/instrument failures may make it difficult for ‘
the operators to distinguish between faults with similar symptoms". In generating these deficiencies it was
noticed that, in addition to the omission of "procedural deficiency" from the distal sources of error,
"communication deficiency" was not included in any of the diagrams. These distal source omissions were
. rectified by including them- w1th plausible proximal sources of error. For example, ' 'communication
deficiency" was combined with “too few data acquired” to give "operators do not obtain relevant
information because of (a) communication system failure, (b) distorted or ambiguous message, (c)
message not recorded, (d) high ambient noise levels". The list of potential sources of error generated by
this process were reviewed by the design team who then identified the safeguards against these error -
~ sources which existed in the Sizewell "B" de51gn Two general conclusions ‘were drawn from this

exercise. The first was that Murphy diagrams could be used in a prospective manner with a degree of _ o

confidence provided that they were modified to address identified inadequacies. The second conclusion
was that the defences against the errors identified by the application of the Murphy diagrams were fairly
well known and were already available or being developed within the design of Sizewell "B". .

3. Assessment of the Application

Although the results of the Murphy diagram application were viewed positively by those involved, an

independent review of the trial identified certain potential shortcomings with the approach which could
“undermine confidence in its ability to identify potential sources of error within the design of Sizewell "B".

In particular it was felt that, the lack of detail on the derivation of the diagrams, the identified omissions

in sources of error, coupled with the considerable degree of interpretation required to identify specific

sources of potential error, raised doubts about the completeness and precision of the approach. From a

practical view point it was concluded that application of the Diagrams would not be cost effective because
~ of the large number of procedural steps which would have to be analysed and the potential duplication of
effort involved. Finally, since the Murphy diagrams are scenario orientated they do not give conﬁdence
that safeguards for events which are not covered by the selected scenarios are addressed.

~ To address these concerns it became evident that a different approach was required in which the origins
were tracedble and the interpretation required to identify potential sources of error was minimised. In
addition, application of the method needed to be cost effective and provide-some confidence that the -
defences which were asse_s,sed_were'not confined to those associated with a limited number ‘of fault
scenarios. :
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To overcome the concerns about traceability it was decided to carry out a review of the literature with the
aim of distilling those.features of human cognition relevant to the identification of potentxal sources of
cognitive/conceptual error and the defences against them. The intention was then to explore ways in
which the results could be applied directly by those responsible for the design of Sizewell "B" and thus
provide a method of addressing cognitive/conceptual error which was cost effective and not scenario
limited. In this respect it was considered that more emphasis should be placed on 1dent1fymg the
existence/absence of defences smce this would require less mterpretatlon and be easier for system
designers to apply." :
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Contribution from the United States |
Summary of ATHEANA

o ‘Dr. John Forester
Sandia National Laboratories, United States of America

This paper describes the most recent version of a human reliability analysis (HRA) method called
“a technique for human event analysis” (ATHEANA). The new version is-documented in
NUREG-1624, Rev. 11), The development of ATHEANA i is the result of efforts sponsored by the
Probabilistic Risk Analysis (PRA) Branch in the U.S. Nuclear Regulatory Commission (NRC), Office of

- Nuclear Regulatory Research (RES). ATHEANA was developed to increase the degree to which an HRA
can represent the kinds of human behaviors seen' in accidents and near-miss events at nuclear power
plants and at facilities in other industries that mvolve broadly similar kmds of human/system interactions.
In pamcular ATHEANA provrdes this 1mproved capablhty by:

'« more realistically searching for the kinds of human/system interactions that have played important .
‘roles in accident responses including the 1dent1ﬁcat1on and modelmg of errors of commission and
dependencies :

_»taking advantage of, and integrating, advances in psychology, engrneermg, _human factors, and
probabrlrstrc risk assessment (PRA) drscrplmes in its modelmg

Motrvatron for Developmg an Improv ed Human Relrabrhty Analysrs Capabrlrty

~ The record of significant incidents in’ nuclear power plant NPP operations shows a substantially different
picture of human performance than that represented by human failure events typically modeled in PRASs.
The latter often focus on failures to perform required steps in a procedure (as was seen in the review on
individual plant examinations and documented in NUREG-1560,2). In contrast, human performance
_ problems identified in real operational events often involve operators performing actions that are not -
required for an accident response and, in fact, worsen the plants condition (i.e., EOCs). In addition,
accounts of the role of operators in serious accidents, such as those that occurred at Chernobyl 4
'(NUREG-1250,3 and NUREG-1251,4), and Three Mile Island, Unit 2 (TMI-2,), frequently leave the
impression that the operator's actions were illogical and incredible. Consequently, the lessons learned
from such events often are discounted as being very plant- or event-specific. :

' U. S. Nuclear Regulatory Commission, Technical Basis and implementation Guidelines for A Technique for Human Event
Analysis (ATHEANA). NUREG-1624, Rev. 1, Washlngton, DC, in press.

2 US. Nuclear Regulatory Commrssron Individial Plant Examination Program Perspectrves on- Reactor Safety and Plant
'Performance, NUREG-1560, Washingon, DC, October 1996 . .

3 .. Nuclear Regulatory Comrnission,Report on the Accident at the Chernoby! Nuclear Power Station NUREG-1250,
Washington, DC, December 1987.

4 y.s. Nuclear Regulatory Commrssron Implications of the Accident at Chernoby! for Safety Regulatron of Commercral o
Nuclear Power Plants in the Umted States NUREG 1251, Vols land 2, Fmal Report, Washmgton DC, Apnl 1989

SM. Rogovin and G. Frampton, Three Mile Island -A Report to the Commrsroners and to the Publ1c Specral Inquiry
Group, Nuclear Regulatory Commissicn, Washmgton DC January 1980. N
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As a result of the TMI-2 event, numerous modifications and backfits were implemented by all NPPs in
the United States, including symptom-based procedures, new training, and new hardware. After the
considerable expense and effort to implement these modifications and backfits, the types of problems that
occurred in this accident would be expected to be Affixed. However, there is increasing evidence that
there may be a persistent and generic plant safety problem that was revealed by TMI-2 (and Cherrobyl)

" - butnotaffixed. This safety problem is a result of errors of commission involving the intentional operator

bypass of engmeered safety features (ESFs). In the TMI-2 event, operators inappropriately terminated
high-pressure injection, resulting in reactor core undercooling and eventual fuel damage. NRC’s Office
of Analysis and Evaluation of Operation Data (AEOD) published "Operating Events with Inappropriate |
_Bypass or Defeat of Engmeered Safety Features,” AEOD/E95-01, July 19959), identifying 14 events |
over the previous 41 months in ‘which an ESF was inappropriately bypassed "The AEOD/E95-01 report -
_concluded that these events, and other similar events, show that thls type of “human intervention may be’
an 1mportant failure mode." Events analyses performed to support the ATHEANA development-
(NUREG/CR 6265 ! and the HSECS database8 also have identified several errors of commission that -
result in the inappropriate bypass of ESFEs.

~ In addition, event analyses of power plant accidents and mc1dents performed for this prOJect show that

real operational events typically involve a combination of compllcatmg factors that are not addressed in

-current PRAs. The followmg examples illustrate the factors that may complxcate operators responses to
events:

Ce sc‘enarios that deviate from opeiamrs expecitations, based on their training and experience

J ‘mul’uple equxpment failures and unavailabilities (especially those that are dependent or human-
caused) that go beyond those represented in operator training in simulators and assumed in safety
analyses

. mstrumentation problems for which the operators are not fully prepared and which can cause
misunderstandings about the event (this may become increasingly so for dxglta} based instrumentation
systems) :

+ plant conditions not addressed by procedures :

Unfortunately, events involving such comphcatmg factors frequently are interpreted only as an indication
of plant-specific operatlonal probleins, rather than a general cause for concern for all plants.

The purpose of ATHEANA is to develop an HRA modelmg process that can accommodate and represent
the human performance found in real NPP events, and that can be used with PRAs or other safety

6 Office of Analy51s and Evaluation of Operational Data (AEOD), U.S. Nuclear Regulatory Commission,Engineering
Evaluation - Operating Events with Inappropnate Bypass or Defeat of Engmeered Safety FeatureAEOD/E95-01, Washington,
DC, July 1995

TM.T. Barriere, W. J. Luckas, J. Wreathall, S. E. Cooper, D. C. Bley, and A, M. RameySmith, Multldlscnplmary Framework
for Analyzing Errors of Commission and Dependencies in Human Reliability Analysxs NUREG/CPé265 Brookhaven' '
National Laboratory, Upton, NY, August 1995, ‘ h

¥S. E. Cooper, W. J. Luckas, and J. Wreathall, Human/system Event Classification Scheme (HSECS) database Descnptxon
. BNL Techmcal Report No.'L2415/95-1, Brookhaven National Laboratoxy,Upton NY, December(l995)
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* perspectives to resolve safety questlons On the basis of observanons of serious events in the operating
history of the commercial nuclear power industry, as well as experience in other technologically ‘complex
industries, the underlying premise of ATHEANA is that significant human errors occur as a result of a
combination of: influences associated with plant conditions and specific human-centered factors that
~ trigger error mechanisms in the plant personnel. '

In most cases, these error mechanisms are often not inherently bad behaviors, but are usually mechanisms
that allow humans to perform skilled and speedy operations. For example, people often diagnose the
cause of an occurrence on the basis of pattern matching.- This is in many cases an efficient and speedy
way to respond to some event. However, when an event actually taking place is subtly different from a
routine event, there is a tendency for people to qulckly recall and select the nearest similar pattern and act -
as if the event was the routine one. In the routine circumstance, this rapid pattern matching allows for.
very efficient and timely responses, However, the same process can lead to-an inappropriate response in
a nonroutme situation. Other examples of such error mechamsms are discussed below. :

Given this assessment of the causes of inappropriate actions, a process is needed that can search for
likely opportunities for inappropriately triggered mechanisms to cause unsafe actions. The starting point
for this search is a framework (presented in Fig. 1 and descrlbed below) that describes the -
interrelationships among error mechanismis, the plant conditions and performance- shapmg factors that set

* them up, and the consequences of the error mechanisms in terms of how the plant can be rendered less
safe. The framework also includes elements from plant operations and engineering, PRAs, human factors

. engineering, and behavioral sciences. All of these elements contribute to the understanding of human
reliability and its associated influences, and have emerged from the review of significant operatlonal" '
events at NPPs by a multidisciplinary project team representing all of thes€ disciplines. The elements
included are the minimum necessary to describe the causes and contributions of human errors in, for
example, major NPP events. . : -

The human performance-related elements of the framework (i.e., those requiring the expertise of the
" human factors, behavioral science, and plant engineering disciplines) are performance-shaping factors
(PSFs), plant conditions, and error mechanisms. These elements are representative. of the level of
understanding needed to describe the underlying causes of unsafe actions and explain why a person may.
-perform an unsafe action. The elements relating to the PRA perspective, namely the human failure events
" and the scenario definition, represent the PRA model itself. The unsafe action and HFE elements
represent the point of integration between the HRA and PRA model. ‘A PRA traditionally focuses on the
consequences of an unsafe action, which it describes as a human error that is represented by anHFE. The
HFE is included in the PRA model associated with a particular plant state that defines the specific
accident scenarios that the PRA mod'el represents. '

The framework has served as the basis for the retrospective analysis of real operatmg event histories
(NUREG/CR -69039, NUREG/CR- 626510 the HSECS databasell, and NUREG/CR- 635012) That

9 M T. Barriere, W. J. Luckas, D. W. Whitehead, and A, M. Ramey-Smxth An Analys:s of Operational Experience During
LP&S and Plan for Addressing Human Reliability Assessment Issues. NUREG/CR-6093, Brookhaven National Laboratory:
Upton, NY and Sandia National Laboratories, Albuquerque, NM, June 1994.

1 «Op. cit. 7, NUREG/CR-6265)" .
M Qg cit. 8, HSECS database (1995)”.

125 E. Cooper, A. Ramey-Smith, J. Wreathall, G. W. Pz;,rry,\D. C. Bley, J. H. Taylor, W. J. Luckas, A Technique for
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retrospectlve analysis has identified the context in whlch severe events can occur; specifically, the plant
conditions, significant PSFs, and dependencies that set up operators for failure. Serious events appearto
involve both unexpected plant conditions and unfavorable PSFs (e.g., situational factors) that comprise an
error-forcing context. Plant conditions include the physical condition of the NPP and its instruments.
Plant conditions, as interpreted by the instruments (which may or may not be functioning as expected),
are fed to the plant display system. Finally, the operators receive information from the display system
and interpret that information (i.e., make a situation assessment) using thexr mental model and current
situation model. The operator and dlsplay system form the human- machme interface (HMI).

On the basis of the operating events analyzed the error-forcing context typlcal]y involves an unanalyzed
.plant condition that is beyond normal operator training and procedure- -related PSFs." For example, this
error-forcing condition can activate a human error mechanism related to an inappropriate assessment of

the situation (e.g., a misdiagnesis). This can lead to the refusal to beheve or recognize evxdence that runs’

counter to the initial misdiagnosis. Consequently, mistakes (e.g., etrors of commlssmn) and ultlmately,

|
|
v

Y .
. ' - |
Error- : . . i
Forcing .| . "Human Error" ‘ PRA | . L
L Context S "AModel "
p ' : b
) /’/ . \ : ; — = - / \\\‘.
/ Plant Design, \ Performance ! Ce . / ; N
| Operations and |—p> Shaping —» Error {——} Unsafe - Human Failure] | _/ Mal oo t \
/ . [ : . . i+ Managemen
x\ Maintenance /1 Factors Mechanisms i Actions ; el Events "\ "pecisions /
. S ) ‘ : ; \ //
h i - ’ . [ _ /,Y : : . i~
P i = .
. - ‘ _
. . : . : . : i
. B L. H . i
P L |  Plant g I 1 | scenario |
L . | conditions | [ S 'i Definition. T
R — . i i |
: |

Figure 1. Framework

an acmdent with catastrophic consequences, can result. These 1deas lead to another way to frame the
observations of serious events that have been reviewed:

» The plant behavior is outside the expected range.

¢ The plant’s behavior is not understood.

+ Indications of the actual plant state and behavior are not recognized. -

. Prepared p]ans or procedures are not apphcable nor helpful. : S

, 'From this point of view, it is clear that key factors in these events have not been within the scope of
ex1st1ng PRAs/HRAs Ifthese events are the contnbutoxs to severe accidents that can actually occur, then

Human Error Analysis (ATHEANA). NUREG/CR-63$O, Brook_haven Nationai Laboratory, Upton, NY, April 1996.
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expansxon of the. PRA/HRA to model them is essential. Otherw1se a PRA may not mclude the dommant '
“contributors to risk. : , :
Earlier HRA methods haveé implicitly focused on addressing the qixestion, "What is the chance of random
operator error (e.g., operator fails to...) under nominal accident conditions?" Even when performance- '
shaping factors are included, they are typically evaluated for the nominal event sequence or,-at best, for
particular cut sets. The analyses have not looked much beyond the hardware modeled in the PRA for
specific conditions that could-complicate operator response; the only significant exception has been the

consideration of the time available for action, which can vary from one set of accident conditions to ~ "

another. On the basis of review of the operating experience in several industries, a more appropriate
question to pursue is, "What is the chance of an errot-forcing-context occurring so that operator error is
very hkely‘?“ This questlon hes at the core of the new ATHEANA method ‘

" The systematlc structuring of the dlfferent drmensmns mﬂuencmg human/system mteractxons that is .
provided by the multidisciplinary HRA framework, along with the search for cognitively demandmg
context that is driven by consideration of the elements of cognitive information processing, brings a
degree of clarity and completeness to the process of modelmg human errors in‘the PRA process.  The
.absence of this systematlc approach in earlier HRA. methods has limited the ability to incorporate human -

_errors in PRAs in a way that could satisfy both the engineering and the behavioral sciences. The
consequence has been that PRA results are not seen as accurate representations of the contribution of -
human errors to power-plant safety, pamculariy when compared with the expernence of major NPP

: ,accndents and incidents.

The"lmportanc'e of _Plant Conditions and Context in Human Performance

The reviews of accidents and serious incidents performed in developing ATHEANA have led to the

identification, development, and ultimately to the confirmation of the principles underlying the method.
.As discussed above, one of the key aspects-of ATHEANA is the recognition that plant conditions are a
key influence on operator performance, and that these conditions can be much more varied than current
combinations of HRA arid PRA tools typically represent. This section further discusses the reasons why
ATHEANA has been developed to signiﬁcantly expand the incorporation of particularly challenging plant
. conditions and the associated contexts faced by operators, and presents the general prmcxples thatunderlie -
) the way ATHEANA does this. : » .

Current HRA and PRA Perspective

Most HRA analyses performed in current PRAs provxde a limited recogmtlon of the influences of plant
behavior on human reliability. This comes about as a consequence of two inter-related features. First, in
most applications of PRA models, analyses are performed for classes of initiating events (such as small
loss-of-coolant accidents and transient reactor trips) and equipment faults, with only limited consideration-
given to variations of the initiating event and equipment failures. For example, only complete equlpment
failures are usually considered. This is partly a result of the use of fundamentally binary success or -
failure models that lie at the center of almost all PRA modeling methods and that tend to lead to the need
for simplifications in the complexity of real plant conditions. In the PRA analysis, the “most
“challenging” version of the initiating event is often assumed; here Amost challenging is usually used with
- respect to the demands made on equipment, such as the largest number of pumps needed and the shortest
- time scale for them to start to prevent core damage. This approach is often considered to be conservative,
and it may well be with respect to demands on equipment performance and physical resources. However,
as discussed below, these conditions may well not be the most challenging in terms.of the demands on the
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operator in responding to the event B especially the operators understanding of the conditions. :

Second, most HRA methods currently used are very limited in terms of their abil ity to take into account
different plant conditions. Some methods can take into account differences in the time scales available
for operator response. Most other methods can take into account the performance- shaping factors (PSFs)
such as the layout of procedures, the Jocation and number of displays, and the experience level of the
operators. However, very few of these factors provide the most important variations in the conditions
under which people perform and which are found to be very challenging. In summary, both the PRA
approach of analyzing wide ranges of ‘conditions using a conservative all-embracing models and -
assumptions, and the lack of sensitivity of HRA methods to changes in plant conditions, have led to the
Jack of explicit, con51deratlon of ranges of plant conditions in most PRAs. (Itis recognized that attempts .
to consider some ranges of plant conditions have beeri made i ina few PRAs, such as where some accident
sequences that have significantly different time scales for actions are addressed separately. However, the
insensitivity of the available HRA tools has limited the analysts ability to take into account anything other .
than simple time-scale differences ) : ’

‘The Signiﬁcanc‘e of Context

Recent work in the behavioral sciences!3 14 has contributed to the understanding of the interactive nature
of human errors and plant behavior that characterize accidents in high-technology industries. This
understandmg suggests that it is essential to analyze both the human B centered factors (e.g., PSFs such
as human B machine interface design, content and format of plant procedures and training) and the
' condmons of the plant that call for actions and. create the operational causes for human B system

interactions (e.g., misleading indicators, equipment unavailabllmes and other unusual conﬁgurations or
" operational cnrcumstances) '

The human-céntered factors and the influence of plant conditions are not independent of each other. In
many major accidents, particularly unusual plant conditions create the need for operator actions and,
under those unusual plant conditions, deﬁcrencies in the human-centered factors lead people to make
errors in respondmg to thé incident.

_Therefore the typical evaluations performed in HRA assessments of PSFs, such as procedures and

" humanBmachine interfaces and training (as discussed above) may not identify critical human-

performance problems unless consideration is also given to the range of plant conditions under which the
controls or indicators may be required. To identify the most likely conditions leading to failure, the
analysis of PSFs must recognize that plant conditions can vary significantly within the event-tree or fault-

-~ tree definition of a single PRA scenario. Moreover, some plant conditions can be much more demanding
of operators than others. Both the conditions themselves and the limitations in PSFs such as procedures
* and training, can affect an operators performance during an accident.

For example a particular layout of mdreators and controls may be perfectly adequate for the. nominal
conditions assumed for a PRA scenario. However, deviations from the conditions implicitly or explicitly
assumed for the PRA scenario possibly may occur so that specific features of the layout would influence
the occurrence of operator errors in an accident response. An example of such a deviation was the

13 Reason, Human Error, Cambridge University Press, New York, 1990.

14 g Hollnagel, Reliability of Cognition: Foundations of Human Reliabiii;y Analysis, Plenum Press, New York, 1993.
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location of the breach in the Three Mile Island-2 (TMI-2) accident. The typical conditionis assumed fora:
small loss-of-coolant accident (the type of PRA scenario representing the TMI-2 accident) included a
falling pressurizer level, ‘but not the position indications of the pressurizer power-operated relief valves
(PORVs). However, the deviation created by a leak in the pressurizer PORVs made these indications
much more important, :

Simply stated, operator failures associated with a PRA scenario are perhaps more likely to result from
particular deviations from typical plant conditions that create significant challenges to the operators than
they are from random human errors that might occur under the single set of conditions generally assumed
by PRA analysts. Analyses of power plant.accidents and near-misses support this perspective, indicating
that the influence of unusual plant conditions is much more significant than random human errors
[NUREG/CR-1275, Vol. 815, NUREG/CR-609316, NUREG/CR-626517, and NUREG/CR-635018].
The need for consideration of context has been a recurrent theme in discussions about 1mproved HRA .
methods 1ncludmg those by Hall etal.19 Dougherty20 Woods21 and l—Iollnagel22 ’

_ The significance of unusual comexts derrved. from incident analyses is consistent with experience
described by training personnel. They have observed that operators can be “made to fail” in simulator
exercises by creating particular combinations of plant conditions and operator mindset. Examples of
d1fﬁc2u3lt1es in operator performance in challenging 51mulator trammg situations are givenin NUREG/CR-
6208

Our review of. operatmg events, particularly those that seem to have the potential for serious degradatlons .
of safety, has shown that these events involve various types of deviations that cause significant challenges -

to the operators. There are several types of such deviations from the typical condmons assumed in the
.PRA scenarios. Examples include:

’

¥ U.S. Nuclear Regulatory Commission, Operating Experience Feedback Report - Human Performance in Operating
Events, NUREG-1275, Vol. 8, Washingtori, DC, December 1992”. :

- 180p. cit.9, Barriere, W. J. Luckas, D. W. Whitehead, and AM. Ramey-Smith. NUREG/CR-6093, (1994)".

" “Op.cit, 7, M. T. Bamere, W 1. Luckas,J Wreathall, S.E. Cooper D.C. Bley andA M Ramey -Smith, NUREG/CR-
6265, (1995)”

L “Op. cit.. 12, S. E. Cooper, A. Ramey—Smlth J. Wreathall, G. W. Parry, D. C. Bley, J. H. Taylor, W. J. Luckas,
NUREG/CR-6350, (1996)".

1 R.'E. Hall, J. Fragola, and J. Wreathall, Post Event Human Decision Errors: Operator:Action Tree/Time Rel‘iability
Correlation, NUREG/CR-30190, Brookhaven National Laboratory, Upton NY, November 1982 '

YE M. Dougherty, “A Guest edltorxal Human reliability analysis: Where shouldst thou tum"”Relzabtlrty Engmeermg
and Svstem Safety, 29, 283-299, 1990

2l pp. Woods, “Risk and human performance: Measuring the potential for disaster,” Reliability Engmeermg and System
Safety, 29: p. 387-405, 1990. .

2 E Hollnagel, Human Reliability Analysis: Context and Control, Academic Press, San Diego, CA, 1993

B E. M. Roth, R. J. Mumaw, and P. M. Lewis, An Empirical Investigation of Operator Performance in Cognitively
Demanding Simulated Emergenmes, Westmghouse Science and Technology Center, Pittsburgh, PA, NUREG/CFR6208,
July 1994. .
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»  Physical deviations, in which the plant behaves differently than is typically expected in the related
PRA scenario and which affect the way the plant behaves compared with the operator’s trammg and
expectations. These may cause the indications of the plant condition to be signifi cantly different
from the operators’ expectatxons and may not match those used in development of procedures and

~ operator training.

o Temporal deviations, in which the time scales of the plant conditions are different from those
typically assumed in the related PRA scenario and may affect the time scales in which operators must

" act. These may cause symptoms to occur significantly more slowly or be out of sequence with those

assumed in procedures and in training, thus causing doubt about the relevance or effectiveness ofthe -

expected responses. Alternatwely, the conditions may occur much faster than expected, thereby
inducing high levels of stress in the operators or leading t0 fallure while the operators are
' systemahca]ly stepping through their procedures

. Devxatlons in the causes of i mmatmg events, in which pamal equlpment fallures or failures in support-
" systems occur, thus creating complex sets of unexpécted symptoms that may lead operators to act
inappropriately or to delay taking action. When support-system failures are explicitly incorporated in
. PRA models, they are often focused on ‘complete or single:train losses and are concerned with the.

~ impact on.plant hardware, not on the operators being confused or mi_sled by the failures.

¢ Deviations associated thh failures in mstrumentatxon systems can make it difficult for operators to -
understand and plan suitable responses. - While some PRAs may incorporate some kinds of -
‘mstrumbntatlon failures that lead, for example to automatic equipment not being started when needed
- or interlocks that prevent correct operator actions, there has been very little consideration of how
instrument faults will affect the ability of the operators to understand the conditions within the plant
and act appropriately. In addition, failures of the mstrumentatlon and control systems can brmg about
the kinds of deviations discussed above :

In many cases, these types of deviations can lead operators to fail because of some kind of “mismatch."
For .example, when a plant behaves in a way that is significantly different from the -operators’
expectations (a mismatch between plant behavior and training), and the operators respond in accordance
“with their expectations, the resultant actions can ‘lead to loss of important equipment operation and
functxons for the conditions actually takmg place. The operators belief that the reactor system was -
“going solid” at TMI-2 led them to reduce and stop high-pressure injection, which led to the loss of core
cooling and damage. More recent examples from operating experience indicate that despite the changes
in training, development of procedures, and the like, mlsmatehes.are still a concern in operations.

The idea of a mismatch has proved a useful concept for describing several kinds of problems underlying

events, and provides one basis for searching for problem scenarios. To provide an effective tool for

measuring and controlling risk, a PRA must be able to realistically incorporate those human failures that
are caused by off-normal plant conditions, as well as those that occur randomly during nominal accident
conditions. In the ATHEANA application process, the concept of mismatches is used to provide a basis

for the searches for challenging conditions. Particularly important types of mismatches are used to

identify specific contexts that may cause failures. Four specific types of searches are used in the

ATHEANA prospective application process:

.« searches that use keywords to prompt the analysts to consider types of physical deviations from the
standard, or base case, accident conditions (for example; larger, smaller, faster, slower)
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o searches that examine the key decision points in related procedures to see if deviations from the base
case scenario could lead to inappropriate actions (this is similar in concept to the approach developed
by Julius, et al.24 for full-power applications, though their focus was to identify instrumentation
errors that could induce the same kinds of failures) o '

* searches for possible dependencies between eqmpment faults and support system failures. Such
dependencies can create cognitively challengmg situations because:

- their effects can be very plant specific-and therefore operators-are unlikely to have learned
relevant lessons about them from other plants experiences ‘

- the consequences of the dependenc1es will often appear as seemmgly mdependent multiple
failures in both balance- of-plant and safety equrpment :

. partial failures in Support systems can create abnormal conditions in the equipment they support
that are difficult to identify and understand .

o searches that try to identify other causes of deviations Beyond those listed above. This is an attempi at
-accomplishing relative completeness. ATHEANA provides tables and structures to help the analyst
thmk of causes of EFCs beyond those listed here.

The identification of important mismatches and associated EFCs is largely based on an understanding of
-the kinds of psychological mechanisms causing human errors that can be set up by particular plant
conditions lying within the PRA definitions of accident scenarios. The next section briefly discusses
these mechanisms and the way ATHEANA identifies their likely effect on operator behavior. '

. Human Information Processing

There have been many attempts over the past 30 years to better understand the causes of human error.
The main conclusion from these works is that few human errors represent random events; instead, most
canbe explained on the basis of the ways in which people process information in complex and demanding
situations, Thus, it is important to understand the basic cognitive ‘processes associated with plant
monitoring, decision-making, and control, and how these can lead to human error. The main purpose of
this section is to describe the relevant models in the behavioral sciences, the mechanisms leading to
failures, and the contributing elements of error-forcing contexts in power plant operations. The
discussion is largely based on the work of Woods25, Ro‘ch26 Mumaw27 and Reason28 29,

#J.A. Julius, E.J. Jorgenson, G.W. Parry, A. M. Mosleh, “A procedure for the analysis of erors of commission in a
Probabilistic Safety Assessment of a nuclear power plant at full power ? Relzabzlny Engineering and System Safety 50:
189-201, 1995.

%D .b. Woods, L.J. Johannesen, R.I. Cook, and N.B. Sarter, Behind Hunan Ervor: Cognitive Systems, Computers, and
Hindsight, Crew System Ergonomics Information Analysis Center (CSERIAC), Ohio State University, Wright-Patterson Air
Force Base, Columbus, OH, December 1994.

% <Qp, cit, 23, E. M. Roth R.J. Mumaw, and P. W. Lewis.'NUREG/cr-6208 (1994).

77R. 1. Mumaw & E. M. Roth, “How to be more devious with a training simulator: Redefining scénarios to- emphasrze ‘
"cognitively difficult sitirations”” 1992 Simulation MultiConference: Nuclear Power Plant Simulation and Simulators,
Orlando, FL, April 6-9, 1992.



The ba51c psychologlcal model underlymg the ATHEANA method is the information processing model -
that describes the range of human activities required to respond to abnormal or emergency conditions.
The- model, in the. form used in-this application, considers actions in response to abnormalities as
involving basically four cognitive steps: ' ”

(1) situation assessment

(2) monitoring/detection

(3) response planning

(4) response implementation

Figure 2 illustrates the major cognitive activities that are assnmed to underlie openator performance.
The..crltical lements of the model can be bmefly deﬁned as follows

Momtonng/Detectlon. The acnvmes mvolved in extractmg mformation from the environment.
Monitoring is checking the state of the plant to determine whether the systems are operating correctly.
. Detection, in this context, refers to the operator becommg aware that an abnormality exists.

Situation Assessment Sltuatlon assessment involves developmg and updatmg amental representation of

the factors known, or thought to be affecting the plant state, at a given point in time. The mental
' representation resulting from situation assessment is referred to as a situation model '

Situation Model Amental representatlon of the current plant condmon ‘and the factors thought to be -

affecting the plant state resulting from the operators situation assessment. The situation model is created
by an interpretation of operational data in light of the operators mental model. (An operators situation .
model is usually updated constantly as new information is.received; failure to update a sxtua’non model to
incorporate new information can be the result of an error mechamsm)

Mental Model: Mental representations that integrate a persons understandmg of how systems and plants
work. A mental model enables a person to mentally simulate plant and system performance in order to
predlct or anticipate plant and equipment behavxor

Response Plannmg Dec1dmg on a course of action, glven a partxcular snuatlon model In general, .
response planning involves identifying plant-state goals, generating one or more alternative response
plans, evaluanng the response plans, and selecting the response plan that best meets the goals identified.

Response Implementation: Taking the specific control actions requlred to perform a task, in accordance
with response planning. Response implementation may involve taking discreet actions (e.g., flippinga
sw1tch) or it may involve continuous control activity (e.g., controlling the steam generator level). 1t may
be performed by a smgle person, or it may requ1re communication and coordination among multiple
individuals.

B «QOp. cit.,13, Reason 990y

¥ J. Wrethall and J. Reason, “Human Errors and Disasters,” in "Proceedings of the 1992 IEEE fifth Conference on Human
Factors and Power Plants, IEEE, New York, 1992.

264 |



Inplerrentation

v " A

Y Y
HmenSstem| || Muitaing |
Intefee [ [T Detedion |

'

‘ A
1&CSstem | | 1| Koowede!
Fertgometion)| | | SREOOMRE

Interfel to Cpeératars

v

Figure 2. ‘Major Cognitiv‘e ActivitieS Underlylng NPP Operator Performance

The quality of output from the major cognitive activities represented in the model are assumed to be
affected by at least three important cognitive factors. They are knowledge, processing resource, and
strategic factors. Errors arise when there is a mismatch between the state of these cognitive factors (i.e.,
the cognitive resources available to the operator) and the demands imposed by. the situation. How these
cognitive factors affect the operator's cognitive performance and how ATHEANA uses this information to
address the relationship between unsafe actions, human error mechamsms and error-forcmg contexts is
discussed below. : : :

. Knowledge Factors

In considering the influence of knowledge factors on performance, two types of problems need to be
considered: content and access. Information content was discussed above with respect to an operator's
knowledge, e.g., their mental model. As noted, the operator's knowledge is not necessarily accurate or.
complete and at times it can be oversimplified. However, even when knowledge is available, it must be
accessed by operators and be used to assess a situation and plan a response. .

This is known as the memory retrieval process and it is highly context-dependent. That is, contextual -
cues facilitate the retrieval of information from memory. The more retrieval cues available, the greater
the probability that information can be retrieved. Retrieval cues, for example, can be a pattern of
.information that the operator recogmzes asa particular event or situation. ' o

There are other knowledge factors that mﬂuence the information re’meval process making some
mformatlon more llkely to be recalled than other mformanon



* . Recency - operators are biased to recall or bring to mind events that have occurred recently or are the
subject of recent operational experience, training, or discussions

o Fi requency - operators are biased to recall or bring to mind events that are frequent]y encountered in
operations in situations that appear (even superﬂcrally) to be s1m11ar to the scenario being analyzed

. Similarity operators are biased to recall or bring to mind events that have characteristics (event -

superficial) similar to the scenario, particularly if the event brought to mind i isa classic event used in
training or discussed extensrvely by the operators.

- These factors may Iead fo the recall of information that is not entirely appropriate to the situation. For

example, if a situation includes features that are similar to an event that recent]y occurred an operator :

. might recall that recent event and mterpret the current situation to be the same.

In addition, relevant i'nformation that the operator may possess may not be recalled. For example;ifa

situation that rarely occurs has features in common with an event that is more familiar, operators miay fail
to recognize the rare event when it occurs because they interpret the information as mdlca’uve of the’

familiar event.

Processing Resource Factors

Tasks that operators perform use cognitive processing resources. However, people do not have an infinite

amount of cognitive resources, such as attention and memory. Instead, there is a limited amount that must

. be distributed among the tasks that operators are performing. Tasks differ in terms of their demands for
processing resources. If one task requires a great deal of attention and memory resources, then there is
little available to perform other tasks. If a set of tasks uses up most of the available processing resources,
then new tasks will have to be delayed until resources become available, If a task requires more
resources than are available, then its performance may suffer and may be slow, inaccurate, or error prone.

"In general, tasks that operators are familiar with and well trained in require fewer resources than those

that are unfamiliar and niovel. Operators may perform routine procedure-based tasks almost effortlessly,
using little of the processing resources available. However, when operators -are confronted with a

cognitively demanding situation in which the information provided by indications is confusing or-

contradictory (and where it may be unclear how well the available procedures are addressing the
situation), a great deal of processing resources will be expended to analyze the situation and plan

appropriate responses. In such situations, the resource limitations can considerably limit the operator's
 capabilities to monitor, reason, and solve problems.

It is-also important to note that when operators are performing familiar, ‘well-trained tasks, their
information processing capabilities appear almost automatic and large amounts of information are
processed in parallel. In contrast, when confronted with unfamiliar situations, the effects of limited
information processing resources become more apparent. Operators no longer respond in an automatic
mode and instead become slow, deliberate, serial processors of information. Information processing
comes under much more conscious control. This type of analytic processing rapidly drains resources. To

+ cope with such demanding cognitive situations, operators tend to use cognitive shortcuts that bypass.
careful, complete analysis of information. These shortcuts, called "heuristics," are methods that reduce
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the expenditure of cognitive effort and resources, and reduce the uncertainty of unfamiliar situations. An

~example is to do"only enough analysis to form an initial hypothesis about the cause of the current

s

situation. Once the partial analysis leads to a diagnosis, the information analysis is terminated. The
potential problem with this type of heuristic is that a more detailed analysis of information may have
revealed the situation to be a similar but less familiar one. In this example, the incomplete situation
analysis may lead to an inaccurate situation model and inappropriate response plans.

Strategic Factors

Strategic factors influence choices under uncertain, potentially risky conditions. This can mclude

 situations where there aré multiple conﬂictlng goals, time pressure, and Jimited resources.

~ People often are placed in.situations where they have to make choices and tradeoffs under conditions of .

uncertainty and risk." Situations often involve multiple -interacting or conflicting goals that require
considering the values or costs placed on different possible outcomes. An example relates to the decision
of when to terminate a safety injection. Safety injection is required to mitigate certain types of accidents. -
On'the other hand, if safety injection is left operating too long, it can lead to overﬁ}hng of the
pressurizer. This creates a conflict situation where multiple safety related goals must be weighed in
determining an appropriate actron :

One factor affecting these tradeoffs is the actual perception of risk. Using’ their knowledge and
experience, operators estimate the risk that is.associated with various situations. However, there is a
common tendency to underéestimate risk in low-probabllity, r15k-sxgn1ﬁcant situations in Wthh operators
have experrence and when they perceive themselves to be in control.

. Since their perception of risk is optimistic, plant operators do not expect significant abnormal situations to
- occur. Thus, they rely on redundant and supplemental information to confirm the unusual condition.

Upon verification of several confirmatory indicators, the operator can accept the information as indicating
an actual off-normal condition (compared with a spurious condition). However, this process still createsa .
conflict between the cost to productivity for falsely taking an action that shuts down the reactor versus the
cost for failmg totakea warranted action. ‘

The above examp]e illustrates another factor that operators often must consider (i.e., the consequences of

different types of errors). For example, under conditions of uncertainty, an operator may ‘have to weigh
the consequences of failure to take an action that turns out to have been needed agamst the consequences
of takmg an action that tums out to be inappropriate..

There are also tradeoffs on when to make the _commitm’ent to a particular course of action. Within the
constraints of limited processing resources and available time, operators have to decide whether to take
corrective action early in a situation on the basis of limited information, or to delay a response until more

. information is available and.a more thorough analysis can be conducted. On'thé one hand, in dynamic, -

potentlally high-consequence (to risk or productivity) situations, the costs of waiting can be high. Onthe
other hand, the costs of incorrectly making-a decision can be high as well.

In summary, operators in abnormal events can be confronted with having to make decisions while facing
uncertainty, risk, and the pressure of limited resources (e.g., time pressure, multiple demands for the same

E resources). The factors that influence operators' choices in such situations include goal tradeoffs, - -

perceived costs and benefits of different options, and perceived risk. When considering the decisions that
operators are likely to make, it is necessary to explicitly consider the strategic factors that are likely to
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affect performance, including the presence of multiple interacting goals, the tradeoffs bemg made, and the
pressures present that shift the decision criteria for these tradeoffs.-

Modeling of Human Error Mechanisms

The characteristics of human information processing discussed above illustrates how cognitive failures.
can occur during each of the major cognitive activities (monitoring or detection, situation assessment,
response planning, and response implementation). Cognitive failures stem from processing mechanisms
associated with limitations in knowledge, access to knowledge, processing resources, and strategic
factors. However, it is important to remember that not all of the described processing characteristics will
necessarily lead to unsafe actions and human failure events. In fact, many of the processes, heuristics,
and strategies represent normally efficient and effective means for individuals to evaluate incoming
_information and to develop and implement appropriate responses.. For example, attempting to matcha’
_perceived information pattern (such as a pattern of indicators) with an already existing known pattern in’
memory can facilitate performance in high- demand situations. Alternatively, the use of such a heuristic
can also lead to an unsafe action if, for example, an individuals criteria for accepting a match are set too
low (possibly due to time constraints) or the indications are actually unreliable. While individuals (and
crews) will develop their own set of more or less naturalistic processing strategies30 over'time; it is also
~ the context in which individuals are placed (i.e., the plant conditions and the performance-shaping
-factors), that determines which processing characteristics are activated or implemented in certain
situations and whether or not they are appropriate As discussed above, when processing mechanisms
lead to inappropriate actions With unsafe consequences because of the context in which they are used _
: they are. referred to as error mechanisms. - : :

An -important set of context—related factors likely to contribute to the potential for particular error
mechanisms becoming operative in accident scenarios is the behavior of the parameters that reflect
critical aspects of the plant conditions, e.g., steam generator level and pressure. The Abehavior of the
parameters includes the behaviorof individual parameters as perceived by the operators, the behavior of
the parameters relative to one another, and the more: global or Gestalt behavior of the parameters as
perceived or interpreted by the operators. It is proposed that the behavior of critical parameters over time
and relative to one another can, in' conjunction with relevant PSFs such as operator training and
experience, plant procedures, and the nature of the human-machine interface, have a significant impact on
the manifestations’ of human error mechanisms. The basic assumption is that accident scenario
characteristics, as represented by the behavior.of critical parameters, can elicit or interact with certain
human responses (e.g., complacency, anxiety) that facilitate the occurrence of an unsafe action or create
situations that make certain processing mechanisms, strategies, or biases (e.g., recency effects,
confirmation bias) inappropriate or ineffective. It is further assumed that the behavior of critical
. parameters can have differént impacts, depending on the stage of information processing in which an
individual is engaged, i.. detection, situation assessment, response planning, or response
implementation. Moreover, the PSFs that will contribute to the likelihood of an unsafe actxon occutring
will be tied to the specific behavior of the plant and its impact on the operators.

Characteristics of Parameters and Scenarios

A number of aspects regarding the behavior of parameters in an accident scenario have been identified as
potentially influencing t'he likelihood of certain error mechanisms becoming operatiVe a'nd«thereby

% G. A. Klein, I. Orasanu, R. Calderwood, and C. E Zsambok, Decxsronma.kmg in Action: Models and Methods Abley
,Norwood NY, 1993.
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contributing to an unsafe action. The first set is based on an extension of the guide words and concepts -
used in HAZOP3! analyses. A second set is based on a set of characteristics catalogued by
Woods32,33,34 Roth35, Mumaw36, and their colleagues that attempts to describe why problem
scenarios are difficult. The basic notion is that scenarios (which by definition evolve over time) contain
features that create the opportunity for normal human information processing and action to be
inappropriate or ineffective, essentially by creating unusual cognitive demands.

Parametric Influences. A set of descriptors can be used to describe the behavior of parameters that
reflect the plant dynamics resulting from a given initiating event and any contributing system failures. It is
assumed that the parameters vary (or do not vary) according to the existing plant conditions, and the
current focus is on how particular variations in the parameters could interact with characteristics of

human information processing to lead to unsafe actions. Relevant aspects of the way the parameters’ '

behave include (but are not limited to) the lack of a critical indication (mstrumentanon far]ure) or the
Jack of a. compelling indication for an important parameter : -
»  asmall or large change in a relevant parameter

a lower or higher than expected value of a parameter -

a low or-higher rate of change in a parameter

changes in two or more parameters in a short time

delays in changes in two or more parameters

one or more false indications. -

direction of change in parameter(s) over time is not what is expected

direction of change in parameters over time relative to each other is not what is expected
relative rate of change in'two or more parameters is fiot what is expected

apparenﬂy relevant parameters are actually irrelevant and misleading 7

Whether such behavior in critical parameters will affect human information processing depends on such
thmgs as the operators’ physiological responses to the situation, their current situation model, their
expectations regarding what is occurring, the availability of other sources of information, and other PSFs
that could be relevant to the scenario. Nevertheless, the way the parameters behave (as represented by
. plant indicators) has the potential to elicit certain error mechanisms that lead to unsafe actions. For
example, a slow rate of change in a parameter may not be detected ina timely manner and even ifitis, it
~ may induce complacency during the early stages of an accident. Furthermore, if operators have already
formed an expectation about what is occurring in a scenario, a small change in a parameter might be
dismissed due to a fixation error, confirmation bias, or other error mechanism. The potential influences »

3 R Ellis Knowlton An'introduction to Hazard and Operability Studxes The Guide Word ApproachChemetlcs
International Co. Ltd., October 1992.

i 3? “Op. cit., 25,’ D. D. Woods, L. J. Johannesen, R.I: Cook, and N.B. Sarter. (1994)”.

33 3, W. Perotti and D.D. Woods. A Cognitive Analysis of Anomaly Response in Space Shuttle Mission Control. Cognitive
Systems Engineering Laboratory (CSNEL), CSNEL 97TR-02. The, Ohio State Umversxty, Columbus OH, March 1997,
Prepared for NASA Johnson Space Center.

% D.D. Woods & E.S. Patterson, (in press). How Unexpected Events Produce An Escalation Of Cognitive And
Coordinative Demands P.A. Hancock and P.A. Desmond (Eds.), Stress Workload and Fatigue. Lawrence Erlbaum,
Hillsdale NJ. ' :

" 3«0p. cit, 23, E. M. Roth, R. J. Mamaw, and P. M. Lewis NUREG/CR-6208 (1994)".

% “Op. cit., 27, R. J. Mumaw & E. M. Roth (1992)".



of such variations in parameters in the context of the dlfferent information processmg stages, likely error
A mechamsms and contnbutmg PSFs are exammed in applymg the ATHEANA method.

Scenario Influences. Woods37,38,39, Roth40, Mumaw#1, and their colleagues described a class of
scenario- related conditions that can contribute to operators taking unsafe actions. The basic thesis is that
the. characteristics of the evolution of a scenario (including the behavior of critical parameters) can
complicate operator performance during the different stages of information processing. For example, a
scenarjo that starts out appearing to be a simple problem (based on strong but incorrect or incomplete
evidence) can lead operators to take apparently appropriate actions, but then make them resistant to
change or insensitive to correct information that appears later. Such a scenario is referred to as a garden
path problem, since the operators get set up to form a strong but incorrect hypothesis that prevents them
" from appropriafely considering later information. Once again, underlying error mechamsms such as

simplifying, fixation, recency effects, and confirmation bias can contribute to operators taking unsafe_ L

© actions. Other types of complicating scenarios catalogued by Woods. and others include those that:

* contain missing or'misleading informatidn

* require unexpected late changes ,
create dilemmas, impasses, or double-binds

require choices that have tradeoffs

induce plant-related side effects

contain red herrings :

contain activities by other agents or automatlc systems that mask key ev1dence
‘induce mulnple (all seemmgly valid) lines of reasoning

‘require multiple tasks to be performed at a high tempo

contain events that seem to be escalating the problem

contain events in which the operators responses lead to new problematic events
o . contain events that interact to create complex symptoms .

* & & o & @& 29

As with the 'parametric influences discussed in the preceding section, whether scenarios with such .
characteristics will affect human information processing and lead to unsafe actions depends on anumber -
of factors, but certainly, reasonably possible accident scenarios should be examined to see if they contain -
these or similar characteristics: Detailed descrlptnons of these types of sceriarios and guldance onhowto
_consider other potential influences such as PSFs are provided in the ATHEANA documentation.

Overview of the ATHEANA Process

The information presénted above discusses the principles ahd concepts underlying ATHEANA. This
. section summarizes the two ATHEANA application processes:

¥ «Qp. cit., 25, D. D. Woods, L. J. Johannesen R.1. Cook, and N.B. Sarter (1994)”.
* “Op. cit,,33, J. W. Perotti and D.D. Wdods (1997)".

¥ Op. cit. .34, D.D: Woods & E.S. Patterson, (in press)”

A .'40 “Op. cit,, 23, E. M. Roth, R J Mamaw and P. M. Lewns NUREG/CR6208 (1994) ”

A «0p, cit., 27,R. 1. Mumaw & E. M. Roth (1992,



(1) retrospectlve analyses of past operatlona] events
-(2) prospective analyses (or HRA analyses) to support PRA or other risk studxes

Summary of Retrospeotive ATHEANA‘ Analysis

The retrospective analysis .initially was developed to support the development of the prospective
ATHEANA analysis. However, as the retrospective analysis matured, it became evident that this
approach was useful beyond the mere development of the ATHEANA prospective approach. The results
of retrospective analyses are powerful tools in illustrating and explaining ATHEANA principles and
concepts. Also, the ATHEANA approach for retrospective analysis was used to train third-party users of
ATHEANA in an earlier demonstration of the method. In this training, not only example event analyses,
_ but actual experience in performing such analyses helped new users develop the perspective required to
apply the prospective ATHEANA process. Fmally, the results of event analyses using the ATHEANA'_
approach are useful in themselves. : S

The retrospectwe approach can be apphed broadly, using the ATHEANA framework descnbed above ’
Both nuclear and non-nuclear events can be easily analyzed using this framework and its underlying -
.concepts. A more detailed approach has been developed for nuclear power plant events, although it can .

N 4be generalized for other technologies. - This more detailed approach is more closely tied to the

ATHEANA prospective analysis than general use of the framework. NUREG-1624, Rev. 142 provides
ex amples of event analyses usmg the framework approach and guidance for performing the more detailed
: ‘analyses :

In performmg retrospecnve ana1y51s the basxc objectxve is to gam an understandmg of the causes of
human failures in risk-significant operational events. To do s, the analysts must answer such questnon
as:

M What happened'7
" (2) What were the consequences‘7

(3) Why did it happen (i.e., what were the causes)‘7

Important features of the detailed retrospectwe analysis approach include: -

¢ asummary of what happened in the event
* identification of the important functlonal fatlures

-~ e. anevent timeline

 a summary of important human actions and thexr apparem causes a summary of: the important
contextual factors (i. e. , plant condmons and performance- shaping factors) before, during, and after -
the event : :
¢ aneventdiagnosis log showing plant conditions and operator responsés to them as a function of time

Potential users of the ATHEANA retrospective analysis should be cautioned that this approach has been
developed to take advantage of the amount of information typically provided in detailed accounts of
events.. Experience has shown that there are limited benefits in applying this approach to event reports
coritaining incomplete information. In these cases, the analysts must be willing to do the research
, " necessary to obtain the information needed. : :

2 «Qp. cit.,]1, NUREG-1624, Rev. 17.



Summary of Prospective ATHEANA Analysis

The prospective ATHEANA process is illustrated in Figure 3, which 1dent1ﬁes and suminarizes ten major
steps in the process (following preparatory tasks, such as assembling and training the analysis team.

NUREG-1624, Rev. 143 provides detailed guidance on how to perform Steps 1 through 10 and
illustrative examples of how to apply all ten of the process steps are given in Appendixes B through E, of
NUREG-1624, Rev. 144,

The ten steps in the prospective ATHEANA proces_s are: |

Step 1: Define and interpret the issue ,
The purpose of this first step is to def'me the objectwes of the analysis belng undertaken ie., why itis -
being performed. ATHEANA can support a wide range of HRA applications, from complete PRAs to
special studies focused on specific issues. In the nuclear power industry, because most plants have
already performed a PRA, the issues for which the PRA will be extended using ATHEANA will usuall
focus on the significance of human contributions to risk and safety that are particular areas of concernto-
the NRC or plant management. In such applications, the issue to be addressed usually defines a relatively
narrow scope of analysis. In this step, the issue i$ defined to provide the ba51s for bounding the scope of
the analysis (Step 2) and for other analysis steps.

AStep 2-:~. Define the scope of the analysis '

This step limits the scope of the ana1y51s by applymg the issue defined in Step 1 and if necessary for

practical reasons, further limits the scope by setting priorities on the characteristics of event sequenices.

Although ATHEANA can be used for both PRA and non-PRA applications, the process for setting

priorities is based upon plant-specific PRA models and general concepts of risk significance. The first

limitation is to select the initiating event classes and associated, relevant initiators to be analyzed. Later

- scope restrictions are then considered for each selected initiator, balancing analysis resources against
specific project needs. a :

Step 3: Describe the base'casescenaric
' In this step, the base case s'cenarto is defined and characteriied for a chosen initiator(s).
The base case scenario: |
¢ represents the most realistic descnptxon of expected plant and operator behavior for the selected
issue and initiator

e - provides a basis from whlch to identify and define dev1atxons from such expectatxons (which W111
‘be performed in Step 6) »

A

8 %Op. cit, 1, NUREG-1624, Rev. 1.
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1. Define.and
Interpret Issue !

FSAR, EOPs and other sources
* of operator expectations

g
|
|

" Blant

/J

/ procedures,

/- HM,

i !

/- training, ete;
- ,

Plant procedures,
HM, training, etc

1

i
i

E

Objectives and B 2 Define

I 2NN AN

[ 6. Search for
! Deviations from
; Base Cases

fve Y S
technical | sg © 1 Initigting events (IEs), / Co
_ e cope of Iq_. : /. /
concerns of the i ’ An:I sis < event sequences 7 PRA o/
analysis. o 2y ’ /- /
. I- ..... __.J. [ —ed
Relevant |[Es, sequences, and success criteria
‘ v
i }
‘3 Describe Base |
l Case Scenarios } :
; ‘
Nommal parameter plots expected
plant and operator behavior |
. h 4
. : |
j 4. Define HFEs
i andUAsof |
' Concern ~ !
Lists of key actions fhat
can cause undesired event
f —
EOPs and < Ee;?:r:lfg{
“operator "rules” .
> - : i Vulnerabilities .
. r— Operator e>i(pectations and

4 tendencies, potential traps, etc.

Initial scenario context

descriptions and possible UAs

"7 Identify and
i . Evaluate

’,[ Complicating
| Factors

«

) ltefate

Scenario descriptioﬁs and specific UAs

h 4

g
|

| 8.Evaluate
} Recovery
|
|

Potential -

7 . - ,
" Qualitative assessment of EFCs for UAs/HFEs

A 4

19. Resolve Issue ;

| (including

Quantification) -

1

10. Incorporation
‘into PRA

_ .Figure_ 3. ATHEANA ProspectiveSearch vP_roces's .

o

273



In the ideal situation, the base case scenario:

has a consensus operator model (COM)

is well defined operationally ‘

has well-defined physics

is well documented in public or proprletary references
e is realistic :

Operators and operator trainers provnde the information to descnbe the consensus operator model.
This model exists if a scenario is well defined and consistently understood among all operators

" ‘Procedures and operator training help to describe the scenario operationally. Documented reference
analyses [e.g., plant-specific_final safety analysis reports (FSARS) or other detailed engineering
analyses of the neutronics and thermal hydraulics of a scenario] can. assist in defining the scenario
operationally and the scenario physics. The most relevant reference analyses are those that closely
match the consensus operator model. The reference analyses may need to be modified to' match the

. consensus model or to be more reallst1c -

The consensus operator model and reference analyses together form the basis for defining the base case
-scenario. In the 1deal case, the descnptlon of the base case scenarlo should 1nclude

» alistof assumed causes of the initiating event
‘a brief, general description of the expected sequence of events, starting before reactor trip
(considering key functional parameters such as reactor power, electric power, RCS level and
pressure, and core heat removal) : ' :

e adescription of the assumed initial conditions of the plant

e adetailed description of the expected sequence and timing of plant behavior (as evxdenced by key

" functional parameters) and plant system and equipment response

o the expected trajectories of key parameters plotted over time, that are mdlcatxons of plant status
“for the operators

e any assumptions with respect to the expected plant behavior and system or equ1pment and
operator response (€.g., equipment assumed to be unavailable, single failures of systems assumed
to have occurred) .

U key operator actions expected during the scenario progressmn

The descrxptlon of the base case scenario is the ba515 for deﬁmng dev1atlon scenarios in Step 6
However, in practice, the available mforma‘uon for deﬁnmg a base case scenario is usually less than
ideal.

Step4:  Define HFE(s) and/or UAs

Possible human failure events and/or unsafe actions can be identified and defined in this step.
However, Step 1 may have already defined an HFE or UA as being- of interest. Alternatively, the
deviation analysis, recovery analysis, or quantlﬁcatxon performed in later steps may identify the need
to define an HFE or UA. Also, recovery analysis or quantification may require development and
* definition of operator actions at a different level (e.g., unsafe action versus HFE). Consequently, the
ATHEANA analy51s may require iteration back to this step To the extent p0531ble the information -
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that would be needed in any of these cases is provided in this step. -

HFE definitions are based upon the critical functions required to mitigate the accident scenario,
expected operator actions, operator actions that could degrade critical functions, and features of the
plant-specific PRA model. Unsafe actions are the specific operator actions inappropriately taken or
not taken when needed that result in a degraded plant state. Several tables and associated guidance
are provided to assist in the definition of HFEs and UAs.

| Step 5: Identify -potential vulnerabilities in the operators’ knowledge base

‘This is a preliminary step to the searches for the deviations from the base case scenario that are
identified in Steps 6-and 7. In particular, analysts are guided to find potential vulnerabilities in the
‘operators’ knowledge base for the initiating event or scenario(s) of interest that may result in the
HFEs or-UAs identified in Step 4. - For éxample, they identify the implications of operator
expectations and the associated potential pitfalls (i.e., traps) inherent in the mmatmg event or
scenario(s) that may represent vulnerabrhtres in operator response.

The information that is obtained in this step should be putona  mental or literal blackboard for use in
later steps, especially: Step 6. In-this way, analysts will be reminded of and guided to the more
fruitful areas for deviation searches, based upon the inherent vulnerabilities in the operators
_ know]edge base for the initiator or scenario of interest..

- Potential - Araps inherent in the ways operators may respond to the rmtlatmg event or base case’
scenario are identified through the following:

e investigation of potential vulnerabilities in operator expectations for the scenario
* understanding of a base case scenario timeline and any mherent drfﬁcultles associated with the
required response-
o identification of operator action tendencies and mformal rules
o evaluation of formal rules and emergency operating procedures expected tobe used in response
to the scenario ’

Step 6: * Search for deviations from the base case scenario’

The record has shown that no serious accidents have occurred for a base case (or expected) scenario.
On the contrary, past experience indicates that only significant deviations from the base case scenario
‘are troublesome for operators. Thus, in Step 6, the analysts are guided in the identification of
deviations from the base case scenario that are likely to result in risk-significant unsafe action(s). In-
serious accidents, these deviations are usually combinations of varrous types of unexpected plant
behavior or conditions.

The search schemes in this step guide the analysts in ﬁndmg physical or physics” deviations, which
are real deviations in plant behavior and conditions. Analysts may-identify performance-shaping
factors and explanations for human behavior (e.g., error mechanisms), along with these plant
conditions. : :
Four somewhat overlapping search schemes are used to identify characteristics that should be
contained in a deviation scenario. However, each search scheme has a slightly different perspective
regarding significant plant or human concérns. These four search schemes are:




() identify physical deviations from the base case scenario (e.g., how can the initiator be different?)
(2) evaluate rules with respect to possible deviations -

(3) use system dependency matrices to search for possrble additional causes of the initiator o the
scenario development

4). 1dent1fy what operator tendencies and error types match the HFEs and UAs of interest.
After each of the search schemes has been exercised, the analysts should review and summarize the

characteristics of a deviation scenario (or potentially important devratrons) that were identified in the
searches. In ATHEANA, the combination of plant conditions (including the deviations), along with

resident or triggéred human factors concerns, defines the error-forcing context for a hurhan failure .

event that is composed of one or more unsafe actions. With these combined results, the analysts then
" develop descriptions of deviation scenarios and associated HFEs or UAs. 'These deviations also‘
‘become the initial error-forcing context for the HFEs or UAs. Step.7, builds upon or refines this
initial EFC definition by identifying other possible complicating factors (including possible hardware
failures) and resident or triggered human factors concerns (€.g., mismatches between deviant plant
behavior or condmons and procedures or other job aids). . :

Step 7: Identify and. evaluate complrcatmg factors and links to PSFs
-‘This step expands and further reﬁnes the EFC definition begun in Step 6 by consrdermg

¢ performance-shaping factors

» additional physical conditions, such as: :
~° hardware failures, configuration problems, or unavallabrlmes
- indicator failures
- plant conditions that can confuse operators
- - factors not_normally considered in PRAs

Like Step 6, thrs step may need to be performed rteratrvely with quantification (Step 9). In partlcular
the judgments that analysts will need to make regarding how many complrcatmg factors to add tothe
EFC are best based upon the quantification considerations.

Step 8: Evaluate the potential for recovery

.In this step, the definitions of HFEs and the associated EFCs are completed by consrdermg the
opportunities for recovering from the initial error(s) (or more precisely not recovering ‘from initial
errors). Performance of this step, perhaps even more so than previous search steps, is linked to issues

- considered in quantification. Consequently, some iteration between this step and the quantification -
step is possible. Also, since the consideration of the opportunities for recovery willinvolve extending
the context defined in previous deviation search steps, recovery analysis also is iterative with Steps 6
and 7. The analysts are provided with guidance to identify the additional contextual factors (e.g., new
cues for action or new plant symptoms) that might aid operators in récovering from their initial
inappropriate actions. Ifan HFE can be ensured to be recovered, the analysis stops and proceeds to
-issue resolutlon If recovery cannot be ensured, then the analysrs proceeds according Step 9. -



Step9:"  Quantify the HFE probability

In this step, the probabilities of the human failure events (and associated unsafe actions) that have
been identified and defined in the previous steps are quantified. ATHEANA requires a somewhat
different approach for quantification from those used in earlier HRA methods. Where most existing
methods have assessed the chance of human error occurring under nominal accident conditions (or
under the plant conditions specified in the PRAs event trees and fault trees), quantification in
ATHEANA becomes principally a question of evaluating the probabilities of specific classes of error-
forcing contexts within the wide range of alternative conditions that could exist in the scenario, and

then evaluating the conditional likelihood of the unsafe action occurring, given the occurrence of the
EFC. The overall probability of the HFE also takes into account the potennal for recovery and its .
associated contextual factors and potermal mlsmatches

Human failure ev’ents are qu’antiﬁed by consxdermg thr‘ee sepafate _biit interconné’qied stages:

' (1) the probability of the EFCina partlcular accxdent scenario
(2) the condmona! hkehhood of the UAs that can cause the human failure event

(3) the conditional likelihood that the UA is not recov_ered prior to the catastrophic failure of conéem '
(typically the onset of core damage as modeled in the PRA) '

: _Step 10:. ?Incorporate‘th'e_ HFE into the PRA - -
After human failure events are identified, defined, and quantified, they must be incorporated into a

PRA. When using ATHEANA, this process is generally identical to that already performed in state-
of-the-art HRAs, Guidance for certain ATHEANA -specific incorporation issues is provided. -
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