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The central concept in the description of the Causes/Consequences chain is the Basic Event (See
Section 2), here simple Event. Figure 14 shows the information related to the basic events.

happened_at
reportedOccurrence Event >! InvolvedSystemI
Name : String system
Description : String T
type : ev_Type > Cause_contrib_descr
W: String CSync : String
Occured : Date e :
Reported : Date CLDQ.IC E _5’"'"_9
D e CTiming : String
main_sevent evid
evid evid evid
R_during_CE
Dependency_assessment
ependency
EventDetection| |FailedSafetyFunc| | CauseClass| Problem
Description : String Comment : String
safFunct cause
detected :
temporalBehavior
Detection_assessment || FailedSF_ it || LLD._. nent
event_id A
event_id Behaviour_assessment
COMPSISEvent_draft | . event_id
event_id
event_id
event_id

Figure 14: Information about events identified in the cause/consequence analysis

In particular an Event can be associate to a System, general information can be supplied to a system

(left-bottom of Figure 15), and in particular specific information about the status of the system as involved
in the specific Event.

event_id
COMPSISEvent_draft
event_id
T SysStatus
= afterNotes : String
event_id during_CE after : SystemStatus_assessment
before : i

Event evid

involved_in_COMPSIS_event

R_subsystem

N A

LCsupoprt_assessment LCstage_assessment

Layer_assessment

" | SysSafetyFunc

safFunct

FunctClass_assessment

SafetyFunctClass_asssessment
Element_assessment

Figure 15: Information related to involved systems
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The following figure collects all the assessments currently defined in the CG and implemented in the
DataBank.
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Dependency_i MENt g value

Dependency_code
Figure 16: Feature assessments currently defined

The arrows with triangular head mean inheritance, for example “LLD_assessment” has attributes other,
CL, and notes, inherited from the parent class CG_assessment. The same hold for * code classes. Those
classes have the names of the tables in the database. The content of the Tables is defined by the Coding
Guidelines, and can be changed only by the Operating Agent.
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A-6. LIFE CYCLE

GUI Navigation |

The life cycle stages and Lifecycle supporting activities are parameters of the basic data structure
“Entity”, and are accessible on the Edit Basic Event page which applies to the COMPSIS Event
(reported event) and all Causes and Consequences.

For the COMPSIS Event (reported event), the navigation path is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Details button

For a Cause or Consequence, the navigation path is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit [Cause/Consequence] Analysis button
Cause/Consequence Analysis: click hyperlink to a Cause/Consequence

6.1 Life cycle stages

Since different life cycles are applied to develop computer-based systems important to safety, a very
general approach should be used. It includes only the phase independent from a specific lifecycle
model but necessary in each life cycle. The life cycle phase(s) shall be recorded in which the fault(s)
is (are) introduced into the computer-based system. The field values in Table 17 can be applied.

Table 17: Field values for the life cycle stages

Value no. | Field values for the field life cycle stages
6.1.1 Requirement specification phase
6.1.2 Design and implementation phase
6.1.3 Selection of pre-developed component (off-the-shelf components)
6.1.4 Manufacturing phase
6.1.5 Installation and commissioning phase (including system integration)
6.1.6 Operation phase
6.1.7 Maintenance (without modifications)
6.1.8 Modification
6.1.8.1 Change requirements specification (including analysis of the impact of the modification)
6.1.8.2 Implementation phase of modification
6.1.8.3 Installation and commissioning of modification
6.2 Life cycle supporting activities

There are also supporting activities that should be recorded if they contribute to the fault introduced to
the computer system. The field values in Table 18 can be applied. As an option, a new code can be
defined by free text.

Table 18: Field values for life cycle supporting activities

Value no. Field values for the field life cycle supporting activities
6.2.1 Documentation

6.2.2 Project planning

6.2.3 Change and configuration management

6.2.4 Integration of human factors

66




NEA/CSNI/R(2008)13

A-7. CLASSIFICATION OF THE COMPUTER-BASED SYSTEMS AND FUNCTIONS

GUI Navigation |

The classification of the computer-based systems and functions are parameters of the system entity,
and are accessible on the Edit System page.

The navigation path is:

Event Submission: select event and click the Edit Event button
Edit Event: click Edit Systems button
Edit Systems: click hyperlink to a system

Any system associated to a basic event (COMPSIS event, cause or consequence) is also available
through the Edit Basic Event page.

The safety relevance of the failed system shall be recorded as far as applicable in classes of the IAEA
Safety Guide NS-G-1.3, in the categories of IEC 61226 or in the categories of IEEE 603. One of the three
(IAEA, IEC, or IEEE) safety relevance classes is mandatory. National classifications may be recorded in
addition in a free text format.

7.1 Classification of the systems according to the safety relevance (IAEA NS-G-1.3)

The field values in Table 19 can be applied:

Table 19: Field values for the safety classification according IAEA NS-G-1.3

Value no. Field values for the safety classification according to IAEA NS-G-1.3
7.1.1 Items not important to safety
7.1.2 Items important to safety
7.1.2.1 Safety related items or systems
7.1.2.2 Safety systems
7.1.2.2.1 Protection systems
7.1.2.2.2 Safety actuation system
7.1.2.2.3 Safety system support features
7.2 Classification of the functions according to the safety relevance (IEC 61226)

The field values in Table 20 can be applied:

Table 20: Field values for the classification according to IEC 61226

Value no. Field values for the safety classification according to IEC 61226
7.2.1 Not categorised 1&C functions

7.2.2 1&C functions of category C

7.2.3 1&C functions of category B

7.2.4 1&C functions of category A
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7.3 Classification of the functions according to the safety relevance IEEE 603)

The field values in Table 21 can be applied:

Table 21: Field values for the classification according to IEEE 603

Value no. Field values for the safety classification according to IEEE 603
7.3.1 Items not Important to Safety
7.3.2 Items Important to Safety
7.3.3 Safety-Related Systems
7.33.1 Protection Systems
7.3.3.2 Safety Actuation System
7333 Safety System Support Features
7.4 Classification of the computer-based systems according to their functions

This is a mandatory field for each system identified. The field values in Table 22 can be applied:

Table 22: Field values for the classification of the computer-based systems according to their functions

Value no. Field values for the classification of computer-based systems according to
their functions

7.4.1 Protection systems

74.1.1 Reactor trip system

74.1.2 Engineered safety features actuation system

7.4.2 Interlock systems

7.4.3 Computerised operation support systems (COSS)

7.4.3.1 Monitoring

7.43.2 Alarm

7.43.3 Diagnosis

7.43.4 Optimisation

7.4.3.5 Control

7.4.4 Information systems

7.4.5 Limitation systems

7.4.6 Risk reduction systems

7.4.7 Human-machine interface systems

7.4.7.1 Main control room

7.4.7.2 Supplementary control room

7.4.7.3 Emergency response facilities

7.4.7.4 Control facilities

7.4.7.5 Displays

7.4.7.6 Monitoring accident conditions

7.4.7.7 Systems for alarm annunciation

7.4.7.8 Recording system for historical data
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A-8. DETAILED SAFETY FUNCTIONS OF COMPUTER-BASED SYSTEMS

GUI Navigation |
The detailed safety functions of computer-based systems are parameters of the system entity, and are
accessible on the Edit System page. Each system may implement several safety functions.

The navigation path for specifying the safety functions of a system is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Systems button
Edit Systems: click hyperlink to a system

Any system associated to a basic event (COMPSIS event, cause, or consequence) is also available
through the Edit Basic Event page.

Note also that on the System page the safety functions of a given system are specified. In addition,
the failed safety function of a system is set on the Edit Basic Event page for the relevant
Event/Cause/Consequence.

The navigation path for specifying the failed safety functions of a COMPSIS Event is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Details button

The navigation path for specifying the failed safety functions of a Cause/Consequence is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit [Cause/Consequence] Analysis button
Cause/Consequence Analysis: click hyperlink to a Cause/Consequence

If possible, more detailed safety functions in addition to those in Chapter 7 may be addressed. The field
values in Table 23 can be applied. As an option, a new code can be defined by free text.

Table 23: Field values for detailed safety functions of computer-based systems

Value no. Field values for detailed safety functions of computer-based systems

8.1 Safety functions directly related to plant functions

8.1.1 Control of reactivity

8.1.1.1 Provide for normal reactivity control within safe limits

8.1.1.2 Prevent unacceptable reactivity transients

8.1.1.3 Shut down the reactor as necessary to prevent anticipated operational occurrences
from leading to design-basis accident conditions

8.1.1.4 Shut down the reactor to mitigate the consequences of accident conditions

8.1.1.5 Maintain the reactor in a safe shutdown condition after all shutdown actions

8.1.2 Heat removal/mass-balance

8.1.2.1 Remove heat from the core during power operations

8.1.2.2 Remove residual heat in appropriate operational states and design-basis accident
conditions with the reactor coolant boundary intact
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Value no. Field values for detailed safety functions of computer-based systems

8.1.2.3 Maintain sufficient coolant inventory for core cooling in normal operational states
and following any postulated initiating events (to achieve mass-balance)

8.1.24 Remove heat from the core after a failure of the reactor coolant pressure boundary
in order to limit fuel damage

8.1.2.5 Transfer heat to the ultimate heat sink from intermediate heat sinks used in
removing heat from the core

8.1.3 Confinement/physical barrier integrity

8.1.3.1 Maintain the integrity of the cladding for the fuel in the reactor core

8.1.3.2 Maintain the integrity of the reactor coolant pressure boundary

8.1.3.3 Limit the release of radioactive materials and minimize the exposure of the public
and personnel to radiation

8.2 Other safety functions

8.2.1 Primary functions

8.2.1.1 Protection functions

8.2.1.2 Control functions

8.2.13 Monitoring and display functions

8.2.14 Testing functions

8.2.2 Service functions

8.2.2.1 Supply of electric functions

8.2.2.2 Supply of pneumatic or hydraulic functions

8.2.2.3 Supply of data communication functions

8.2.2.4 Supply of monitoring and testing functions
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A-9. STRUCTURE OF THE COMPUTER-BASED SYSTEMS

GUI Navigation |
The structure of the computer-based systems are parameters of the System entity, and are accessible
on the Edit System page.

The navigation path is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Systems button
Edit Systems: click hyperlink to a system

Any system associated to a basic event (COMPSIS event, cause or consequence) is also available
through the Edit Basic Event page.

9.1 Layers of the computer-based system

The failed layer of the complex systems shall be recorded (see Figure 1). This is a mandatory field for each
system identified. The field values in Table 24 can be applied. As an option, a new code can be defined by free
text.

Table 24: Field values for the layers of the computer-based system

Value no. Field values for the layers of the computer-based system
9.1.1 Application layer
9.1.2 Communication layer
9.1.3 Process layer
9.2 Elements of the computer-based system

The failed element of the computer-based systems shall be recorded (see Figure 1). This is a mandatory
field for each system identified. The field values in Table 25 can be applied. As an option, a new code can
be defined by free text.

Table 25: Field values for the elements of the computer-based system

Value no. | Field values for the elements of the computer-based system

9.2.1 Computer hardware
9.2.1.1 Electronic parts

9.2.1.2 Electromechanical parts
9.2.2 Computer software

9.2.2.1 Offline software

9.2.2.1.1 System software (development tools, utility programs, etc.)

9.2.2.1.2 | Application software

9.22.2 Online software

9.2.2.2.1 System software (operating system, communication software, etc.)

9.2.2.2.2 | Application software (real-time software, embedded software, information software, etc.)

9.2.3 Firmware (programs stored on non-volatile storage, such as ROM or PROM)
9.2.4 Data
9.2.5 Documentation
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A-10. STATUS

GUI Navigation |

The status parameters include both the status (before and after an event) of the plant (facility) and the
status (before and after) of one or more computer-based systems associated with a COMPSIS
event/cause/consequence.

The navigation path to the Plant Status is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Facility Information button

The navigation path to the computer-based status of a COMPSIS Event is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Details button

The navigation path to the computer-based status of a Cause/Consequence is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit [Cause/Consequence] Analysis button
Cause/Consequence Analysis: click hyperlink to a Cause/Consequence

10.1 Plant status
The field values in Table 26 can be applied. As an option, a new code can be defined by free text.

Table 26: Field values for the plant status

Value no. Field values for the plant status

10.1.1 On power

10.1.1.1 Full allowable power

10.1.1.2 Reduced power (including zero power)

10.1.1.3 Raising power or starting up

10.1.1.4 Reducing power

10.1.1.5 Refueling on power

10.1.2 Hot shutdown (reactor subcritical)

10.1.2.1 Hot standby (coolant at normal operating temperature)
10.1.2.2 Hot shutdown (coolant below normal operating temperature)
10.1.3 Cold shutdown (reactor subcritical and coolant temperature < 93°C)
10.1.3.1 Cold shutdown with closed reactor vessel

10.1.3.2 Refueling or open vessel (for maintenance)

10.1.3.2.1 Refueling or open vessel — all or some fuel inside the core
10.1.3.2.2 Refueling or open vessel — all fuel out of the core

10.1.3.3 Mid-loop operation (PWR)

10.1.4 Construction

10.1.4.1 Preoperational

10.1.4.2 Startup test

10.1.4.3 Commissioning

10.1.5 Testing or maintenance being performed

10.1.6 Decommissioning
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10.2 Computer-based system status

The field values in Table 27 can be applied. As an option a new code can be defined by free text.

Table 27: Field values for the computer-based system status

Value no. Field values for the computer-based system status

10.2.1 Operation

10.2.2 Standby

10.2.3 Maintenance/modification

10.2.4 Periodic test

10.2.5 Commissioning (e.g. after upgrade of the computerized system)

73



NEA/CSNI/R(2008)13

A-11. EFFECTS ON PLANT OPERATION

GUI Navigation |

The effects on Plant Operation parameter applies to the COMPSIS event.

The navigation path to the Effect of Plant Operation for a COMPSIS Event is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Severity and Effects button

The navigation path to the Effect of Plant Operation for a Cause/Consequence is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit [Cause/Consequence] Analysis button
Cause/Consequence Analysis: click hyperlink to a Cause/Consequence
Edit Basic data structure: click Edit Severity and Effects button

For effects on plant operation the field values in Table 28 can be applied:

Table 28: Field values for the effects on plant operation

Value no. Field values for the effects on plant operation

11.1 Unidentified or no significant effect on operation or not relevant

11.2 Reactor scram

11.2.1 Automatic reactor scram

11.2.2 Manual reactor scram

11.3 Controlled shutdown

11.4 Load reduction

11.4.1 Automatic load reduction

11.4.2 Manual load reduction

11.5 Activation of engineered safety features

11.6 Challenge to safety or relief valve

11.6.1 Challenge to safety or relief valve in the primary circuit

11.6.2 Challenge to safety or relief valve in the steam or condensate cycle

11.7 Unanticipated or significant release of radioactive materials

11.7.1 Unanticipated or significant release of radioactive materials outside the plant
11.7.2 Unanticipated or significant release of radioactive materials inside the plant
11.8 Unplanned or significant radiation exposure of personnel or public

11.9 Personnel or public injuries

11.10 Outage extension

11.11 Exceeding technical specification limits
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A-12. DEFICIENCY CHARACTERISTICS

GUI Navigation |
The high-level deficiency characteristics apply only to the COMPSIS Event.

The navigation path to the HLFC for a COMPSIS Event is:
Event Submission: select event and click the Edit Event button

The low-level deficiency characteristics are parameters of the basic data structure entity, and are
accessible on the Edit Basic Event page which applies to the COMPSIS event (reported event) and all
causes and consequences.

The navigation path to the LLFC for a COMPSIS Event is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Details button

The navigation path to the LLDC for a Cause/Consequence is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit [Cause/Consequence] Analysis button
Cause/Consequence Analysis: click hyperlink to a Cause/Consequence

12.1 High-level deficiency characteristics
For each COMPSIS event, the high-level deficiency characteristics should be recorded. Each high-
level deficiency characteristic should be recorded if the high-level deficiency is either an actual high-

level deficiency or a potential high-level deficiency. The value actual is applied as the default value.

For both the actual and the potential high-level deficiencies the field values in Table 29 can be applied.
As an option, a new code can be defined by free text.

Table 29: Field values for the high-level deficiency characteristics

Value no. Field values for the high-level deficiency characteristics
12.1.1 Degraded fuel

12.1.2 Degraded reactor coolant boundary

12.1.3 Degraded reactor containment

12.1.4 Loss-of-safety function

12.1.5 Significant degradation of safety function

12.1.6 Failure or significant degradation of the reactivity control
12.1.7 Failure or significant degradation of plant control

12.1.8 Failure or significant degradation of heat removal capability
12.1.9 Loss of offsite power

12.1.10 Loss of onsite power

12.1.11 Transient

12.1.11.1 Power transient

12.1.11.2 Temperature transient

12.1.11.3 Pressure transient

12.1.11.4 Flow transient

12.1.11.5 Other transient

12.1.12 Physical hazards (internal or external to the plant)
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Value no. Field values for the high-level deficiency characteristics

12.1.13 Discovery of major condition not previously considered or analysed
12.1.14 Fuel-handling incident

12.1.15 Radiation waste incident

12.1.16 Security, safeguards, sabotage or tampering incident
12.2 Low-level deficiency characteristics

For each COMPSIS event, the low-level deficiency characteristics could be recorded. Each low-level
deficiency characteristic should be recorded if the high-level deficiency is either an actual high-level
deficiency or a potential high-level deficiency. The value actual is applied as default value.

For both the actual and the potential high-level deficiencies the field values in Table 30 can be applied.
As an option, a new code can be defined by free text. The failure should be described in terms of

equipment behaviour (Section 12.2.6) and dependency (Section 12.2.7).

Table 30: Field values for the low-level deficiency characteristics

Value no. Field values for the low-level deficiency characteristics

12.2.1 Hardware failure type

12.2.1.1 Systematic failure

12.2.1.2 Nonsystematic failure

12.2.2 Software failure/fault type

12.2.2.1 Primary fault

12.2.2.1.1 Documentation (comments, messages)

12.2.2.1.2 Syntax (spelling, punctuation, typos, instruction formats)

12.2.2.1.3 Build, Package (change management, library, version control)
12.2.2.1.4 Assignment (declaration, duplicate names, scope, limits)

12.2.2.1.5 Interface (procedure calls and references, I/O, user formats)
12.2.2.1.6 Checking (error messages, inadequate checks)

12.2.2.1.7 Data (structure, content)

12.2.2.1.8 Function (logic, pointers, loops, recursion, computation, function defects)
12.2.2.1.9 System (configuration, timing, memory)

12.2.2.1.10 Environment (design, compile, test, other support system problems)
12.2.3 Secondary fault

12.2.4 Command fault

12.2.5 Middleware failure/fault type

The field values for equipment behaviour are given in Table 31. As an option, a new code can be
defined by free text.

Table 31: Field values for equipment behaviour

Value no. Field values for equipment behaviour
12.2.6.1 Transient failure/fault

12.2.6.2 Intermittent failure/fault

12.2.6.3 Permanent failure/fault
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The field values for dependency are given in Table 32. As an option, a new code can be defined by

free text.
Table 32: Field values for dependency

Value no. Field values for dependency

12.2.7.1 Single fault/error/failure

12.2.7.2 Multiple fault/error/failure

12.2.7.2.1 Independent

12.2.7.2.2 Dependent

12.2.7.3 Common-cause failure

12.2.7.4 Systematic

For common-cause failures, the definition NUREG/CR-6268, “Common-Cause Failure Data
Collection and Analysis System,” Revision 1, issued September 2007 can be used (“A dependent
failure in which two or more component fault states exist simultaneously, or within a short time
interval, and are a direct result of a shared cause”).

Items can be faults/errors/failures in systems (digital and/or analogue) that interact in a significant or
unforeseen manner. They can for example, be classified according to “source” and “target” systems or
other characteristics as in the following

o digital to digital

e digital to analogue

e analogue to digital

e analogue to analogue

These additional comments on the failure can be recorded through free text.
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A-13. SEVERITY LEVEL

GUI Navigation |

The severity level parameters apply to the COMPSIS event (same as for effects on plant operations).

The navigation path to the Severity Level for a COMPSIS Event is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Severity and Effects button

The navigation path to the Severity Level for a Cause/Consequence is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit [Cause/Consequence] Analysis button
Cause/Consequence Analysis: click hyperlink to a Cause/Consequence
Edit Basic data structure: click Edit Severity and Effects button

The severity level has three attributes: impact on people, impact on facility, and impact on environment.

For impact on people the field values in Table 33 can be applied. As an option, a new code can be
defined by free text.

Table 33: Field values for impact on people

Value no. Field values for impact on people

13.1.1 Catastrophic — Death

13.1.2 Critical — Severe injury/illness, requires medical care (lengthy convalescence and/or
permanent impairment)

13.1.3 Marginal — Minor injury/illness, requires medical care but no permanent impairment

13.1.4 Negligible — Superficial injury/illness, little or no first aid treatment

13.1.5 None

For impact on facility the field values in Table 34 can be applied. As an option, a new code can be
defined by free text.

Table 34: Field values for impact on facility

Value no. Field values for impact on facility

13.2.1 Catastrophic - System loss, cannot be repaired, requires salvage or replacement
13.2.2 Critical - Major system damage, loss of mission

13.2.3 Marginal — Loss of non-primary mission

13.2.4 Negligible - Less than minor system damage, disabled less than one day

13.2.5 None
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For impact on environment the field values in Table 35 can be applied. As an option, a new code can
be defined by free text.

Table 35: Field values for impact on environment

Value no. Field values for impact on environment

13.3.1 Catastrophic - Severe environmental damage
13.3.2 Critical - Major environmental damage

13.3.3 Marginal - Minor environmental damage

13.3.4 Negligible - Less than minor environmental damage
13.3.5 None
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A-14. CORRECTIVE ACTIONS

GUI Navigation |

The corrective actions parameter applies to each cause.

The navigation path is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Corrective Actions button

If a corrective action has been performed, the type of action should be recorded. The field values in
Table 36 can be applied. As an option, a new code can be defined by free text.

Table 36: Field values for corrective actions

Value no. Field values for corrective actions
14.1 No correction

14.2 Correction by human action

14.2.1 Shutdown

14.2.2 Repair

14.2.3 Replacement

14.2.4 Reset

14.3 Correction by automatic plant action or by design
14.3.1 Shutdown

14.3.2 Reset

14.4 Long-term corrective action

14.5 Short-term corrective action
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A-15. RECOVERY ACTIONS

GUI Navigation |
The recovery actions parameter applies to each consequence.

The navigation path is:
Event Submission: select event and click the Edit Event button
Edit Event: click Edit Recovery Actions button

If a recovery action has been reported, the type of action should be recorded. The field values in Table
37 can be applied. As an option, a new code can be defined by free text.

Table 37: Field values for recovery actions

Value no. Field values for recovery actions
15.1 No recovery

15.2 Recovery by human action

15.2.1 Shutdown

15.2.2 Repair

15.2.3 Replacement

15.2.4 Reset

15.3 Recovery by automatic plant action or by design
15.3.1 Shutdown

15.3.2 Reset

15.4 Long-term recovery action

15.5 Short-term recovery action
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A-16. DETECTION

If detection has been reported, the type of detection should be recorded. The field values in Table 38
can be applied. As an option, a new code can be defined by free text.

Table 38: Field values for detection

Code no. Field values for detection
DE Demand event

MA Maintenance/test

MC Monitoring in control room
MW Monitoring on walkdown
TA Test during annual overhaul
TI Test during operation

TL Test in laboratory

TU Unscheduled test
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A-17. CLASSIFICATION OF MANIFEST EVENTS

These are events that already have resulted in system operation deficiencies. They can be classified
with regard to the particular stage of the development process, particular functional or operational
requirement(s) at a certain stage, particular structure (subsystem or component) at a certain stage, and
finally, particular system activity/analysis.
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A-18. CLASSIFICATION OF LATENT EVENTS

These are events that have resulted in system condition deficiencies, but not yet in system operation
deficiencies. They can be classified with regard to the particular stage of the development process,
particular functional or operational requirement(s) at a certain stage, particular structure (subsystem or
component) at a certain stage, and finally, particular system activity/analysis.
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A-19. OTHER CODES

19.1 Country codes

Each country has a two-letters code®. Codes used in COMPSIS are defined in ISO 3166 (see, for example
http://www.unemed.net/edocs/countryv2.jsp). A starting list is the field values in Table 39 (other countries
will be added as they join COMPSIS):

Table 39: Field values for country codes

Code no. Field values for country codes
CH Switzerland

DE Germany

FI Finland

HU Hungary

JP Japan

KR Republic of Korea

SE Sweden

SK Slovakia

W Chinese Taipeh

US United States of America

19.2 Facility types
The facility type has the values in Table 40

Table 40: Field values for facility types

Code no. Field values for country codes

BWR Boiling-Water Reactor

FBR Fast Breeder Reactor

FCF Fuel Cycle Facility

GCR Gas-Cooled Reactor

GCR _GR Gas-Cooled Reactor (graphite)

GCR_AGR Gas-Cooled Reactor (heavy-water moderated)

GCR HTGR Gas-Cooled Reactor (heavy-water moderated)
GCR HWGCR | Gas-Cooled Reactor (heavy-water moderated)

GEN Generic Report (reactor type is irrelevant)

HWLWR Heavy-Water Moderated, Boiling Light-Water-Cooled Reactor
LWGR Light-Water-Cooled, Graphite-Moderated Reactor (e.g. RBMK)
PBMR Pebble Bed Modular Reactor

* Information needed in the NPP table can be made available by obtaining them from other databases (e.g., the one established by
TIAEA). Thus, the data can be entered automatically once the plant code is entered by the user.
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PHWR Heavy-Water-Moderated, Pressure Tube Reactor
PWR Pressurised-Water Reactor (no further specifics)
PWR WWER Pressurised-Water Reactor

RES Research Reactor

SGHWR Steam Generating Heavy-Water Reactor

19.3 NPP operation states

An NPP can have one of the operation states given in Table 41.

Table 41: Field values for NPP operation states

Code no. Field values for NPP operation states
InOp Under Construction

UndCon In Operation

ShDown Shut Down

UndDec Under Decommissioning

'Dec Decommissioned
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A - APPENDIX A. EXAMPLE OF AN EVENT REPORT

Faulted Secondary Side Power Reduction with Blocked Control Rod Insertion

This report describes the event “DE/ANONYM/Dummi”. Information here reported is structured
according to the COMPSIS guidelines.

COMPSIS Event Identifier: “DE/ANONYM/Example”

National Identifier: “Example”

Version: 1

Data provider: Hartmuth Heinsohn

Stage: public
1. General Information
Description

Unit 1 of the NPP plant was operating at 93 % nominal load (stretch-out operation, 770 Mwe,
299 A°C) prior to the event. With the intent of repairing a faulty ionisation chamber of the neutron
flux instrumentation the corresponding movable out-of-pile detector assembly of the external core
instrumentation was to be pulled out. Therefore, simulations were carried out in the digital control
system of the limitation system.

This caused a malfunction in the limitation system for reactor operation which occurred at about
09:30 hours and led, i.e., to a fast drop in generator output and at the same time to a blocking of both
the control rod insertion and the driving of the control rods. Thereby, the control rods had also become
inoperable as actuators for the safety-related protective limitation system.

Detection
Additional Information

In the course of project design and planning of the isolation simulation, quality assurance measures
which should have ensured undisturbed operation at safety level 1 were limited in their effectiveness.

The present case was an event at safety level 2 with a challenge of the corresponding limitation
systems with digital instrumentation and control. These systems were partly ineffective. Among other
things, there was a failure of 14 minute duration of safety-related protection limitations for preventing
excessive core power densities and excessive fuel clad loading.

With respect to accident control, safety level 3 with the reactor protection system remained
unrestrictedly available. During the event the plant performed as designed. In the course of the event,
due to the favorable initial condition (stretch-out-operation with 93 % reactor nominal power) none of
the limit values of the reactor protection system were reached. In case of operation at nominal power
an automatic scram would probably have been initiated by the reactor protection system.
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High Level Deficiency Characteristics

2.1.5 Significant degradation of safety function ( Actual )
12.1.7 Failure or significant degradation of plant control ( Actual )

12.1.11.1 Power transient ( Actual )

2. Plant Information

FACILITY: Anonymous plant
The facility was in operation at the time of the event.

Plant Status:

Before Incident

10.1.1.1 Full allowable power

After Incident

10.1.1.2 Reduced power (including zero power)

Facility Additional Features:
The Anonymous plant is a PWR
3. Severity and Effects

Effects on Operation

11.4 Load reduction

Severity Levels

People

13.1.5 None

Facilities

13.2.2 Critical: major system damage, loss of mission

Environment

13.3.5 None
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4. Details on the reported event
Symptoms:
In the NPP unit the circuit logic swould inevitably lead to the malfunctions in the limitation system

that had caused the event because of the three faulty simulated signals from the movable ex-core
detector assembly.

Dates:
Occurred.: 2000/05/10
Discovered: 2000/05/10
Reported: 2000/05/10

Low Level Deficiency Characteristics

12.2.2.1.6 Checking (error messages, inadequate checks) known fact
12.2.4 Command fault known fact
Failure Description
Temporal Behaviour:
12.2.6.3 Permanent failure/fault known fact
Dependency:
12.2.7.3 Common cause failure known fact
5. Systems involved in the event

In this section the systems involved in the COMPSIS Event are briefly described.
List of involved systems:
e limitation system
System: limitation system
The limitation system covers the following functions:

e Operational limitations: The operational limitation function limits process variables to
given values with the goal to increase plant availability.

e Protective limitations: The protective limitation function triggers protection actions with
the coal to limit safety variables to such values that the plant can continue its normal

operation process.

e Conditional limitations: The conditional limitation function limits process variables to such
values that the analysed start-up conditions of the DBE are not overstepped.
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Classification

Safety Relevance (IAEA):

7.1.2.1 Safety related items or systems known fact
Safety Relevance (IEC):
7.2.3 1&C functions of category B known fact

Other Safety classification:

Function:

7.4.5 Limitation systems known fact

Structure of the Computerised System

Layer:

9.1.1 Application layer known fact
Element:

9.2.2.1.2 Application software known fact

Detailed Safety Functions

8.1.1.1 Provide for normal reactivity control within safe limits known fact
8.1.1.2 Prevent unacceptable reactivity transients known fact
6. Cause Analysis
Description:

The corresponding 'reactor power limitation' has been upgraded in 1998 from hard wire to
software-based digital control circuitry.

The design of the 1&C functions of the new control system had not taken into account that all four
ionisation chambers of an individual movable out-of-pile detector assembly of the power range
neutron flux ex-core instrumentation (configuration is shown in attached figure) would mutually be
pulled out for maintenance.

In the unit of the circuit logic realised would inevitably lead to the malfunctions in the limitation

system that had caused the event because of the three faulty simulated signals from the movable
ex-core detector assembly.
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The preceding tests and commissioning tests of the digital instrumentation and controls had left the
erroneus logic undetected. Obviously only the simulation for individual ionisation chamber had been
checked.

A simulation procedure for exchanging the entire movable ex-core detector assembly - including all
four ionisation chambers - has not been projected and, hence, not been tested.

In the unit and in other nuclear power plants the withdrawal of the movable ex-core detector assembly
is permitted during power operation. In the case of the NPP, however, it is important to note that only
two power-distribution detectors are available (in-core lances housed within assemblies) and that,
since the changeover to software based digital system, the neutron flux ex-core instrumentation is
additionally used to determine the power density distribution.

List of Causes and their relationships

Causal relationship

to Cause Consequences of
- System design fault --- barriers ---> reported event
- System requirement fault --- barriers ---> reported event
reported event --- barriers ---> Faulty state propagation

Details about each cause follow.

Details about the reported event are already in section 4.
Root Cause: System design fault

Description:

In order to exclude disturbances coming from undefined signals when extracting a movable ex-core
detector assembly during power operation, at the NPP the signals in the four signal processing layers
(redundancy sections) of the assembly are rendered ineffective by simulation of the digital
instrumentation and controls.

This is brought about by the input of signal specific instruction-sets at the central command terminal.
The instruction sets change the status of the respective signal to "faulty" leaving the actual value of the
signal intact.

The intent of changing the signal status to "faulty" is that this signal would no longer be considered by
the digital instrumentation and controls in the signal formation for the power density distribution.
During the event in question the signals characterised as "faulty" were propagated via this "second"
logic to the actuation level of the limitation system and, i.e., gave rise to the reduced set-point signal
value for generator power and to the blocking of the control rods. The propagation of "faulty" signals
was not adequately taken into account during the planning of the maintenance measures for the
movable ex-core detector assembly.

Dates:

Occurred: 2000/05/10
Discovered: 2000/05/10

Low Level Deficiency Characteristics

No low level deficiency characteristics set for this basic event.
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Failure Description

Temporal Behaviour:
12.2.6.3 Permanent failure/fault

Dependency

12.2.7.3 Common cause failure

Involved System: limitation system
System Status

Before accident:
10.2.1 Operation
After accident:
10.2.1 Operation
Details about Failed Safety Functions
8.1.1.2 Prevent unacceptable reactivity transients
Life Cycle
Life Cycle Stage:
6.1.2 Design and implementation phase
Life Cycle Supporting Activity:
6.2.3 Change and configuration management

Root Cause: System requirement fault

Description:

NEA/CSNI/R(2008)13

known fact

known fact

known fact

known fact

known fact

known fact

known fact

Failure in the system requirement specification. A simulation procedure for exchanging the entire
movable ex-core detector assembly - including all four ionization chambers - had not been projected

and, hence not been tested.
Dates:

Occurred: 2000/05/10
Discovered: 2000/05/10

Low Level Deficiency Characteristics

12.2.2.1 Primary fault
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Failure Description

Temporal Behaviour:

12.2.6.3 Permanent failure/fault known fact
Dependency:

12.2.7.3 Common cause failure known fact

Involved System: limitation system

System Status

Before accident:

10.2.1 Operation known fact
After accident:
10.2.1 Operation known fact

Details about Failed Safety Functions

8.1.1.1 Provide for normal reactivity control within safe limits known fact
8.1.1.2 Prevent unacceptable reactivity transients known fact
Life Cycle
Life Cycle Stage:
6.1.1 Requirement specification phase known fact

Life Cycle Supporting Activity:
6.2.3 Change and configuration management known fact

7. Consequence Analysis

Description:

A malfunction in the limitation system for reactor operation has happened and led, i.e., to a fast drop
in generator output and at the same time to a blocking of both the control rod insertion and the driving
of the control rods. Thereby, the control rods had also become inoperable as actuators for the safety-
related protective limitation system.

List of Consequences and their relationships

Causal relationship to Consequence Consequences of it

The following cause(s):

Reported event,

contribute(s) to the cause in the following way
Logic:

Syncronization:

Timing:

Faulty state propagation

Details about each cause follow
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Observed Consequence: Faulty state propagation

Description:

During the event in question the signals characterized as “faulty” were propagated via a “second”
logic to the actuation level of the limitation system and, i.e., gave rise to the reduced set point signal

value for generator power and to the blocking of the control rods.

The propagation of “faulty” signals was not adequately taken into account during the planning of the
maintenance measures for the movable ex-core detector assembly.

Dates:

Occurred.: 2000/05/10
Discovered.: 2000/05/10

Low Level Deficiency Characteristics
No low level deficiency characteristics set for this basic event.

Failure Description

Temporal Behaviour:

12.2.6.3 Permanent failure/fault known fact
Dependency:

12.2.7.3 Common cause failure known fact

Involved System: limitation system
System Status

Before accident:

After accident:

Details about Failed Safety Functions

Life Cycle

Life Cycle Stage:

Life Cycle Supporting Activity:
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8. Corrective Actions
Description:

Following the event, the plant operator has modified the engineering instruction for instrumentation
and control simulation, and has added additional modules to block signals of "faulty" status into the
digital instrumentation and controls. These modules have the effect of limiting the propagation of
signals with the "fault" status. This prevents an erroneous drop in the set point for generator power and
blocking of control rods during simulation for withdrawing a movable ex-core detector assembly.
Furthermore, it is planned that blocking of signals with "faulty" status will be characteristically
marked in the functional logic diagrams. The introductory part to the documentation of the functional
modules will contain a special note on the propagation and limitation of "fault" signals. The hysteresis
for setting and erasing the limit value "corrected reactor power minus generator power >25 %" will be
reduced with the aim of avoiding a control rod insertion in the future, as it occurred upon power
increase following cancellation of the simulations.

9. Recovery actions
Description:

10. Lessons learned
1 Operation modes

The requirement specification must consider all operation modes including repair and simulation.
2. Life cycle

Maintenance activities including signal simulations have be considered throughout the whole life cycle
model of software based I&C. That means that all allowed maintenance activities have to be
considered, throughout the lifecycle process from the first system development process of the system.
Otherwise the process steps concerned with importance to the maintenance activity have to be
repeated.

11. Attachments

Available electronic files to further document the event. They can be downloaded separately on the
WEB site.
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APPENDIX B

NEA/SEN/SIN/COMPSIS(2007)1
Organisation de Coopération et de Développement Economiques
Organisation for Economic Co-operation and Development 29-Jun-2007
English text only

NUCLEAR ENERGY AGENCY

Committee on the Safety of Nuclear Installations
Computer-Based Systems Important to Safety

OECD EXCHANGE OF OPERATING EXPERIENCE CONCERNING
COMPUTER-BASED SYSTEMS IMPORTANT TO SAFETY (COMPSIS) PROJECT

TERMS AND CONDITIONS FOR PROJECT OPERATION 2008-2010

Final 26.06.2007
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ESTABLISHMENT OF THE COMPSIS PROJECT

1))

2)

A number of Member countries of the Nuclear Energy Agency of the Organisation for Economic
Co-operation and Development (hereafter called the “OECD/NEA”) decided to establish the “OECD
Exchange of Operating Experience concerning Computer-based Systems Important to Safety
Project” (hereafter called the “COMPSIS Project” or the “Project”) under the auspices of the OECD
NEA Committee on the Safety of Nuclear Installations (CSNI). In 2004, CSNI formally approved
the carrying out of this Project, following which the Project has successfully operated over
3 consecutive years from 2005 to 2007. These Terms and Conditions constitute a legally binding
Agreement for all those who have signed and returned the Standard Acceptance Form pursuant to
paragraph 28, and shall apply to the second consecutive term of the Project beginning on
January 1st, 2008 and ending on December 31st, 2010.

The objectives of the COMPSIS Project are to:

a) Define a format and collect software and hardware fault experience in computer based safety
critical NPP systems (hereafter called “COMPSIS events”) in a structured, quality assured and
consistent database;

b) Collect and analyse COMPSIS events over a long term so as to better understand such events,
their causes, and their prevention;

c) Generate insights into the root causes and contributors of COMPSIS events which can then be
used to derive approaches or mechanisms for their prevention or for mitigating their
consequences;

d) Establish a mechanism for an efficient feedback of experience gained in connection with
COMPSIS events including the development of defences against their occurrence, such as
diagnostics, tests & inspections; and

e) Record event attributes and dominant contributors so that a basis for national risk analysis of
computerised systems is established.

SCOPE OF THE PROJECT

3)

4)

5)

The COMPSIS Project is envisaged to include COMPSIS Events in relevant NPP systems, including
both software and hardware related ones. COMPSIS Events are defined in the COMPSIS Coding
Guidelines. These Guidelines describe the database framework and data input needs. However, the
number of events is rather limited, which makes international co-operation necessary. This also
allows controlling the volume of the effort.

The Project shall take full benefit of the experience gained in national event databanks and Licensee
Event Report (LER) collection systems. They will be one of the principal sources of information.
Possibilities to extend the information exchange to events of interest in other NPP records, e.g.
maintenance databases, will be investigated by the Steering Group and the Coding Guidelines will
be updated accordingly, if applicable.

The Project has also developed a procedure for updating the database. The Project aims are to

provide the participants with engineering insights that they may use both for qualitative and, in
future, also for quantitative analyses.
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PROJECT PARTICIPANTS

6)

7)

8)

9)

Participation in the COMPSIS Project shall be open to the Government of any OECD NEA member
country or to any national agency or public or private organisation proposed by such Government
which indicates its agreement to these Terms and Conditions and which assumes the same rights and
obligations as the other Participants in the Project.

The Project has two types of Participants: Signatories and Associate Members. The Signatories
undertake to lead data collection and reporting tasks, steer Guideline and Database development and,
consequently, have representation and voting rights within the Steering Group. Associate members
are expected to take a fair share in the activities of the Project and contribute to the database, but
they are not expected to take a leading role and they do not have voting rights within the Steering
Group.

An entity wishing to participate in the COMPSIS Project may indicate its interest to the Steering
Group. Approval of such entity as a Signatory or Associate Member shall require the consent of all
Steering Group members. If approved, the entity concerned shall indicate its agreement to participate
in the COMPSIS Project in accordance with the Terms and Conditions set out herein by written
correspondence addressed to the Director-General of the OECD/NEA. New Participants shall be
required to pay an entry fee as stipulated in Paragraph 19.

When a Participant terminates its involvement in the Project prior to the end of the term of the
Project, it shall not be entitled to any return or reimbursement of its entry or participation fees.

IMPLEMENTATION OF THE PROJECT

10)

11)

12)

13)

The Project will be operated under the auspices of the OECD/NEA. For this purpose, the
OECD/NEA will be invited to nominate a responsible secretary from among the administrators of its
Nuclear Safety Division. The NEA Secretariat will be invited to provide secretariat and
administrative services in connection with the funding of the Project, such as calling for
contributions, paying the expenses of the Operating Agent referred in paragraphs 13-15, preparing
overall budgets, keeping the financial accounts of the Project and submitting them to the Steering
Group. The NEA Secretariat shall be invited to carry out the collection, keeping, and disbursement
of funds and the auditing and financial control of accounts in accordance with the applicable
Financial Rules and Regulations of the OECD.

Each Participant shall nominate a national co-ordinator who is responsible for the administration of
the COMPSIS Project within his/her respective country. All national co-ordinators of the
Signatories together constitute the Steering Group. The NEA Secretariat will be invited to provide
technical support to the Steering Group. The Steering Group shall convene on an as required basis,
but not less than once per year. The date and location of each meeting shall be set forth in the
previous meeting and a notice to be sent to each Signatory by the NEA Secretariat.

Each Participant shall submit data on COMPSIS through its national co-ordinator referred to in
paragraph 11 above. The data will be collected in a databank. The data will be input according to
Coding Guidelines which have been specifically developed for the COMPSIS data base. The
COMPSIS Steering Group decisions duly recorded in the minutes and kept by the NEA Secretariat
stipulate the details of data collection and analysis. In case of any inconsistency, the Terms and
Conditions of this Agreement shall prevail.

To assure consistency of the data contributed by the national co-ordinators and guarantee continuity
during the Project, the Signatories have agreed to establish an Operating Agent. The Operating
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14)

15)

16)

17)

Agent shall verify whether the information provided by the national co-ordinators complies with the
COMPSIS Coding Guidelines, shall verify the correctness of the data jointly with the national co-
ordinator who has provided such data, and shall operate the databank.

Within the budget approved by the Steering Group and appended to the Minutes of the 7th Meeting
of the COMPSIS SG, the Operating Agent will carry out specific tasks that are described in an
appendix to those same Minutes, such as database management, updating of Project documentation,
and quality assurance of submitted data. The Operating Agent will document its activities for each
task and such documentation shall contain the necessary information to allow approval by the
Steering Group.

The SG shall decide which organisation shall perform the function of the Operating Agent, and shall
control the selection of, and services to be provided by the Operating Agent. The Steering Group
shall have the right, at any time during the term of this Project, to audit or have audited on its behalf,
the standard of work performed by the Operating Agent as set out herein. For the term of this
Agreement, the Steering Group has agreed to select and retain the services of the IFE (Institute for
Energy Technology) sector MTO Safety, in Halden (Norway), as Operating Agent. Prior to the end
of the term of this Agreement, the Steering Group shall decide on the continued retention of the
Operating Agent if and when it is agreed that the Project itself will continue.

The database or those parts of it containing collected data in COMPSIS format will be accessible to
those Signatories, Associated Members or other organisations that have actually contributed data
with a comparable coverage (subject to a decision by the COMPSIS Steering Group) to the data
bank through their country’s national co-ordinators.

The detailed manner in which the COMPSIS Project is operated is defined in the internal COMPSIS
Operating Procedures including all the decisions of the Steering Group. Any change in the Operating
Procedures is subject to unanimous agreement of the COMPSIS SG.

FUNDING OF THE COMPSIS PROJECT

18)

19)

20)

The funding of the Project is planned to be equally shared amongst the Participants, subject to a
contrary decision of the COMPSIS Steering Group. The national contributions will be paid to the
NEA for reimbursement of the costs incurred by the Operating Agent and the Secretariat, it being
agreed that the NEA has a right to receive a moderate administrative fee for its services in an amount
to be decided by the Steering Group.

The budget of the COMPSIS Project is currently based upon yearly fees of 10000 euros (€) per
Participant. The COMPSIS Steering Group confirms the budget during the 7th COMPSIS SG
meeting and the yearly fees but the Participants do not have to approve higher fees than the indicated
10000 €. The COMPSIS Steering Group has the right to accept new Participants who are expected to
pay an entrance fee (30000 € for Signatories and 10000 € for Associate Members, subject to a
contrary decision by Steering Group).

In addition to the above-mentioned contributions that are to be used exclusively for the operation of
the COMPSIS Project, each Participant shall bear all other costs associated with its participation.

PROPRIETARY INFORMATION

21)

Each national co-ordinator is responsible for protecting and maintaining proprietary rights in the
information provided by him or her to the Project, including marking or otherwise indicating that
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22)

23)

24)
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such information is confidential. He or she is also responsible for ensuring that any necessary legal
arrangements are made in his/her own country to protect those proprietary rights.

When data is included in the COMPSIS database, it shall be password protected and shall be
accessible only to those who qualify under paragraph 16, it being agreed that all data in the databank
is classified as “Confidential-COMPSIS Project” unless otherwise indicated. When they access and
extract any data in the databank established under the COMPSIS Project, they shall mark such data
as being “Confidential - COMPSIS Project”.

The Operating Agent shall not disclose to any non-Participant, any information provided to it in the
course of the Project which is indicated or marked as being proprietary information of one of the
Participants. This obligation shall survive the expiration or early termination of this Agreement.

If a Participant wants to withdraw from the Project, its delivered data will be kept in the database
under the same proprietary conditions as set out in Paragraphs 21, 22 and 23.

REPORTING

25)

The Operating Agent shall prepare bi-annual Progress Reports of the Project and distribute copies to
the Participants. The Participants shall prepare, in co-operation with the Operating Agent, Project
Reports for general CSNI distribution. These reports are intended to contain conclusions on the
analysis performed whenever major steps of the Project have been completed. The COMPSIS
Steering Group shall approve any Publication or Paper discussing the data or/and findings of the
Project.

FINAL PROVISIONS

26)

27)

28)

29)

The provisions of paragraphs 21-24 of these Terms and Conditions shall survive the early
termination or expiration of the term of the COMPSIS Project.

These Terms and Conditions shall take effect as of 1 January 2008 and shall remain in effect for a
three-year period up to and including 31 December 2010. They may be amended at any time by the
unanimous decision of the Participants. Any such amendment shall be evidenced in writing and shall
be appended to these Terms and Conditions.

Participants and the Operating Agent shall indicate their acceptance of these Terms and Conditions
by executing and returning to the Director-General of the Nuclear Energy Agency a Standard
Acceptance Form which the NEA Secretariat shall be invited to issue for that purpose.

Once the NEA Secretariat has received duly executed Acceptance Forms for these Terms and

Condition from all Participants and from the Operating Agent, it shall give notification to that effect
to all such Participants and to the Operating Agent.
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