











of such variations in parameters in the context of the dlfferent information processmg stages, likely error
A mechamsms and contnbutmg PSFs are exammed in applymg the ATHEANA method.

Scenario Influences. Woods37,38,39, Roth40, Mumaw#1, and their colleagues described a class of
scenario- related conditions that can contribute to operators taking unsafe actions. The basic thesis is that
the. characteristics of the evolution of a scenario (including the behavior of critical parameters) can
complicate operator performance during the different stages of information processing. For example, a
scenarjo that starts out appearing to be a simple problem (based on strong but incorrect or incomplete
evidence) can lead operators to take apparently appropriate actions, but then make them resistant to
change or insensitive to correct information that appears later. Such a scenario is referred to as a garden
path problem, since the operators get set up to form a strong but incorrect hypothesis that prevents them
" from appropriafely considering later information. Once again, underlying error mechamsms such as

simplifying, fixation, recency effects, and confirmation bias can contribute to operators taking unsafe_ L

© actions. Other types of complicating scenarios catalogued by Woods. and others include those that:

* contain missing or'misleading informatidn

* require unexpected late changes ,
create dilemmas, impasses, or double-binds

require choices that have tradeoffs

induce plant-related side effects

contain red herrings :

contain activities by other agents or automatlc systems that mask key ev1dence
‘induce mulnple (all seemmgly valid) lines of reasoning

‘require multiple tasks to be performed at a high tempo

contain events that seem to be escalating the problem

contain events in which the operators responses lead to new problematic events
o . contain events that interact to create complex symptoms .
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As with the 'parametric influences discussed in the preceding section, whether scenarios with such .
characteristics will affect human information processing and lead to unsafe actions depends on anumber -
of factors, but certainly, reasonably possible accident scenarios should be examined to see if they contain -
these or similar characteristics: Detailed descrlptnons of these types of sceriarios and guldance onhowto
_consider other potential influences such as PSFs are provided in the ATHEANA documentation.

Overview of the ATHEANA Process

The information presénted above discusses the principles ahd concepts underlying ATHEANA. This
. section summarizes the two ATHEANA application processes:

¥ «Qp. cit., 25, D. D. Woods, L. J. Johannesen R.1. Cook, and N.B. Sarter (1994)”.
* “Op. cit,,33, J. W. Perotti and D.D. Wdods (1997)".

¥ Op. cit. .34, D.D: Woods & E.S. Patterson, (in press)”

A .'40 “Op. cit,, 23, E. M. Roth, R J Mamaw and P. M. Lewns NUREG/CR6208 (1994) ”
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(1) retrospectlve analyses of past operatlona] events
-(2) prospective analyses (or HRA analyses) to support PRA or other risk studxes

Summary of Retrospeotive ATHEANA‘ Analysis

The retrospective analysis .initially was developed to support the development of the prospective
ATHEANA analysis. However, as the retrospective analysis matured, it became evident that this
approach was useful beyond the mere development of the ATHEANA prospective approach. The results
of retrospective analyses are powerful tools in illustrating and explaining ATHEANA principles and
concepts. Also, the ATHEANA approach for retrospective analysis was used to train third-party users of
ATHEANA in an earlier demonstration of the method. In this training, not only example event analyses,
_ but actual experience in performing such analyses helped new users develop the perspective required to
apply the prospective ATHEANA process. Fmally, the results of event analyses using the ATHEANA'_
approach are useful in themselves. : S

The retrospectwe approach can be apphed broadly, using the ATHEANA framework descnbed above ’
Both nuclear and non-nuclear events can be easily analyzed using this framework and its underlying -
.concepts. A more detailed approach has been developed for nuclear power plant events, although it can .

N 4be generalized for other technologies. - This more detailed approach is more closely tied to the

ATHEANA prospective analysis than general use of the framework. NUREG-1624, Rev. 142 provides
ex amples of event analyses usmg the framework approach and guidance for performing the more detailed
: ‘analyses :

In performmg retrospecnve ana1y51s the basxc objectxve is to gam an understandmg of the causes of
human failures in risk-significant operational events. To do s, the analysts must answer such questnon
as:

M What happened'7
" (2) What were the consequences‘7

(3) Why did it happen (i.e., what were the causes)‘7

Important features of the detailed retrospectwe analysis approach include: -

¢ asummary of what happened in the event
* identification of the important functlonal fatlures

-~ e. anevent timeline

 a summary of important human actions and thexr apparem causes a summary of: the important
contextual factors (i. e. , plant condmons and performance- shaping factors) before, during, and after -
the event : :
¢ aneventdiagnosis log showing plant conditions and operator responsés to them as a function of time

Potential users of the ATHEANA retrospective analysis should be cautioned that this approach has been
developed to take advantage of the amount of information typically provided in detailed accounts of
events.. Experience has shown that there are limited benefits in applying this approach to event reports
coritaining incomplete information. In these cases, the analysts must be willing to do the research
, " necessary to obtain the information needed. : :

2 «Qp. cit.,]1, NUREG-1624, Rev. 17.



Summary of Prospective ATHEANA Analysis

The prospective ATHEANA process is illustrated in Figure 3, which 1dent1ﬁes and suminarizes ten major
steps in the process (following preparatory tasks, such as assembling and training the analysis team.

NUREG-1624, Rev. 143 provides detailed guidance on how to perform Steps 1 through 10 and
illustrative examples of how to apply all ten of the process steps are given in Appendixes B through E, of
NUREG-1624, Rev. 144,

The ten steps in the prospective ATHEANA proces_s are: |

Step 1: Define and interpret the issue ,
The purpose of this first step is to def'me the objectwes of the analysis belng undertaken ie., why itis -
being performed. ATHEANA can support a wide range of HRA applications, from complete PRAs to
special studies focused on specific issues. In the nuclear power industry, because most plants have
already performed a PRA, the issues for which the PRA will be extended using ATHEANA will usuall
focus on the significance of human contributions to risk and safety that are particular areas of concernto-
the NRC or plant management. In such applications, the issue to be addressed usually defines a relatively
narrow scope of analysis. In this step, the issue i$ defined to provide the ba51s for bounding the scope of
the analysis (Step 2) and for other analysis steps.

AStep 2-:~. Define the scope of the analysis '

This step limits the scope of the ana1y51s by applymg the issue defined in Step 1 and if necessary for

practical reasons, further limits the scope by setting priorities on the characteristics of event sequenices.

Although ATHEANA can be used for both PRA and non-PRA applications, the process for setting

priorities is based upon plant-specific PRA models and general concepts of risk significance. The first

limitation is to select the initiating event classes and associated, relevant initiators to be analyzed. Later

- scope restrictions are then considered for each selected initiator, balancing analysis resources against
specific project needs. a :

Step 3: Describe the base'casescenaric
' In this step, the base case s'cenarto is defined and characteriied for a chosen initiator(s).
The base case scenario: |
¢ represents the most realistic descnptxon of expected plant and operator behavior for the selected
issue and initiator

e - provides a basis from whlch to identify and define dev1atxons from such expectatxons (which W111
‘be performed in Step 6) »

A

8 %Op. cit, 1, NUREG-1624, Rev. 1.
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In the ideal situation, the base case scenario:

has a consensus operator model (COM)

is well defined operationally ‘

has well-defined physics

is well documented in public or proprletary references
e is realistic :

Operators and operator trainers provnde the information to descnbe the consensus operator model.
This model exists if a scenario is well defined and consistently understood among all operators

" ‘Procedures and operator training help to describe the scenario operationally. Documented reference
analyses [e.g., plant-specific_final safety analysis reports (FSARS) or other detailed engineering
analyses of the neutronics and thermal hydraulics of a scenario] can. assist in defining the scenario
operationally and the scenario physics. The most relevant reference analyses are those that closely
match the consensus operator model. The reference analyses may need to be modified to' match the

. consensus model or to be more reallst1c -

The consensus operator model and reference analyses together form the basis for defining the base case
-scenario. In the 1deal case, the descnptlon of the base case scenarlo should 1nclude

» alistof assumed causes of the initiating event
‘a brief, general description of the expected sequence of events, starting before reactor trip
(considering key functional parameters such as reactor power, electric power, RCS level and
pressure, and core heat removal) : ' :

e adescription of the assumed initial conditions of the plant

e adetailed description of the expected sequence and timing of plant behavior (as evxdenced by key

" functional parameters) and plant system and equipment response

o the expected trajectories of key parameters plotted over time, that are mdlcatxons of plant status
“for the operators

e any assumptions with respect to the expected plant behavior and system or equ1pment and
operator response (€.g., equipment assumed to be unavailable, single failures of systems assumed
to have occurred) .

U key operator actions expected during the scenario progressmn

The descrxptlon of the base case scenario is the ba515 for deﬁmng dev1atlon scenarios in Step 6
However, in practice, the available mforma‘uon for deﬁnmg a base case scenario is usually less than
ideal.

Step4:  Define HFE(s) and/or UAs

Possible human failure events and/or unsafe actions can be identified and defined in this step.
However, Step 1 may have already defined an HFE or UA as being- of interest. Alternatively, the
deviation analysis, recovery analysis, or quantlﬁcatxon performed in later steps may identify the need
to define an HFE or UA. Also, recovery analysis or quantification may require development and
* definition of operator actions at a different level (e.g., unsafe action versus HFE). Consequently, the
ATHEANA analy51s may require iteration back to this step To the extent p0531ble the information -
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that would be needed in any of these cases is provided in this step. -

HFE definitions are based upon the critical functions required to mitigate the accident scenario,
expected operator actions, operator actions that could degrade critical functions, and features of the
plant-specific PRA model. Unsafe actions are the specific operator actions inappropriately taken or
not taken when needed that result in a degraded plant state. Several tables and associated guidance
are provided to assist in the definition of HFEs and UAs.

| Step 5: Identify -potential vulnerabilities in the operators’ knowledge base

‘This is a preliminary step to the searches for the deviations from the base case scenario that are
identified in Steps 6-and 7. In particular, analysts are guided to find potential vulnerabilities in the
‘operators’ knowledge base for the initiating event or scenario(s) of interest that may result in the
HFEs or-UAs identified in Step 4. - For éxample, they identify the implications of operator
expectations and the associated potential pitfalls (i.e., traps) inherent in the mmatmg event or
scenario(s) that may represent vulnerabrhtres in operator response.

The information that is obtained in this step should be putona  mental or literal blackboard for use in
later steps, especially: Step 6. In-this way, analysts will be reminded of and guided to the more
fruitful areas for deviation searches, based upon the inherent vulnerabilities in the operators
_ know]edge base for the initiator or scenario of interest..

- Potential - Araps inherent in the ways operators may respond to the rmtlatmg event or base case’
scenario are identified through the following:

e investigation of potential vulnerabilities in operator expectations for the scenario
* understanding of a base case scenario timeline and any mherent drfﬁcultles associated with the
required response-
o identification of operator action tendencies and mformal rules
o evaluation of formal rules and emergency operating procedures expected tobe used in response
to the scenario ’

Step 6: * Search for deviations from the base case scenario’

The record has shown that no serious accidents have occurred for a base case (or expected) scenario.
On the contrary, past experience indicates that only significant deviations from the base case scenario
‘are troublesome for operators. Thus, in Step 6, the analysts are guided in the identification of
deviations from the base case scenario that are likely to result in risk-significant unsafe action(s). In-
serious accidents, these deviations are usually combinations of varrous types of unexpected plant
behavior or conditions.

The search schemes in this step guide the analysts in ﬁndmg physical or physics” deviations, which
are real deviations in plant behavior and conditions. Analysts may-identify performance-shaping
factors and explanations for human behavior (e.g., error mechanisms), along with these plant
conditions. : :
Four somewhat overlapping search schemes are used to identify characteristics that should be
contained in a deviation scenario. However, each search scheme has a slightly different perspective
regarding significant plant or human concérns. These four search schemes are:




() identify physical deviations from the base case scenario (e.g., how can the initiator be different?)
(2) evaluate rules with respect to possible deviations -

(3) use system dependency matrices to search for possrble additional causes of the initiator o the
scenario development

4). 1dent1fy what operator tendencies and error types match the HFEs and UAs of interest.
After each of the search schemes has been exercised, the analysts should review and summarize the

characteristics of a deviation scenario (or potentially important devratrons) that were identified in the
searches. In ATHEANA, the combination of plant conditions (including the deviations), along with

resident or triggéred human factors concerns, defines the error-forcing context for a hurhan failure .

event that is composed of one or more unsafe actions. With these combined results, the analysts then
" develop descriptions of deviation scenarios and associated HFEs or UAs. 'These deviations also‘
‘become the initial error-forcing context for the HFEs or UAs. Step.7, builds upon or refines this
initial EFC definition by identifying other possible complicating factors (including possible hardware
failures) and resident or triggered human factors concerns (€.g., mismatches between deviant plant
behavior or condmons and procedures or other job aids). . :

Step 7: Identify and. evaluate complrcatmg factors and links to PSFs
-‘This step expands and further reﬁnes the EFC definition begun in Step 6 by consrdermg

¢ performance-shaping factors

» additional physical conditions, such as: :
~° hardware failures, configuration problems, or unavallabrlmes
- indicator failures
- plant conditions that can confuse operators
- - factors not_normally considered in PRAs

Like Step 6, thrs step may need to be performed rteratrvely with quantification (Step 9). In partlcular
the judgments that analysts will need to make regarding how many complrcatmg factors to add tothe
EFC are best based upon the quantification considerations.

Step 8: Evaluate the potential for recovery

.In this step, the definitions of HFEs and the associated EFCs are completed by consrdermg the
opportunities for recovering from the initial error(s) (or more precisely not recovering ‘from initial
errors). Performance of this step, perhaps even more so than previous search steps, is linked to issues

- considered in quantification. Consequently, some iteration between this step and the quantification -
step is possible. Also, since the consideration of the opportunities for recovery willinvolve extending
the context defined in previous deviation search steps, recovery analysis also is iterative with Steps 6
and 7. The analysts are provided with guidance to identify the additional contextual factors (e.g., new
cues for action or new plant symptoms) that might aid operators in récovering from their initial
inappropriate actions. Ifan HFE can be ensured to be recovered, the analysis stops and proceeds to
-issue resolutlon If recovery cannot be ensured, then the analysrs proceeds according Step 9. -



Step9:"  Quantify the HFE probability

In this step, the probabilities of the human failure events (and associated unsafe actions) that have
been identified and defined in the previous steps are quantified. ATHEANA requires a somewhat
different approach for quantification from those used in earlier HRA methods. Where most existing
methods have assessed the chance of human error occurring under nominal accident conditions (or
under the plant conditions specified in the PRAs event trees and fault trees), quantification in
ATHEANA becomes principally a question of evaluating the probabilities of specific classes of error-
forcing contexts within the wide range of alternative conditions that could exist in the scenario, and

then evaluating the conditional likelihood of the unsafe action occurring, given the occurrence of the
EFC. The overall probability of the HFE also takes into account the potennal for recovery and its .
associated contextual factors and potermal mlsmatches

Human failure ev’ents are qu’antiﬁed by consxdermg thr‘ee sepafate _biit interconné’qied stages:

' (1) the probability of the EFCina partlcular accxdent scenario
(2) the condmona! hkehhood of the UAs that can cause the human failure event

(3) the conditional likelihood that the UA is not recov_ered prior to the catastrophic failure of conéem '
(typically the onset of core damage as modeled in the PRA) '

: _Step 10:. ?Incorporate‘th'e_ HFE into the PRA - -
After human failure events are identified, defined, and quantified, they must be incorporated into a

PRA. When using ATHEANA, this process is generally identical to that already performed in state-
of-the-art HRAs, Guidance for certain ATHEANA -specific incorporation issues is provided. -
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