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Abstract

The paper presents the activities that are taking place in the UK to regulate the nuclear
industry through the Y 2k critical dates. It identifies the basic steps which a licensee might be
expected to take in addressing the Y 2k problem. It also sets out the actions needed by the
regulator, firstly to secure an acceptable justification of continued operation from the licensee
for each critical date, and secondly to ensure that the regulatory body isitself prepared. A
review of the activities towards these goalsis provided for 1997 and 1998, some lessons
learned from regulating through the first critical date are noted and alook-ahead made to the
activities anticipated during 1999 and 2000.



INTRODUCTION

The purpose of my presentation today is to share with you activities which are taking place in
the UK to address the year 2000 problem. It isimportant for us all to understand that the
potential for coincident (common-cause) failures of safety-related computer systems on certain
dates''is real, and one which must be actively and systematically addressed. Appropriate
contingency plans will also be necessary. However, whilst technically based, the handling of
the issue is essentially one of strategic management. The nuclear industry has a clear
responsibility to tackle this issue positively and comprehensively so that this common-cause
event cannot cause an undue risk to the public. Loss of safety may arise from a nuclear
accident or smply from loss of grid supplies to an area caused by multiple plants shutdowns.

| know that each country has primary responsibility for ensuring that its own nuclear industry
deals appropriately with this potential safety threat. However, because of the international
nature of nuclear energy, this venue provides an important opportunity to share information on
approaches and experiences, so that we may benefit from each other's knowledge whilst also
gaining mutual re-assurance that the problem is being tackled effectively, on a global basis.

ADDRESSING THE PROBLEM - NUCLEAR OPERATORS ACTIONS

The generally agreed strategy within the UK [1,2] for dealing with the Y ear 2000 problem is,
firstly, for nuclear operators to identify all systems on their site which contain software
(including those employing embedded software - sometimes known as firmware). Since safety
is the concern here, they should separate out those systems which have been identified as
having a safety significance or ensure nuclear safety. This approach is essentially a 'bottom-up’
review. Asadiverse check, a'top-down' review should also be undertaken of al systems
important to safety identified in the installation's safety case. It should be noted that
embedded software may not be self-evident, so careful investigation may be required. Thislist
of systems, or inventory, should now be prioritised for attention in terms of safety significance.

Based on this prioritised list, systems should be reviewed for potential date-related problems.
Here, manufacturers may need to be contacted. Also, reviews of maintenance and operators
manuals may be necessary, as well as consulting with operational and maintenance staff
themselves, so asto identify systems employing dates. Any date-related failure modes must
next be established through inspection and test [3]. Clearly at this stage plant safety must be
paramount; hence the risks associated with the investigative work must be assessed. Finaly,
any problematic systems need either to be modified or replaced and re-tested, or to have safe
work-around strategies devised [4]. The interactions of these work-arounds needs to be
considered since individually they may be adequate but the invocation of severa at the same
time may prove unmanageable, or incompatible in a safety sense, and hence constitute a
hazard. All of these latter activities should, of course, be covered by the established
modification procedures (including the associated quality controls) applicable to the plant and
its operations. Timely training programmes will need to be developed so as to ensure that
staff are fully familiar with any new or revised procedures well before the associated critical
dates.

1 1 Critical dates associated with the millennium change and other matters are given in Annex 1. Also, see
reference 1 for a more detailed explanation.



Nuclear operators should establish, as part of their justification for continued operation, that
their own suppliers of safety significant items (equipment and consumables) are dealing
satisfactorily themselves with the Y ear 2000 problem. Consideration should also be given to
emergency arrangements. In particular, the equipment should be checked and contingency
plans laid, possibly including manning any emergency facilities at the millennium change.
Also, where appropriate, headquarters equipment should not escape scrutiny since some may
have safety implications.

Despite having taken all the above precautions there may still be undetected errors (both old
ones and, due to the modifications, new ones) - the 'residual risk'. Hence, operators will need
finaly to evaluate the extent of this residual risk and to devise appropriate contingency plans,
bearing in mind the possibility of multiple systems failures and the associated consequences -
e.g. amgor plant failure. Such plans may include, for example, double-shifting over the
critical dates associated with the millennium change; also the pre-manning of emergency
control rooms. Additionaly, where possible, all invasive plant operations (e.g. on-line
refuelling) at the critical dates should be avoided; and all necessary resources (e.g. fuel and
communications) dependent upon external suppliers should be prior-secured.

In the UK the nuclear licensees are continuing to undertake intense programmes of work,
involving the preparations of inventories, the safety-prioritisations of the systems,
investigations, and the provisions of solutions where required - and consideration of the need
for special, additional, contingency arrangements to be in place at the critical dates. Active
sharing of information between the operators has been encouraged, and all attended
workshops in Spring and Autumn of 1998 to further such exchanges.

ADDRESSING THE PROBLEM - REGULATORY ACTIONS

As regulators we must ensure that nuclear operators are aware of, and effectively responding
to, the problem; specifically, that each has an adequate strategy and action plan in place. We
also need to monitor progressively the implementations of the action plans; to review any
safety submissions arising from the investigations and subsequent modifications; and to
oversee, as appropriate, the arrangements that each nuclear operator has in place for the
critical dates. Finally, as mentioned above, the regulator's own emergency arrangements and
the equipment required for that activity should be checked to ensure that no problems will
arise due to date discontinuities. Similarly, the regulatory bodies themselves will need to be in
an adequate state of alert during the critical periods.

UK Y2K REGULATORY ACTIVITIESTO DATE

NIl isusing its regulatory powersto ensure that the UK's nuclear licensees are addressing the
issues posed by the critical dates around the end of the millennium. We place particular
emphasis on the need for alicensee to make a specific declaration of safety and to back this by
an acceptable, documented demonstration - in this case, ajustification for continued operation
for each critical date. The UK has atotal of fifteen nuclear licensees who operate forty
licensed sites; these include power reactors, research reactors, nuclear chemical plant and
naval dockyards.

NII'sfirst regulatory milestone occurred in the Spring of 1997 when we formally contacted all
the licensees to make sure they were aware of the matter. This was followed by a series of



meetings with the licensees to make sure that each had an adequate strategy and an action plan
in place to deal with the safety issues. For these purposes, and to handle the ensuing
monitoring and assessment work, NII created a project team comprising a project manager, a
project officer, a core of 3 specialist assessors and an external liaison officer.

The next regulatory milestone came in September 1998 when NI issued a generic letter to all
licensees that set out the way in which NIl proposed to regulate the licensees activities
associated with justifying the safety of their plant, processes and personnel through and
beyond the critical dates.

The September generic letter defined the need for a justification associated with each of the
critical dates (see Table 1) and the project stages that the licensee was expected to cover in the
document: project strategy; project plan/programme; safety prioritised inventory; investigation
(examination/testing); solutions to problems found (implementation, re-testing etc.);
contingency plans.

Critical Date Concern
1 January 1999 sensitivity to “99”
9 September 1999 sengitivity to multiple “9’s
1 January 2000 sensitivity to ” 00"
29 February 2000, 1 March 2000 leap year 2000
31 December 2000, 1 January 2001

TABLE 1 Critical dates (based on Appendix A of Ref. 1)

The letter included NI1's basis (a set of Y2k Assessment Principles - see Annex 1) for
assessing the licensee' s Y 2k project and justification documentation.

The letter also summarised NI I’ s enforcement strategy which, in the circumstances of
significant and persistingly unresolved concerns, would involve the issuing of formal directions
for aplant to be shut down, and/or rendered into a quiescent safe state.

NIl is engaged in an ongoing inspection programme to confirm that the strategy declared by
each licensee isin fact being followed. The inspections seek evidence that

@ the inventory has been developed using a bottom-up system approach and top-down
safety case directed approach,

(b an effective analytical approach has been adopted to determine the date-awareness of
the systems,

(©) where testing is needed to check the effects of the critical dates, proper arrangements
for such tests have been followed to ensure the safety of the plant,

(d) where date related problems have been encountered, either effective fixes are in hand
(implemented via the due modifications processes) or demonstrably safe ‘work-
arounds are being devised, and



(e An appropriate residua risk' contingency is identified against the possibility that a
necessary fix has been missed, or has been incorrectly implemented, or a work-around
has proved unsuccessful.

Each of these pieces of evidence should be referencable from, or incorporated within, the
associated 'Justification for Continued Operation' documentation.

Justification for operation through thefirst critical date

The Y 2k strategy [1,2] adopted for the UK nuclear licensees recognised that the first critical
date would be 1 January 1999. While it was expected that this date in reality presented
minimal risk it was nevertheless considered politic that it should be addressed by the licensees,
albeit in a proportionally low-key manner.

In the September 1998 generic letter the need for the licensees to provide a justification for
continued operation (JfCO) through each of the critical dates was made mandatory. The letter
also required that the justification for operating through the 1 January 1999 date needed to be
provided to NIl by mid November 1998 at the latest.

At the same time our own emergency arrangements and associated equipment were checked,
contingency arrangements were set out and resources identified to provide cover over the
critical period.

In nearly all cases the justifications were received on time, assessed and formal clearance given
to continue operation. However, one licensee was very late and regulatory pressure was
brought to bear. Thisresulted in that licensee being required to submit evidence of the
successful testing of certain systems before resuming normal plant operation following the
scheduled Christmas shutdown.

Although a handful of system failures have been reported as having occurred close to the
timing of the year roll-over, none is thought to be millennim-date related. One or two,
however, were due to the year change but would have similarly occurred at any year change.
Another occurred due to atiming mis-match caused by the midnight insertion of the 'leap
second'.

It is recognised that in some ways this has been a useful trial run for the licensee and regulator
alike (contingency arrangements, etc.) for the dates of higher risk significance. We have also
recognised that in order to ensure that documentation of suitable content is provided, NI will
need to provide detailed guidance on what will be required for the justification for the dates
later this year and early next year.

LOOKING AHEAD TO REGULATORY ACTIVITIESIN 1999 and 2000

As abroad project aim, NIl is planning to complete its assessment and inspections associated
with ensuring all licensees have implemented their Y 2k strategies by mid-1999. Thisfirst half
of the year is seen as a key period in terms of confirming the evidence of continuing
satisfactory progress by the licensees. However, thisis not the end of the inspection
programme. The licensees' Y 2k work will result in numbers of findings that they need to
address, either before or by the critical dates. These findings will be resolved either by



corrections or work-arounds/contingencies and modifications. Each finding has to be brought
to a state where the way forward is clear and the associated operations are justified to be safe.

NII’s inspections will cover the progress of such modifications towards implementation and
seek the prior identification (and justification) of suitable and viable contingencies to address
the possibility of the implementation running late. Where work-arounds and contingencies are
proposed the ingpections will, for example, look for confirmation that any additional
resourcing issues have been acceptably addressed, so that staff are briefed, trained and as
available on/for the critical dates. Thisis of particular importance for the Millennium rollover,
where the common cause failure potential is at its highest, leading to multiple system
anomalies and a consequent concurrent demand on plant operators.

The date for the next justification document has been already identified to the licensees as 15
July 1999 for the 9 September 1999 date (or the 22 August 1999 date, if applicable; roll-over
of Global Positioning System's week counter), and considerable assessment activity is
anticipated during the summer months in the review of their submissions.

INTERNATIONAL CO-OPERATION

Essentialy, the year 2000 problem has the potential to affect the safety of any nuclear plant in
any part of the world. Whilst the avoidance of an associated, uncontrolled, release of
radioactivity is paramount, the inadvertent shutdown of one, or several, nuclear power plants,
albeit safely in anuclear sense, may still be far from an acceptable outcome if, for example,
this were contributory to the general collapse of a country's grid supplies.

Whereas there is no avoiding the need for every plant owner individualy to do al that is
necessary for the purposes of ensuring (and demonstrating) ‘'millennium dates' safety,
effectiveness is much aided by awareness of how others are tackling the same problem and of
what they are finding in the process. Similarly, because of the global safety threat potentially
posed, al of us wish to be assured that the matter is being tackled systematically wherever
nuclear plants are present, and whatever their operationa states.

Such exchanges as this are therefore of great value to al of us. NI, on behalf of the UK, has
attempted to play itsfull part, inthisway. In November 1998 assistance was provided to
|AEA in the development of Y 2k generic guidance with regard to nuclear reactor installations
and, more recently, NIl participated in the development of guidance on how to apply the Y 2k
generic guidance when considering the safety of radioactive waste management. NII's Chief
Inspector, Mr Laurence Williams, also presented a paper on the Y 2K topic to IAEA's meeting
last Autumn of the Senior Regulators.

CONCLUSION

We must acknowledge that the potential safety concerns associated with the year 2000
computer problem are real (see Annex 2) and that they need to be addressed systematically,
comprehensively and in atimely manner by the nuclear industry. We as regulators have an
important role in ensuring that our nuclear licensees are vigoroudly pursuing action plans to
identify potentially problematic computer-based systems, and to justify the safe operations of
the associated plants through the critical dates. As may be appropriate, contingency plans



should be devised and implemented to ensure safe operations at the critical datesin order to
counter the circumstances of any remaining ‘residual risks'.

In closing, I'd like to thank my colleagues at NIl for their assistance in the preparation of this
paper and to thank Mr. Laurence Williams, Director of NSD and Chief Inspector of NIl in
giving me the opportunity to take part in this workshop.
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ANNEX 1
NSD’sY2K ASSESSMENT PRINCIPLES

Although requiring technical resolution, and the application by the licensees of appropriate
expertise, the real challenge of the Y 2K project is a management one - the resourcing of a
substantial programme of activity, involving live plant systems and skilled personnel, working
against immutable dates with continuing uncertainty asto the real extent of effort which will
be required. Hence, since the Spring of 1997 when NI first aerted licensee's of its concern,
the regulatory exchanges have been concentrated principally in the area of technical
programme management.

Nevertheless during this period NII has progressively identified a substantial number of
aspects which need to be satisfied in any Y 2K-related justification for continued operation
through the critical dates. These assessment considerations have been together into one
document, as a basis of consistency both for own assessment purposes and to provide visibility
in this respect, to our licensees.



ASSESSMENT OF LICENSEES SAFETY CASESFOR THE YEAR 2000 COMPUTER
PROBLEM
NSD's Y2K ASSESSMENT PRINCIPLES

INTRODUCTION

The Year 2000 computer problem or Millennium Bug, is a well rehearsed topic and will not be dealt
with here (see ref 1 for discussion of the topic). The purpose of this paper is to develop the assessment
principles that will be used by assessors in their reviews of the licensees submissions relating to this
problem. These principles do not, of course, replace HSE's Safety Assessment Principles (SAPs) for
Nuclear Plants (ref 2); the appropriate sections of the SAPs still apply.

CRITICAL DATES
The critical dates are generally regarded as:

1 January 1999

9 September 1999;
1 January 2000;
29 February 2000
1 March 2000

31 December 2000
1 January 2001

Additionally, 21-22 August 1999 might cause a problem to systems which depend upon the Global
Positioning System (GPS); for example, the transporting of nuclear fuel where knowledge of its
location isimportant.

PRINCIPLES
Other Dates

mP1Since there may be critical dates additional to those above which are associated with licensees
particular systems, evidence of areview of critical dates should be available (see ref 3 Appendix B for
some additional problematic dates).

Nature of the | ssue

mP2The millennium bug does not pose difficult computer problems. The main issue from NSD's point
of view isthe identification of all systems (which impact safety in any way) that might be affected,
followed by their investigation to establish those actually affected. These problematic systems have
to be either fixed, replaced or work-arounds developed in tempo with the critical dates.

mP3The issue should be the safety of the system(s) and not necessarily of its(their) millennium
compliance?. In fact, it should be recognised that making a sub-system millennium compliant may
cause the overall system to behave unsafely because no other sub-system recognises the new date
format.

’Say, as defined in BSI's DISC PD 2000-1 (ref 5)



Project M anagement and Scope

mP4A Y 2K project is one of resource and record management; these should be seen to be properly and
systematically managed. This, of course, means providing an auditable trail enabling all systemsto be
unambiguoudly traced to their eventua outturns. There should be a documented strategy, project plan
and Quality Assurance (QA) plan. All activities should be covered by documented procedures and
guidance to ensure completeness and consistency. The emphasis of al guidance should be that of
positive demonstration with safety as the central focus.

mP5Licensees should demonstrate that their projects have addressed not only all on-line plant systems
but also al relevant off-line systems, including those at their headquarters, contractors premises and
elsawhere. For example, configuration management and software development systems may need to be
considered since incorrect versions of the software might be incorporated into a new system build
following the millennium change.

mP6T he project scope should include, in addition, the safety of all non-nuclear equipment on a nuclear
licensed site, i.e. equipment that does not pose aradiological hazard but which might otherwise pose a
risk to health and safety due to a computer-related, date problem. For example, machine tools and
other workshop facilities, and plant producing or handling hazardous chemicals need to be included.
Evidence of an appropriate review process should be provided (see HSE's current guidance inrefs 1, 4
& 6).

Jugtification for Continued Operation (JfCO)

mP7 Prior to each of the critical dates, the licensee should produce a justification for continued
operation (JXCO) beyond each of these critical dates. This justification should show that the inventory
was properly established; the investigation was comprehensive and thorough; the solutions are
appropriate (and safe) and properly tested; and that the contingency plans (including supply chain
management) are appropriate.

mP8The JCO should cover not only the continuous operation of the plant but all its modes of
operation including shutting down and starting up after a critical date. Where the licensee opts to shut
down aplant prior to acritical date with aview to restarting up again following that critical date, the
JCO(s) should demonstrate that the plant will be safe in the shutdown mode through the critical date
and that it will be able to be operated safely in all proposed modes following the critical date. This
equally applies to any operations which are not of a continuous nature, and irrespective of the
periodicities of their use.

mP9The final solutions to the problem systems (close-outs) must be demonstrably safe, taking due
account of any interactions between, or otherwise involving, proposed ‘work-arounds (both in normal
operation and during fault conditions).

mP10Where licensees wish to continue operation with a number of degraded safety-related systems,
then the synergistic effect should be demonstrated to be safe. Any information, obtained from other
sources and used in support of the plant's XCO, should be sufficiently detailed and authenticated to
enable the safety arguments to be evaluated without the need to seek further information held by others.

mP11New equipment purchased prior to and during the periods of the critical dates should be subject
to the JFICO process.



Strategy Paper

mP12L icensees should demonstrate by means of a suitable document that their approach to the Y 2K
problem is properly controlled through the application of a strategy which broadly matches the
following phases.

1.Project programme

2.Quality Assurance plan/programme
3.Prioritised inventory

4.1nvestigation

5.Solutions to problems found (system close-out)
6.Contingency plans

7.Nuclear Safety Committee reports/progress

8. Justification(s) for continued operation.

mP13All licensed nuclear sites, and any other locations associated with these sites which hold safety-
significant computer systems, should be covered by appropriate strategy documents which should
include QA plans and project programmes covering the critical dates. These strategy documents should
clearly state that safety is paramount.

Project Programme

mP14The project programme should become more detailed once the inventory is developed and the
problem-systems are identified. The updated programme should show when the tests will be carried out
and should include the identification of any plant outages required. Because the dates are immutable,
the project programme should be supported by an analysis demonstrating that there is adequate
resourcing to meet the programme's key dates.

Quality Assurance Plan/Programme

mP15Quality Assurance plans/programmes should show all project responsibilities and demonstrate,
by means of the status and competencies of the personnel involved, that the organisation is committed
to resolving the issues prior to the critical dates. Regular project reviews should also be included.
There should be other evidence of effective quality control such as a system of peer reviews/checking
and approval with appropriate signing off of all activities.

Prioritised Inventory

mP16There should be appropriate inventory development and prioritisation procedures linked to
suitable guidance. The procedures and guidance should ensure that the approach is sufficiently
comprehensive to ensure that the inventory is complete and correct. The inventory should include all
systems and these should be uniquely identified and their configurations recorded. Each system should
be categorised according to its safety significance.

For the production of the inventory, a top-down/bottom-up approach is recommended. The top-down
approach should include a review of the safety case documents, the maintenance schedules, SOl s etc.
and the bottom-up approach would require operations and maintenance staff to be consulted (with
reference being made to operational and maintenance manuals) linked to a plant and office walk-
round with these same members of staff. Cross checks with the inventories of similar sites could also
usefully be performed.



mP17The completeness of the inventory should be kept under constant review to ensure that any date-
dependant systems identified elsewhere, or subsequently, are included, as appropriate, in the inventory.

mP18System aspects that the inventory needs to address include:
embedded systems - these devices have one or more microprocessors embedded within them for
the purposes of control or monitoring a plant item or machine (the software of these devicesis
often referred to as firmware' and employs areal-time clock - see ref 3 for specific treatment of

these devices);

computer systems and their software - applications programs, operating systems and device
driversthat use dates;

data and databases - where dates are stored along with other information;

communications/networks - where transmitted information is date stamped;

human/machine interface - devices used for inputting and outputting dates.
mP19Embedded systems are of particular concern because it is less obvious that equipment and plant
contain such devices. Examples of plant items and equipment which may contain embedded systems
are: cranes, circuit breakers and associated supply system protection equipment, smart instruments (gas
detectors, etc), smart valves, lifts and road transport vehicles. The inventory development process
should be such asto ensure that such systems are captured - this may require questioning of the
manufacturer or supplier.
mP20 Licensees systems important to safety, and their systems which support safety (such as
maintenance database systems and off-site systems), should be considered since degradation of any of
these systems may have direct safety impacts on the plants involved, especidly if there is a synergism
between more than one failed system. The systems to be considered include (but are not limited to):

computer-based safety systems;

safety system support systems;

control and monitoring systems,

activity-in-air systems,

dosimetry systems;

maintenance support systems,

fire dlarm systems;

building access/ security systems,

criticality detection and alarm systems;



communication systems,
emergency control centres;
maintenance databases & tracking systems.

mP21Prioritisation should be in terms of safety significance and required plant outages. Evidence
should be available which demonstrates that systems are being investigated and solutions found,
according to this prioritisation, so asto ensure that safety is being optimally secured prior to the critical
dates.

Investigation

mP22The licensee should have adequate procedures and guidance for controlling the investigation. The
guidance should describe how to identify systems with potential date dependency (see ref 4, Appendix
A(ii) for guidance), and how to test these systems for date-related problems (see ref 6 for guidance).
The guidance should show how the safety issues which might arise during testing should be addressed.

mP23During any investigation, plant safety must be paramount. Where on-line testing is envisaged,
plant investigations must be covered by the existing procedures (in line with Licence Condition LC22's
requirements). This may require safety submissiong/risk assessments to be reviewed by the Nuclear
Safety Committee. Additionally, the testing should be covered by an appropriate permissioning regime.
The potential for the system not to be able to recover from the test because of software and/or data
corruption should be investigated and recorded as part of the documented demonstration of a safe
testing regime. This should include consideration of the achievement of a safe plant state, or the ability
to implement a recovery programme, following atest.

mP24.For systemsimportant to safety, licensees have a duty to conduct their own investigations,
including testing. It is not considered sufficient in this respect to rely solely on a supplier's statement of
Y ear 2000 compliance (see ref 4, Appendix C).

mP25Where supporting use is made of suppliers compliance statements, there should be a clear
demonstration that these statements refer to the installed version of the software with the specific
hardware and software configuration of the system under investigation. The statements of millennium
compliance and other advice from manufacturers should be carefully reviewed.

mP26.During the investigation phase, an overarching principle should be one of prudence. The licensee
should assume that systems and process with date dependencies will fail. They should not use
probabilistic arguments to justify any lack of investigation.

mP27Proposed desk-top software audits, and system tests, should be adequate (see ref 3, Appendix E
for suggestions for date strings to be used in searches of source code; also seeref 7, Appendix A,
which provides a more general discussion). The configurations of any systems used for off-line testing
should be demonstrated to be sufficiently representative of the installed system so asto give a high
degree of confidence that the test results accurately mimic the behaviour of the installed system. The
coverage of any tests should be sufficient to detect any potentially adverse effects on the system's
functionality due to the system's date dependency.

mP28There should be evidence of a systemeatic approach to the investigation with justification for the
recorded outturn, i.e. why a solution is required, or alternatively, the reasons (e.g.. no computer
in system, no use of date, use of date causes no safety concerns). Decisions should be peer reviewed.



System Close-out

mP29 There should be procedures and guidance covering the full implementation of the close-out
activity, including that of providing a documented demonstration of safety in relation to the critical
date(s). Where achange is required (either because of a software modification or replacement of the
equipment), the site change control procedures should be used in the normal way (LC 22 arrangements
apply) - including appropriate re-testing of the system and its interfaces following the change. Of
particular importance is the maintenance of the plant's safety case. Hence, a comprehensive impact
analysis should be undertaken for any such changes to ensure that all interactions are addressed -
making one system safe may make another unsafe.

mP30The solutions proposed to close-out a concern should be fully documented and demonstrated to
be safe. For example: turning the clock back should be shown to be safe in the overall plant operating
context; in particular, the impact on date-related records/activities should be systematically investigated
and, where problems are identified, appropriate remedies implemented. Where a plant isto be restarted
following a pre-critical-date shutdown that startup must be shown to be safe.

mP31Any software tools used to detect date information in source code and/or implement corrections
must be demonstrated to be fit-for-purpose: and the solution offered must be subjected to al the site
change control procedures.

mP320perations which are not of a continuous nature may be shut down over the date-critical periods.
Operators of such plant have a duty to carefully review, and where necessary rectify, date-discontinuity
problems: taking no investigative/corrective action and assuming that shutting down over the critical
periods congtitutes an appropriate work-around should be regarded as unacceptable.

mP33Work-arounds should be demonstrated to be safe. This should include the human factors aspects
and their impact on the safety of other activities and work-arounds upon which the site depends for
continued operation. Actual and potential operators loading should be considered (as necessary) and
demonstrated to be manageable.

Contingency Plans

mP34Licensees should demonstrate that they have contingency plans appropriate to the consequences
of mgjor plant failure. These should recognise the possibility of widespread disruption of a licensees
own internal infrastructure caused by multiple failures in seemingly non-safety related systems, or the
possible disruption of the industrial infrastructure of the UK. Both of these events will place very high
demands on staff in licensees organisations, with indirect detriment to safety. There should be adequate
procedures and guidelines in place covering the production of contingency plans.

mP35Licensees should demonstrate that their staffing levels, and staff competencies and levels of
authority will be appropriate for the potential risk and consequences over each critical date associated
with the millennium change. 1n each case this should be reviewed and the proposed arrangements
shown to be adequate. Staff should be adequately trained in al the plant work-arounds (and changes)
prior to the critical dates to which they apply. Staff should also be advised to be aert to potential
system malfunction following each of the critical dates and should be aware of, and adequately trained
in, the actions that should be taken in the event of the failure of any system.

mP36Evidence should be provided that all necessary external supplies have been secured prior to each
critical date such that the need to re-order does not occur during the associated critical period. This



may include the licensees establishing that their suppliers of safety significant items have made the
appropriate securing provisions themselves.

MP37There should be confirmation by the licensees that there are no plans to perform non-essential
intrusive activities (such as re-fuelling) through the critical dates.

mP38Licensees should demonstrate that the emergency arrangements for the critical dates have been
reviewed which should include also the availability of the communication systems. In particular, both
on-site and off-site equipment involved in the emergency arrangements should be checked and
contingency plans laid. The review should include the need for specific manning of the licensee's
emergency facilities over the critical dates.
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ANNEX 2
Date-Related Problematical Systems

The examples given below have been supplied by British Energy and Magnox Electric, who
have asked that they be accompanied by the following text.

In common with many major companies across the world, the UK nuclear electricity
generators, British Energy and Magnox Electric, have been addressing the millennium issue
since 1996. The approach being taken isto ensure that safe and continued generation is
achieved. Inventories of all potentialy affected items have been drawn up for each station and
atop-down inspection of safety case documentation and site licence conditions has been
undertaken, to confirm that safety-related items are being reviewed. The NI, as the nuclear
regulator, is being kept fully informed of the approach and progress.

Inventories of important systems have been built up and have been assessed for safety and
business criticality, and prioritised accordingly. Systems assessed as "essential" or "business-
critical" are targeted to be fully investigated and fixed by December 1998, and all other
important systems by October 1999. Investigations will lead either to the conclusion that a
system is aready "millennium-compliant” or to adecisionto :

*apply remedial work to make it compliant;

*replace it by a compliant system;

*accept any non-compliance where suitable "work-arounds' can be engineered.
The problems identified with plant systems so far have affected the date displayed, printed or
recorded, the order of recorded data or have caused a system to fail to start-up or halt. Of a
large number of items investigated the following are examples of problems, which have either
been fixed of are in the process of being fixed through the normal modifications process.

In addition, significant work isin hand to address business and technical computer systems.

Data Processing Systems

The data processing systems are being assessed for problems associated with sensitive dates.
Types of problems found are:

*incorrect date-stamp on some entries in the alarm and event log, e.g. year set to 28 instead
of 00, 29 instead of 01,
*the rod-drop logger would not accept a date set beyond 1999, athough it did correctly
work through the date change to 2000;
*the punch history programme which prints out data after atrip can, if the year is set to
zero, follow a path which leads to an incorrect date being printed - this problem is being
investigated.
A problem was found with a distributed monitoring and control system which normally obtains
its date and time from aradio clock signal. Inthe event of the radio clock being unavailable,
the systems would not accept "00" or "2000" as avalid date. This could have led to the
system becoming degraded if parts of the system needed to be re-booted from cold. Under
these relatively uncommon circumstances, if the fault was not corrected, then the system



would have to work with the date set in the past with the potential for misinterpretation of
date stamping. This fault has been rectified.

Security Systems

The provided access control systems fail due to excessive error messages being generated on
transition to year 2000. Setting the date back or re-starting in 2000 is being investigated as a
contingency measure. The systems are being upgraded.

Emergency Plume Gamma Monitoring System

Historical trend information is presented correctly if all dataisin this millennium or al the data
isin the next millennium, but trends do not appear correctly if the data is spanning the
trangition.

Main Turbine and Main Boiler Feed Pump Governors

The version of the operating system used in this equipment has a problem which preventsiit
being re-started in Y ear 2000. Upgrades to address this problem are being progressed.

Fuel Flask Leak Detection

This equipment includes a calibration date and a check that it is within a yearly calibration
period. The comparison of current and calibration-due dates needs to address the transition
from 1999 to 2000 (99 to 00). The software was intended to deal with this, but causes an
illegal syntax error and halts the processor when it does this check on 1/1/1999.

Water Chemistry Control System

A water treatment plant control and chemical monitoring system has been found to work
incorrectly in the year 2000. Whilst not causing aloss of feed water to the boilers, it had the
potential to affect water quality resulting in the longer term in an increase in the number of
boiler tube failures.

Activity in Low Level Waste Drums

A system which monitors the activity of low level waste stored in drums will not operate after
31 December 1999 because its calibration routine is not able to handle the change from 1999
to 2000. In addition it does not recognise 29 February 2000. If this systemis not corrected it
will not pose a direct safety hazard but could result in delays in the despatching of solid low
level waste off the site.

Burst Can Detection System

A burst can detection system which monitors a reactor's primary cooling system for activity
falls to scan the several inputs located around the reactor. Although it is still able to detect a
leak of activity into the cooling system, and will indicate this to an operator who will trip the
reactor, the detection of this activity could be delayed, further worsening the incident.
Maintenance Scheduling Computer




A maintenance scheduling computer is year 2000 non-compliant and requires modification.
Whilst not affecting safety directly, problems with this system could mean maintenance was
not carried out at the correct time and that there was an increased burden on the maintenance
staff.

Emergency Indication

A Remote Emergency Indication Centre has a number of date related non-compliances which
need to be rectified. If thisisnot done the efficient handling of emergencies would be in
jeopardy.

Work Permit System

A system which is used to ensure the safety of personnel who are working on plant by
preparing safety documentation has needed to be replaced. Failure to have updated this
system would have resulted in a manual alternative having to be brought into use with the
additional burden on the operational/maintenance staff.



