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Pursuant to Article | of the Convention signed in Paris on 14th December 1960, and which came into force on
30th September 1961, the Organisation for Economic Co-operation and Development (OECD) shall promote policies
designed:

—  to achieve the highest sustainable economic growth and employment and a rising standard of living in Member
countries, while maintaining financial stability, and thus to contribute to the development of the world
economy;

—  to contribute to sound economic expansion in Member as well as non-member countries in the process of
economic development; and

- to contribute to the expansion of world trade on a multilateral. non-discriminatory basis in accordance with
international obligations.

The original Member countries of the OECD are Austria, Belgium, Canada, Denmark, France, Germany, Greece,
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Poland. The Commission of the European Communities takes part in the work of the Agency.

The primary objective of the NEA is to promote co-operation among the governments of its participating countries in
furthering the development of nuclear power as a safe, environmentally acceptable and economic energy source.

This is achieved by:

— encouraging harmonization of national regulatory policies and practices, with particular reference to the safety
of nuclear installations, protection of man against ionising radiation and preservation of the environment,
radioactive waste management, and nuclear third party liability and insurance;

- assessing the contribution of nuclear power to the overall energy supply by keeping under review the technical
and economic aspects of nuclear power growth and forecasting demand and supply for the different phases of
the nuclear fuel cycle;

- developing exchanges of scientific and technical information particularly through participation in common
services;

- setting up international research and development programmes and joint undertakings.

In these and related tasks, the NEA works in close collaboration with the International Atomic Energy Agency in
Vienna, with which it has concluded a Co-operation Agreement, asawelith other international organisations in the
nuclear field.
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COMMITTEE ON THE SAFETY OF NUCLEAR INSTALLATIONS

The Committee on the Safety of Nuclear Installations (CSNI) of the OECD Nuclear Energy Agency
(NEA) is an international committee made up of senior scientists and engineers. It was set up in 1973 to
develop, and co-ordinate the activities of the Nuclear Energy Agency concerning the technical aspects of
the design, construction and operation of nuclear installations insofar as they affect the safety of such
installations. The Committee's purpose is to foster international co-operation in nuclear safety among the
OECD Member countries.

The CSNI constitutes a forum for the exchange of technical information and for collaboration between
organisations which can contribute, from their respective backgrounds in research, development,
engineering or regulation, to these activities and to the definition of the programme of work. It also
reviews the state of knowledge on selected topics on nuclear safety technology and safety assessment,
including operating experience. It initiates and conducts programmes identified by these reviews and
assessments in order to overcome discrepancies, develop improvements and reach international consensus
on technical issues of common interest. It promotes the co-ordination of work in different Member
countries including the establishment of co-operative research projects and assists in the feedback of the
results to participating organisations. Full use is also made of traditional methods of co-operation, such as
information exchanges, establishment of working groups, and organisation of conferences and specialist
meetings.

The greater part of the CSNI's current programme is concerned with the technology of water reactors. The
principal areas covered are operating experience and the human factor, reactor coolant system behaviour,
various aspects of reactor component integrity, the phenomenology of radioactive releases in reactor
accidents and their confinement, containment performance, risk assessment, and severe accidents. The
Committee also studies the safety of the nuclear fuel cycle, conducts periodic surveys of the reactor safety
research programmes and operates an international mechanism for exchanging reports on safety related
nuclear power plant accidents.

In implementing its programme, the CSNI establishes co-operative mechanisms with NEA's Committee
on Nuclear Regulatory Activities (CNRA), responsible for the activities of the Agency concerning the
regulation, licensing and inspection of nuclear installations with regard to safety. It also cooperates with
NEA's Committee on Radiation Protection and Public Health and NEA's Radioactive Waste Management
Committee on matters of common interest.
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and do not necessarily represent those of the OECD.
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OECD Nuclear Energy Agency
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FOREWORD

The NEA Committee on the Safety of Nuclear Installations believes that an essential factor to achieving
their mandate is the continuing exchange and analysis of technical information. To facilitate this exchange
the Committee has established working groups. Principal Working Group No. 5 (PWG5) on Risk
Assessment was established in 1982. The mandate of this group states: “The group should deal with the
technology and methods for identifying contributors to risk and assessing their importance, and
appropriate exchanges of information on current research.” Along with this mandate the group has also
endeavoured to develop a common understanding of the different approaches taken in risk assessment.

Traditionally, the focus of the activities of PWG5 has been on the risks related to hardware. As a
recognition of the importance of human interactions and of the difficulties encountered in their treatment,
Task 94-1 on “Critical Operator Actions: Human Reliability Modelling and Data Issues” was initiated in
1994. The work carried out by the Task Force covers:

. A summary of research activities related to Human Reliability Analysis (HRA), presently
conducted in Member countries

. A review of currently used HRA techniques and their limitations

. A PSA-based survey of HRA practices and results

. An outline of emerging methods and prospective outlook for HRA

Apart from HRA modelling, particular attention has been given to data issues, to the identification of
factors driving the numerical results of HRAs, and to HRA-based design and procedures modifications.
The present task report includes information which will benefit utilities, regulators, researchers and
practitioners who have interest in applications of state-of-the-art HRA-techniques and in current
development trends.

The Task Force met several times during the execution of the task. S. Hirschberg, Paul Scherrer Institute
(Switzerland) served as task leader and co-edited the task report together with V. N. Dang, Paul Scherrer
Institute (Switzerland). The work represents the collective effort of the Task Force. Still, the editors would
like to express particular appreciation for the extensive contributions of B. Reer, O. Strater and J. Mertens
(Germany) who drafted Chapter 5 and Appendix A of the task report, and G. W. Parry (USA) who
provided summary papers on errors of commission, dependencies and the status of the ATHEANA
project.



NEA/CSNI/R(98)1

The Task Force members contributing to the report were:

P. Wilmart (Belgium) M. Hirano (Japan)

A. Grant (Canada) Y. Kani (Japan)

V. M. Raina (Canada) K. Muramatsu (Japan)

M. Patrik (Czech Republic) M. F. Versteeg (Netherlands)
P. C. Cacciabue (CEC JRC-Ispra) T. W. Kim (Korea, R. O. K.)
G. Cojazzi (CEC JRC-Ispra) J. Calvo (Spain)

L. Reiman (Finland) B. Gil (Spain)

R. Virolainen (Finland) V. N. Dang (Switzerland)

J. - M. Lanore (France) S. Hirschberg (Switzerland)
S. Poidevin (France) P. Meyer (Switzerland)

P. M. Herttrich (Germany) U. Schmocker (Switzerland)
J. Mertens (Germany) R

B. Reer (Germany) B

O. Strater (Germany) C

. Andrews (UK)
. Coxson (UK)
. H. Shepherd (UK)

A. Bareith (Hungary) J. A. Murphy (USA)

E. Hollé (Hungary) G. W. Parry (USA)

E. Traini (Italy) A. Ramey-Smith (USA)
M. Fukuda (Japan) N. O. Siu (USA)



NEA/CSNI/R(98)1

TABLE OF CONTENTS

L@ R YT @ ] 5 4
I N 15 1O L I L 11
2. TASK OBJECTIVES AND SCOPKE ..o it e e e e e et e e e et e e e et e e e e aaa e 12
A ® o)1= Tex 1)V o) I T TP P PP PRPPP 12
2.2 PArtiCIPAtING COUNTIIES. ...eieiiitiiieee ettt ettt e ettt e e e ettt e e e o e bttt et e e e ok bbb et e e e 4 aab b b e et e e s o s bbbt et e e s anbbbaeeeessnnnbneeeess 12
RS B Y ST ) S LT Ted (o] £ PP PRTPPI 13
3. RELEVANT RESEARCH AND DEVELOPMENT WORK BY COUNTRY ....coovviiiiiiiiiiiieeeeeie e, 14
G 700 = 71 o 1 oo USRS 14
I 02 1 o - To [- TP PPPPTTPPPP 16
G TG TR @2l [ = 11 ] ] Lo 17
I T o] F= T o Lo TP PP PPPPUPPPPTRRPR 17
IRl o = 1 o] TP PP PP TP PPRRPPP 18
G I G 1T 1 g F=T 0 )Y PSSP 19
G TR A 01 o = Y RPN 20
RS 1 7= TP PP PPPPPPPTPUPN 21
IS I F-T o - o LT TP TP PPPPPRPPPPPRPRIN 22
T K0 I ] == T (O 11 - TR PRSP 24
700 I R I T VL= g 1T = U T LU PP T TP UPPPPPPP 25
BT 1L 4= ¢ F= o Lo [P O O PP PUPPPPPTRPPR 26
T RS a1 (=T I QT o o [o] o KU PO PPPPPPPRPUPTPPT 27
T B a1 (=T B S] = L =1 TP PPUPPPUPTPP 28
3.15 EUIOPEAN COMIMISSION ...ttt ittt et e e e e e e e e e e e e e e e e abbab bbb bt ettt e et e e e eeaaeeeaaassaa e aaanbbebbe s s et eeeeeeaaaaaaesaesassaaaannnsnnnnnes 29
4. DATA NEEDS AND SOURCES FOR HRA ..ottt e et e e e e e e e e e e enean 30
4.1 PSA-oriented Classification of HUMaN INtEractioNS ..........cooeeiiiiiiiii e ee e 30
4.2 Data Needs in View of MOAElING EXPEIIENCES ........uuuuuiiiiiiiiiiiiieeieeee e e e e e e e e e s eee sttt e eeeeeeaaeaeeeeeessassaaannnsnnsnnnes 30
4.3 Sources of Data for Estimating Probabilities ............coiiieiee e 31
O O g F=T o] (=] g a{= (= =] (ot ST PP PRPPPPPPPPRPRN 34
5. CURRENTLY USED APPROACHES AND THEIR LIMITATIONS......ccoiii e 35
5.1 Introduction to human reliability analysis (HRA) in technical SYStems .............vviiiiiiiiii i, 35
5.2 Classification of human actionNS AN ©ITOIS .........coooiiiiiiiii et e e et e e e e e e e e e e e s e e s e s aaanaes 36
5.3 Basic procedure in human reliability @NalYSIS ........iiiiiiii i e e e a e e e aaaan 47
5.4 Identification Of SAfety-relEVANT EITOIS..........uiiiiiii i e e e e e e e e et e e e et s e s e eeaeaeeeananes 53
5.5 Methods for quantitative human reliability analysisS (HRA) ......uuuuiiiiii e e e e e e eaaans 58
5.6 The standard Method: THERP ........u ettt e e et e e e e e e e e e e e e e s aaaaananaes 63
5.7 New developments with emphasis on time-reliability correlations in accident diagnosis...........ccccccccvceeeieeeeennn. 72
5.9 Requirements for a method for human reliability aSSESSMENt .........cciiiiiiiiii e 87
LT (0 @7 o] o Tod (1] o] o - S TP PUUUTPPPPPUPTI 92
5.11 Chapter REEIENCES ... ..ttt ettt e e e e e e e e e e e o e s o e oo hbab bbb b e et e e e et e et aaaaeaaeaeaseeaasaaannnnrrae 92



NEA/CSNI/R(98)1

6. RESULTS OF HRA SURVEY ..ottt ettt ettt e e e et e e e e et e e e e et e e e e aaa s e e e eaanaeeenes 104
00 I =TT Y= PSP 104
6.2 OVEIVIEW Of SUINVEY RESPONSES ...ceviiiiiiiiii i et e e e e e e e e et e e e e e e e e eeeeeeae e et sseeeeeaaeeeeesststannaaeaaaees 105
SRR O g1 [or= @] oT=T =1 (o] g Yl 1[0 o SRR 108
6.4 Detailed TrEaIMIENTS ... ittt e oo oo oottt ettt e e et e e e e e e e e e e e aa e e a e abbb bbb s bb e s et e e e e e e eeaeeeeeaeeaaeaanaaan 110
6.5 CommeNts 0N “OWN" METNOAS ... et e e e e e ee e e e e e aaaaeeeas 123
6.6 HRA-based Improvements of Design and ProCeUUIES..........cccoiiiiiiiiiiiiie e e 135
6.7 CONCIUSIONS fTOM thE SUNVEY .....ceeeeiiiiii et e et e e e e e e e e e e et e e e ae e et et e eeeaaaeeeesestetnnn e eaeeas 139
R O =T o) (= g LY (=] (=T [0 =PRSS 141

7. SPECIAL TOPICS IN HRA L.t e e et e e et e e e et e e e et e e e e ata e e eeata e eeesnnaaaenns 142
7.1 Modeling Errors of COMMISSION ....coiiuiiiiiiiiiiiiiii ettt e e e e e et et e e e e e s bbb et e e e s e st e e e e e e e annbeeas 142
EA Y oo (=] [T qTo l B =T oT=T g o [=T g ot =2 PP RTTPPPPI 153
7.3 MOEIING RECOVEIIES ...ceiiiiiiietiee ettt ettt e e oottt e e e 4k bbbttt e e oo bbb bt e e e e e aabb e e et e e s anbbbe e e e e s annbbneeee s 156
7.4 HRA in the Context of EXternal EVENES ANAIYSIS .........uuiiiiiiiiiiiiii ettt 158
7.5 HRA in PSAs for Low Power and Shutdown ConditiONS............coociiiiiiiiiiiiiiiieeree e eeee e 160
7.6 Consideration of Organisation and Management FACIOIS ...........uiiiiiiiiiiiiee et 161
7.7 Transferability of SIMUIALOr-BASEU DALA ..........uuviiiiiiiiiiiii et e s e e e e e eneee 164
7.8 Chapter REFEIENCES ... ...ttt e e e et e e e e o bbbt e e e e e aa bbbt e e e e e e bbb e e e e e e e aabbaeeeeeeannbbeeas 167

8. CURRENT DEVELOPMENT TENDENCIES ..... oot e e e e e e e e 170
S 700 R Lo o o 18 ox 1 o] o FURU TP T TR TR TOTOPOPPPPRPP 170
8.2 Summary of Issues and RESEAICH TIENAS .........ouuiiiiiiiiii e e e e e e e e e e e e e e et e e e aaeees 170
8.3 Recently Developed and Emerging MethOdS...........oovviiiiiiiiiiiii s e e e e e e e e e e 179
8.4 Prospective OULIOOK FOI HRA ... oottt e e e e e e e e e e et et e ettt s e e e e e aeeeeeaeaeetnnn e e eaeeas 184
8.5 ChaPLEr FEFEIENCES ...t ettt et ettt ettt e e e e e eeeeeeee e te e e et seaeeeaeeeeeeessetsanansaeeeeaeeeeenennns 188

9. CONCLUSIONS AND RECOMMENDATIONS .....ooii ettt e e e e et e e 191

APPENDIX A. DESCRIPTION OF HRA METHODS ...t e eees 195
A.2 Brief DescCription Of EDFS PHRA ........ii ittt ettt e s e e e e e e e e e e et e et a e s e e e e e eaeeeeaeatnra e s eeaeas 203
A.3 Brief DescCription Of HCR ... et r e e e e e e e e et e e e aa s e st s e e e e eaeaeeeeeesseennanas 207
A.4 Brief Description Of HCR/ORE ..........oiiiii ittt e e e e e e e e et e et s e s e e e e e e e eeaeaesbaaa e e eeaeas 210
NS T I PSPPSR 215
F N | Y = PP PPRPRRRR 216
N N I N O PSP 216

APPENDIX B. TASK 94-1 SURVEY QUESTIONNAIRE ...t e et 218

APPENDIX C. QUESTIONNAIRE ON DETAILED TREATMENTS.....coii e, 221

APPENDIX D. IMPORTANT ACTIONS (TABLES) .....cuuuttiiiiiiiiiiiiiieiieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeseeeasseseeees 223
D.1 Important Actions for BWRS (DY PSA) ..ottt bbb e e e 223
D.2 Important ACtions for PWRS (DY PSA) .....eiiiiaiiiiiiiiie ittt ettt e e e sttt e e e e s sbbaeeeeeeaae 227

APPENDIX E. THE ATHEANA METHODOLOGY: EXTENDED SUMMARY .....cccooiviiiiiiiiiiiieeeeeee, 237
[ T a1 ol U o4 i o] o OO PPPPUPPTPPTPUR 237
II. Overview of the ATHEANA METNOM. ........uuiiiiiiiiiiiii ettt e e e e e eeee e 237
L I TR AN I | N AN o] {0 Lo =T P 239
Y S TU ] 0] g T 2 PSPPSR 245
AV 2 CC1 (=T =] g T PP O TP PPPPPPPPPPPP 245

APPENDIX F. CONTAINED IN A SEPARATE VOLUME



NEA/CSNI/R(98)1

TABLES and FIGURES

Table 2-1. Countries contributing t0 TASK 94-L.........oovuiiiiiiiiiiiiiiiiiii e e e e e e e e e e aaaaeas 13
Table 3-1.  Status Of BIgIAN PSAS.... ..ot e e e e e e e st r e e e e e e e aaan 14
Figure 4-1. Human Reliability ASSESSMENT AAtaA..............ooiiiiiiiiiiii e e e e e e e e e e e e e e e e e e e e e eeeeeaaenns 32
Figure 5-1. Interdisciplinary procedure in predictive human reliability analysis...........ccccccceeeniiiiiiininnee. 35
Table 5-1. Human activities prior to and after commissioning a plant ............ccccooeveieieiiiiieeeeeeeeeeee, 36
Table 5-2. PRA-relevant results of human activitieS.........cccoeiiieiiiiiiiii e 36
Table 5-3. Errors covered by human reliability analysis (HRA), broken down according to

plant state and degradation Of Plant SATELY ...........coiiiiiiiiiiiiii e 38
Table 5-4. Examples of latent errors caused by the operating personnel ...............coooiiiiiiiiiceeneeeenn. 38
Table 5.5. Examples of accident-initiating (active) errors of the operating personnel...............ccccoennne 38
Figure 5-2. Percentages of different types of human errors for 51 events in nuclear power

PIANtS [GREIMMEAN 85] ... it e e e e e e s et r e e e e e e e e e aanes 39
Table 5-6. Examples of unrequired operator actions from operational experience with nuclear

0000V gl o] = g1 40
Table 5-7. Important operator actions included in the DRS-B accident sequence diagrams

(event trees) and quantified (after [DRS-B], Section 5.2)..........ccccceeeeeiiiii 40

Table 5-8. Categories of incorrect human outputs. “Any of these incorrect human outputs
may be the result of other human errors: an error of interpretation of a pattern of signals,
a misreading of a display, a misprint in an emergency operating procedure, etc.
In an HRA, the incorrect human outputs and human errors leading to these incorrect

outputs must be analysed “ ([Swain 83], PAGE 2-16)......cccoviiiiriiimieiiieee e 43
Table 5-9. Error types included in human reliability analySiS.........cccooeveiiiiiiiiiiiiees 44
Table 5-10. Coherence of cognitive level and situational factors and involved error types ...........c.cc........ 46

Table 5-11. Main headings of categories for information deficiencies as causes for human errors.
Translated from [Hacker 86] (page 435). The categories C.1, C.2 and C.4 are specified
by eight sub-categories, see [Hacker 86], Section 10.2 for details. ..............ceeeeeeeeiiiniinnnnnne, 47
Table 5-12. Rough classification of steps recommended for human reliability analysis in
the PRA Guide [PRA-PG]. The steps are to apply to each “human-related event”

identified by the fault tre@ @nalYSt. ..........oooi i 48
Figure 5-3. A framework to collect human reliability data for various HRA methods. .........ccccoeeveeiinnn.n. 52
Table 5-13. Nine questions 0N data fOr HRA.........ooo e e s 53
Figure 5-4. Deductive procedure for the identification of operator errors contributing to

SYSTEM FAIIUIES ...ttt e e e e e e e e e e e e e r e e e e s 53

Figure 5-5. Survey of factors influencing individual behaviour (translated from [Grote 93], page 6) ...... 55
Figure 5-6. Simplified model for the incorporation of human components into a man-machine

system From [Swain 83] (page 4-10), slightly simplified...........cccooeeeiiiiiiiii e, 56
Figure 5-7. Simulation of human intention formation using CES [Woo0ds 88]............cccccviiiiiiiiieiiiiiiins 57
Table 5-14. Methods for human reliability quantification and excerpts from their evaluations................. 59
Table 5-15. Significant methods for human reliability quantification. .............ccccoiiiiiiiiiiiiiiii s 61
Table 5-16. Classification of the considered methods into decompositional and holistic methods............ 61
Table 5-17. Classification of the considered methods according to their data scale.................ccccvvivvineen. 62
Table 5-18. Classification of the considered methods according to their key parameters. ............ccccvvvveeee 63
Table 5-19. Hypothetical example concerning the dependence of the scope of diagnosis on

= Lotod [0 [T a1 AT oA =T PRSP 68



NEA/CSNI/R(98)1

Table 5-20.

Table 5.21.

Table 5-22.

Table 5-23.

Table 5-24.
Table 5-25.
Table 5-26.
Table 6-1.
Table 6-2.
Table 6-3.
Table 6-4.
Table 6-5.
Table 6-6.
Table 6-7.
Table 6-8.
Table 6-9.
Table 6-10.
Table 6-11.
Table 6-12.
Figure 8-1.
Table 8-1.
Figure 8-2.
Table 8-2.
Table 9-1.
Figure A-1.

Table A-1.
Table A-2.
Table A-3.
Table A-4.
Table A-5.
Table A-6.
Table A-7.
Figure A-2.

Table A-8.

Comparative evaluation of HRA methods according to percentiles of the time

required for the diagnosis of an abnormal event. The HCR/ORE percentiles are
based on imprecise readings from ([Moieni 94], Figure 6), the response types

are defined iN Table A-O. ... e e et e e e e e e et 79
Example calculation for the sensitivity of a SLIM result when changing the
AVAIIADIE TIMIB. ..t e e e e e et e e e 81

The linear dependence of the logarithmic success probability (log (q)) is not

equivalent to the linear dependence of the logarithmic error probability (log (p));

(Based on [KOSMOWSKI 94D]) .....cooeiiieieeeieee e 81
The linear dependence of the logarithmized error chance ratio is equivalent to

the linear dependence of the logarithmized odds ratio...........ccoooe e 82
Quantitative comparison of HEART and SLIM...........cuuiiiiiiiiiiiiiieeeeeee e 85
Quantitative comparison between INTENT and SLIM...........oouiiiiiiiiiiiiiiiiiiee e 86
Summary of the catalogue of reqUIrEMENLES. .......cccooiiiiiiii i 91
Survey responses listing country and PSA StUAY. ......cooeeviiiiiiiiiiiiiieiiiiieiiiiiiieeeiieeeeeeeees 106
PSA studies (abbreviations). .......coccoiiiii i 106
Some characteristics of surveyed PSAS and HRAS. ..o 107
Important actions in common (BWR). .....cooooiii i 109
Important actions in coOmMmMON (PWR). ....ooiiiiiiiii e 110
Treatment of “manual depressurization” in the BWR PSAS surveyed. ............ccccevvvvvvvivvnnnnns 114
Treatment of “SLIC Actuation” in the BWR PSAS SUIVEYed. ...........ooocciviiiiiiiiieeeeeniiieee 115
Treatment of “feed and bleed” in the PWR PSAs surveyed. (p. 1 0f 2) ..ovvvvivveiiiiiiiiiieeinnn, 119
Treatment of “feed and bleed” in the PWR PSAs surveyed. (p. 2 0f 2) ...cvviviiieieieeeiiiiie 120
Treatment of “Alignment for Recirculation” in the PWR PSAs surveyed. ........................... 121
Treatment of “Loss of RHR” in the PWR PSAS SUIVEYEd...........c.eeeeviiiieiiiiiiiiieeeeeee e 122
HRA-based Improvements Summarised (listed by PSA study code). .........ccccevvvvviiviiininnnnns 136
Principal lines of research iN HRA ..o 173
Uses of data from plant simulators and from operational events..............cccccoooviviivvieeiviiinnnnn, 175
Tree representation of decision errors and their CONSEQUENCES. ...........oovvvviiiiiiiieeeeeeeeeieens 178
Dynamic operator-plant models for HRA-related applications .........ccccccceeeeeeiiiieeeenniinnn, 186
Areas of research related to human performance listed by COUNtry...........ccccoooiiiiiiiiiiinnnennn. 191
THERP event tree modelling for the failure of the task of changing from feed to

circulation mode as soon as the alarm warns of an excessively low water level in the

refuelling water storage tank (RWST) during a large loss-of-coolant accident..................... 196
Important operator errors contained in the THERP database..............cccccccciiiiiiiiiiiine 198
Sources of Swain's handbook error probabilities .............ccccoo 198
Time-dependent parameters of diagnosis failure probability..............ccccceeiiiiiiiiiiiiiiiieen. 200
Guidelines for assessing the time dependence of diagnosis failure probability..................... 200
THERP guidelines for assessing the level of dependence between two tasks or

acting persons (after [Swain 83], Chapters 10 and 18). .........c.uvvvvirrvviriiiiiiiiriiiiininn.—.. 201
THERP assumptions on personnel available to cope with an accident and existing

levels of dependence (after [Swain 83], Table 20-4). ........uuuuuiuiiiiiiiiiiiieiccee e, 202
Variability causes to be covered by the uncertainty factors in Swain's handbook.

From [Swain 83] (PAGES 7-9 10 7-10)]...uuuuuiiiiiiieei e e 203
Time-dependent curves of diagnosis failure probability recommended in EdF's

PHRA [EPS 900] (PAJE 80)...ccciiiiieeeiiiiiiieeeiitiiee e e seitteeeesstaeaaesssseeaesasnsaaaeeasnnaeeeesannsaneeesnnsneeas 205

Some typical values of the probability pr(T>t|a) that the action is not performed
within t on condition that the action is performed at all (derived from [Mosneron 90]
(Figure A-2). In selecting the curve, the complexity of the situation and the availability of



NEA/CSNI/R(98)1

experimental results must be taken into consideration [EPS 1300] (page 112)..................... 205

Figure A-3. Dependence of the error probabililty p on the quotient of available rime (t) and
required average time (T0.5) as quantifiedd in the HRC model [Hannaman 84]

for the performanCe Of @ tASK..........uuuuiiccce e 208
Figure A-4. Expanded operator action tree [Hannaman 85] for the incorporation of the HCR

model. The HCR model itself (Figure A-3) serves to estimate P(A3)........cccccvvevvvveivivininnnnnn. 210
Figure A-5. Generalised event tree for modelling procedure-driven operator actions in an

accident ([MoIeni 94], Fig. 4)..ccoo oo 211
Figure A-6. Decision tree for determining the probabilifygpthat a diagnostic logic in

a procedure is misinterpreted ([Moieni 94], FIQUIE 7) .....coouiiiiiiiiiiiiieeeeeeee e 212

Table A-9. Standard deviatioo) of the logarithmic diagnosis time (1n (t)) as a function
of response and reactor type. After [Moieni 94] (Figures 3 and 6). Except for PWR
response type 3, the curves are plotted together with their uncertainty bounds. ................... 214

10



NEA/CSNI/R(98)1

1. INTRODUCTION

The treatment of human interactions is considered one of the major limitations in the context of
Probabilistic Safety Assessment (PSA).While the results of many PSAs show a very significant
contribution of human errors, large uncertainties are normally associated with the quantitative estimates of
these contributors. This problem becomes even more significant when analysing human interactions under
special conditions, for example in accident scenarios for external events or for the shutdown and low
power conditions. Any improvement in the current state of knowledge with respect to the data for human
interactions would have a positive impact on the confidence in PSA results, including correct ranking of
the dominant accident scenarios. At the same time many PSAs have been successful at identifying critical
operator actions; in most cases the benefits of these qualitative insights are not jeopardised by lack of
numerical precision in the estimates.

The present HRA approaches as generally applied in PSAs are also limited in scope; for instance, they
either ignore errors of commissions or treat these superficially. New, dynamic methods, primarily aiming
at the resolution of the issues of cognitive errors including errors of commission are emerging but their
full-scope applications within the PSA framework belong to the future.

In the context of data, some progress has been observed partially due to use of simulators to support the
human reliability analysis (HRA). These applications have been rather concentrated (but not limited) to
France and USA. Recently, a very promising program has been established in Hungary. The experiences
from such applications are not widely known and dissemination of the relevant insights to the PSA
community has some definite merits.

With respect to the identification of critical operator actions there is in some cases clear evidence and in
others a good potential that the existing PSA studies may provide useful, partially generic information.
The same may apply to the experiences made in the context of design and procedures improvements,
based on or related to HRA.

As a recognition of the importance of human interactions and of the need to exchange experiences from
their treatment, Task 94-1 was initiated within PWG5 in 1994,

The present report summarises the results of the work carried out by the group of experts. In Chapter 2 the
specific task objectives are stated and the scope is defined. Chapter 3 contains the descriptions of the
current HRA activities, including both industrial applications and research projects, in the countries
participating in the task. In Chapter 4 data needs and sources for HRA are outlined and in Chapter 5
currently used analysis approaches and their limitations are discussed. Results of the HRA survey, carried
out as a major part of this task, are presented in Chapter 6. Chapter 7 deals with a number of special topics
in HRA, considered as particularly complex and/or difficult due to the scarceness of data. Current
development tendencies are addressed with considerable detail in Chapter 8, followed by conclusions and
recommendations (Chapter 9). Comprehensive references are provided at the end of each chapter. Finally,
Appendices B, C, D, and F contain detailed information related to the HRA survey.
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2. TASK OBJECTIVES AND SCOPE

2.1 Objective of Task

The focus of the task is on dynamic operator actions, which represent the most serious modeling challenge
due to the scarcity of data. According to most PSAs, among the different categories of human interactions,
they normally also have the highest safety significance. Interactions that occur prior to the initiating event
or that lead to a plant transient are not ignored within this task but have a lower priority. Moreover, the
emphasis is on the actions related to accident prevention (operator actions taken in response to initiating
events); accident mitigation (accident management actions) may be included in the future but will
probably be considered for a subsequent task after the completion of the present one.

The specific objectives are:

1. Based on a number of available PSAs, to identify critical operator actions during accident
conditions, with particular emphasis on interactions of potentially generic interest.

2. To survey the probabilities assigned to selected interactions and the approaches used for
generating these data.

3. To consider the potential for improvements of the current modeling and data situation
through wider use of already established approaches as well as novel approaches.

4. To identify examples of major modifications in procedures and design resulting from PSA
findings that relate to operator actions.

In order to meet these objectives the activity was divided into two parts, i.e. a survey of PSA-identified
critical operator actions and a state-of-the-art review including development trends and needs.

2.2 Participating Countries

Table 2-1 lists the countries contributing to Task 94-1. In addition, the European Commission
participated in the task and provided contributions through the Joint Research Centre ISPRA. The
organisations involved in the work included authorities, vendors, utilities and research institutes.
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Table 2-1. Countries contributing to Task 94-1.

Belgium
Canada
Czech Republic
Finland
France
Germany
Hungary
Italy
Japan
Korea (R.O.K.)
Netherlands
Spain
Switzerland
United Kingdom
United States

2.3 Types of Reactors

In addition to PSAs for Boiling Water Reactors (BWRs) and Pressurised Water Reactors (PWRs), PSAs
for advanced reactor designs and heavy water reactors are also included in the survey responses. While
the discussions of the methodology used for the PSAs for these reactor types are encompassed within the
scope of this report, the comparative discussion of results, e.g. actions identified as important contributors,
is limited to the light water reactor types.
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3. RELEVANT RESEARCH AND DEVELOPMENT WORK BY COUNTRY

This chapter presents summaries of the status of HRA and of current HRA-related research prepared by
each participating country (organisation).

3.1 Belgium

3.1.1 General context

In Belgium, each nuclear power unit must be re-examined after ten years of operation from the viewpoint
of safety. The objective of this compulsory review is to compare the actual safety level of the unit with the
safety level which would result from the application of the rules existing at the time of review.

In this context, it was deemed desirable to perform probabilistic type of safety assessment to support
decision in 10-year plant backfitting process.

The following table summarises general information on the status of Belgian PSAs.

Table 3-1. Status of Belgian PSAs

Unit Type - Vendor - No. of | Start to Output Current PSA Status Level 2
loops - Redundancy | operate Power Analysis Review scope

Doel 1 PWR/Twin-W-2-2| 1974 412 MW Completed Started guant. CAM
Doel 2 PWR/Twin-W-2-2 | 1975 412 MW
Doel 3 PWR-FRA-3-3 1982 1020 MW | Completed Completed qual. CFM
Doel 4 PWR-W-3-3 1985 1056 MW | Started - none
Tihange 1| PWR-W-3-3 1975 976 MW Completed Started quant. CFM
Tihange 2| PWR-FRA-3-3 1982 970 MW Completed Completed qual. CFM
Tihange 3| PWR-W-3-3 1985 1065 MW|  Started -

* -

progression modelling on dominant level 1 sequences;
“quant. CFM” means that a quantitative (probabilistic) analysis is carried out.

3.1.2

HRA Activities

In these PSAs, the human reliability analysis has been widely investigated.

“qual. CFM” means that only a qualitative containment failure mode analysis is carried out, i.e., accident

Accident initiating errors are supposed to be taken into account in the probability of initiating events.
Therefore, no detailed HRA has been performed to quantify this type of error.

Three types of pre-accidental activity may lead to human errors:
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— component maintenance;
— periodical tests;
— locking of status changes.

Test and maintenance procedures have been analysed in order to identify the errors which contribute to
reducing the availability of the system concerned by test or maintenance.

The probabilities relating to the various recovery factors are based on the values proposed by the NUREG
CR-4772 : Accident Sequence Evaluation Program (ASEP) human reliability analysis procedure, Swain.

The method for post-accidental human actions is based on the THERP methodology, amended by French
specific data.

Post-accidental HRA mainly consists of analysis of accidental procedures.

Errors of omission and commission and recovery actions have been performed for power states and for
low power and shutdown operation modes.

HRA has led to several procedural improvements, specially in reactor shutdown states.
3.1.3 MMI Activities

For many years, Belgium Nuclear Industry has invested in high level process supervision systems aiming
at helping operators deal with the large amount of information available in the control room.

Recently, a new generation of process supervision systems, called DIMOS (Dlstributed MOnitoring
System) has been developed by TRACTEBEL and installed in units 1, 2, 3 and 4 of the Doel plant
between 1991 and 1996.

The objectives of DIMOS is to handle the raw information available within the plant in order to help the
operators monitor its operation. Great focus has been put on the ergonomics aspects of the design. The
Man-Machine Interface enables optimal visualisation of the right information in the right place. It is
therefore distributed throughout the user's work areas (control room, technical support centre, chemistry
laboratory, ...). The connection capability of DIMOS with the other computerised operator support
systems available in the plant is reached thanks to an open architecture. DIMOS is also a configurable
system which allows its customisation for a specific installation and its modification during the plant
lifetime. The future trends in the field of operator support functionalities are directed towards alarm
reduction and automatic sequence supervision.

On the other hand, developments in the area of Artificial Intelligence technologies have been carried out.
Research work is in progress in the field of early warning of plant malfunctions using Artificial Neural
Networks. In the framework of the HALDEN Project, a knowledge-based prototype system, tested on
training simulator, is being developed aiming at helping operators deal with emergencies.
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3.2 Canada

In Canada, the development of models for the quantification of operator error has evolved from the very
simple models used in the early probabilistic studies of CANDU designs called the Safety Design

Matrices (SDMs) to more elaborate ones developed for Ontario Hydro's risk assessments and AECL's
PSA studies of research reactors.

The human reliability model used in the SDMs was a three-stepped time-based model in which the
probability of a post-accident human error was taken to be 1 if available time was less than 15 minutes,
0.01 if between 15 and 30 minutes, and .001 if greater than 30 minutes. These early studies did not dwell
much on pre-accident human errors, mainly on the expectation that they could be considered adequately
included in equipment failure data.

A detailed human interaction taxonomy was developed during the conduct of the Darlington Probabilistic
Safety Evaluation (DPSE) in the early 1980s to characterise the various types of human interactions. As
well, quantification models were developed to obtain preliminary, or screening, estimates of both pre- and
post- initiating event human error probabilities. The pre-initiating event models took into account the
location where the error was postulated to occur (e.g., whether in the main control room, or field areas),
the nature of the indications available to advise the operator of the occurrence of the error, and the
likelihood of error recovery by either inspection of control room panels, field walkarounds, or periodic
tests. Post-initiating event models considered the available time for action, indications received, and level
of familiarity with the task. Basic HEPs were derived using the THERP methodology and data provided
in the Human Reliability Handbook by Swain and Guttmann.

The DPSE methodology also comprised expert judgement elicitation and its incorporation into the final
guantification of human error events determined to be the most critical by the application of the
preliminary models. A paired comparison exercise was conducted involving a group of plant operators,
in which they considered all possible randomly-ordered pairs of a selected number of human errors, and
provided their judgement as to which event of each pair was more probable. Analysis of the paired
comparisons gave a scaled relative likelihood measure, which was converted to an absolute probability
scale by providing separately modelled values, based on THERP, for the events at the two extremes.

Ontario Hydro's subsequent PSAs, such as the Pickering A Risk Assessment, the Bruce B risk assessment,
and the Bruce A risk assessment have generally followed the DPSE methodology. However,
improvements have been made in the application of the preliminary models by simplifying the models,
making them plant-specific (e.g., accounting for electromechanical indicators vs. indicating lamps), and
automating the quantification and report-generation process.

AECL's Chalk River Laboratories developed in 1995 a human error probability quantification method for
use in PSA studies of the NRU research reactor upgrades. Among its attributes were explicit
consideration of performance shaping factors such as task unfamiliarity, design mismatch leading to
misleading or ambiguous representation on control panels of plant conditions, lack of job aids such as
schematics and checklists, poor feedback from actions, poor procedures, lack of checking, and
information overload. It also incorporated a procedure for accounting for dependencies between human
error events. The values of basic HEPs were determined based on a review of the various models
described in the literature such as SHARP, HEART and THERP.
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3.3. Czech Republic

In Czech Republic, the methods of probabilistic safety assessment were used to analyse the operational
risk of the following subjects:

— nuclear power plant Dukovany (PWR reactor of WWER-440 type, four units, operated since
1985, PSA Level-1 opened in 1989 and finished in 1995, shutdown PSA opened in 1996)

- nuclear power plant Temelin (PWR reactor of WWER-1000 type, two units, under
construction, operation planned to start in 1998, PSA Level-2 started in 1993 and finished in
1995)

— research reactor LWR-15 in Nuclear Research Institute Rez (reactor of nominal power of
10MW, operated since 1959, PSA project opened in 1995 and finished in 1996)

— chemical plant Spolana Neratovice (analysis of the most important risk contributors -
production of polyvinyl-chlorid, analysis opened in 1995 and finished in 1996).

All the above mentioned projects were carried out by the specialists from Nuclear Research Institute Rez
(the Temelin PSA in co-operation with NUS Halliburton and EGP Prague). In all cases, human reliability
analysis was carried out in detail and human factor has been found to be one of the most important
contributors to the risk of operation of the given technological unit.

Section 6.5.2 describes the methods used in the Dukovany and Temelin PSAs and discusses the
experiences with the methods.

In the case of PSAs for research reactor and chemical plants, the spectrum of human interventions
important from point of view of risk has been much more variable and has not been limited by procedure-
driven actions performed from control room. In those cases, a broad spectrum of methods of
guantification was used to address the different types of potential human failures (THERP, ASEP,
HEART).

In the very next future, human reliability analyses in the frame of shutdown PSA for NPP Dukovany will
be carried out using the similar methods as for the nominal power PSA (adjusted, if necessary). The
possibility of using the results of simulator exercises to refine the probabilities of human failures obtained
by means of above mentioned general methods in frame of NPP Dukovany PSA is being studied. Based
on the current status of knowledge, this idea seems to be very promising and a new project is planned to
be opened in 1997.

34 Finland

In 1984 the Finnish regulatory body (STUK) required the utilities to make plant-specific PSA studies for
each plant. Results of Level-1 studies were submitted for regulatory review in June 1989. PSA for low
power and shutdown operation modes is completed for the TVO plant and is underway for the Loviisa
plant. In connection with these studies, advancements and plant specific modifications have been made to
some state-of-the-art techniques in human reliability analysis (HRA).

In the PSA of the TVO plant a team work technique, where principles of HAZOP were modified, was
used to identify potential maintenance and testing errors. The identified errors were quantified with
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support of the Handbook data and the MSF model. In the analysis of operator errors, probabilities were
assigned using the HCR model.

In the PSA of Loviisa plant, the pre-accident errors were quantified using a shortened version of the
THERP procedure. The probability of repeating an error was quantified using an approach that was
modified from the Handbook method.

As concerns the post-accident errors of the operators, the slow diagnosis and misdiagnosis probabilities
were assigned separately in the Loviisa plant. The slow diagnosis probability was evaluated using plant-
specific time reliability curves which were based on simulator experiments and expert judgement. The
probability of misdiagnosis was estimated using an asymmetric confusion matrix.

In connection with the reviews of the Level-1 PSAs, STUK has made some own analyses. In these
analyses SLIM, a modified HCR model and a model based on plant specific time reliability curves (TRC-
Sl-model) were used to analyse operator errors. A Paired Comparisons exercise was conducted to assess
human errors and their dependence in test and maintenance activities. The methods used by STUK were
described in the first meeting of PWG5 Task 15.

In the analysis of low power and shutdown modes for the TVO plant some other methods were used. For
example, the task confusion matrix method was used in the identification and the logical modelling of
hazardous combinations of different operational, testing and maintenance tasks.

At the moment STUK is starting a project the purpose of which is to analyse operating experiences of
Finnish NPPs with special emphasis on maintenance errors, their dependence and possibilities to prevent
them.

3.5 France

3.5.1  Utility (EDF)

1300 MWe series: up-dating of the PSA, especially taking into account the new symptom-oriented
accidental procedures.

1400 MWe series (N4): development of a PSA which takes into account the specifics of the N4 series, in
particular, the computerised control room and the computerised symptom-oriented procedures.

Each project includes:
— data collection, by specific simulator experiments,
— development of appropriate models,

— integration in the accident sequences.
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3.5.2 Safety Authorities (CEA/IPSN)

900 MWe series: up-dating of the PSA, especially due to changes in the operating teams organisation for
which new models must be developed. Moreover, a program is starting for the definition and modelling of
human reliability in the fire PSA and in the level 2 PSA.

3.6 Germany

3.6.1 Activities of the GRS

3.6.1.1 HF Activities at the GRS

Up to 1992, GRS mainly performed different Precursor Studies and the German Risk Study. In 1992, the
human factor research was re-established with four projects related to Human Reliability (HR) and Man-
Machine Interaction (MMI).

In the HR topic, a method for the evaluation of plant experience was developed and a comparative
investigation of various HRA Methods was made. The evaluation of plant experience is an ongoing
activity at GRS. It concentrates on the evaluation of HR data like errors of omission and errors of
commission for PSA demands. Special interest is given to identification and assessment of human
cognitive errors. This task is performed in a research group together with EDF (France), the Jilich
Research Center (Germany) and KEMA (Netherlands). GRS is also heavily involved in different HRA

reviews and actually intends to update the German HRA guidelines.

In the MMI topic, one research project to assess the utilisation of New Information Technologies in
Nuclear Power Plant (NPP) Control Rooms was recently finished. Additionally, ergonomic investigations

in the test Control Room of the GRS has been performed to improve process control systems. In another
investigation, the ergonomic design of Accident Management procedures is examined. Organisational
aspects of crisis management were considered. Presently, methods are developed to assess the reliability
of Accident Management (AM) procedures for boiling water reactors.

Currently, investigations are planned to assess human reliability in emergency situations and to assess the
cognitive demands of different types of process control.

3.6.1.2 HRA Activities at the GRS

HRA of plant procedures

— Optimising existing procedures

- Developing new procedures
Computer-aided tools

— Conventional programming

- Expert system programming

Chemical plant applications
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Methods for quantifying time, organisation, backfitting measures and decision-based errors
Evaluation of incident reports involving human factors

Review of methodological details

3.6.2 HRA Activities at the Research Centre Jilich (FZJ)

The aim of FSJ work is the more realistic treatment of human errors in PSA by further development and
modification of THERP with respect to psychological mechanisms that are inadequately covered.

The present activities are:

- Investigations on “Unrequired” actions caused by cognitive errors in co-operation with
KEMA and GRS,

- Investigation of psychological environment of operator tasks (e.g. by interviewing trainers at
the NPP simulators in Essen/Germany),

— Quantification of probabilities in decision processes (handling of non-stochastic
uncertainties using fuzzy set theory),

— Application of THERP to operator actions in chemical plants,

- Development of a small expert system modelling THERP (to reduce uncertainties. caused by
subjectivities in using THERP).

Effort:
Approximately 3-4 man-years per year (including 2 PhD researchers).

3.7 Hungary

3.7.1 Uses of HRA

A Level-1 PSA study was completed for NPP Paks, Unit 3 in 1994 as part of the AGNES safety re-
evaluation project. Subsequently, similar PSAs were performed for Units 1 and 2 in the framework of the
Periodic Safety Review of the plant. All PSAs were conducted by VEIKI Institute for Electric Power
Research. To reflect the most important safety features of the VVER-440/213 reactors of Paks much
attention was paid to human reliability analysis in the PSA.

Pre-accident errors were analysed by using a modified ASEP procedure that took into account the
specifics of VVER operation. The study included a number of talk-through analyses with extensive
involvement of plant technical staff. A formalised procedure was adapted to collect information important
to HRA and organise this information into a framework useful for quantitative assessment. The basic HEP
estimates were derived mainly from the THERP Handbook and from the ASEP procedure guide.
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Initiator type errors were quantified by the use of plant specific data. The majority of these initiators were
found to be those leading to an inadvertent reactor trip.

Observations were made at the full scale replica simulator of the plant to help modelling and
guantification of post-accident errors. Although the simulator study was originally aimed at developing
and using plant specific TRC curves, the results of the data analysis showed that use of such curves were
not sufficient. This finding led to the development of a stand-alone model of crew reliability. This model

is based on a decision tree approach, and it relies on both simulator data and expert opinion. The decision
tree approach was applied in the Level-1 PSA.

3.7.2 Developments in HRA

Currently the low power and shutdown PSA is underway for NPP Paks Units 1 and 2. This analysis also
puts emphasis on human reliability assessment because the context in which human errors can occur and
the conditions of human responses to plant disturbances are different from that of power operation.
Extensions have been made to the approaches used for the full power PSA, which includes an HRA
oriented review of test and maintenance practices, analysis of reported plant operational events, and
further developments in the decision tree model for the purpose of modelling post-accident errors in low
power and shutdown modes.

In addition to the low power and shutdown PSA, current HRA related efforts include methodological
developments in modelling cognitive errors as well as integration of various types of data and expert
opinion in support of HEP quantification. Also, precursor studies are being performed for the Hungarian
regulatory body by using the plant PSA model. As far as human reliability is concerned, these studies are
envisaged to result in

— a better understanding of human behaviour and

— improvements in the probabilistic description of human actions.
New emergency operating procedures are under development for Paks. The application of human
reliability and human factors disciplines will probably be an important aid in introducing the new

procedures at the plant.

3.8 Italy

3.8.1 HRA Activities

Since 1984, ENEL has performed a number of PSAs for all of the Italian Nuclear Power Plants and for the
new passive plants designs being developed in the United States and in Sweden.

In all of these studies, ENEL performed the Human Reliability Analysis mainly based on United States
developed methods (THERP by Swain and Guttman and the EPRI method based on simulator exercise).

For operating plants, numerous control room personnel interviews were performed in order to correctly

model the mental behaviour of the control crew. Other methods have been investigated including HCR
correlation for cognitive errors evaluation.
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Guidelines, for conducting the Human Reliability Analyses have been developed for the new reactors
analyses. The basic SHARP (Systematic Human Action Reliability procedure) framework was adopted.

An in-depth analysis on nuclear power plant operating experience in the field of human behaviour is in
progress to determine root causes, direct causes, etc., of the most significant events.

3.8.2 Man-Machine Interfaces

Presently, the following activity phases are in progress or planned:

— design, construction and validation of advanced static displays for advanced (completely
informatised) man-machine interfaces: in particular, systems synoptics, procedures, alarms
using a software (Picasso code) developed by the Halden Reactor Project (Halden, Norway) ;

— animation of displays through simplified simulation codes;
— construction of a workstation for ergonomic; studies;

- display-workstation integration.

All of the above activities will be performed with the contribution of Nuclear Power Plants Control room
operators and supervisors.

3.9 Japan

The importance of human reliability analysis is highly recognised and many new programs have been
started in Japan: The programs at JAERI (Japan Atomic Energy Research Institute), NUPEC (Nuclear
Power Engineering Corporation) and CRIEPI (Central Research Institute of Electric Power Industry) are
comprehensive ones and cover various aspects such as human reliability analysis, man-machine interface
research, operational management, training, utilisation of artificial intelligence for operational aid and
collection and analysis of human reliability data. Utilities are collecting and analysing human behaviour
data at their training centres. In Japan, however, HRA methods fundamentally based on the THERP
(Technigue for Human Error Rate Prediction) method are used in recent PSAs, because the above-
mentioned programs of human reliability analysis are still on going and their results have not yet
systematically been formulated for practical use in PSA.

For example, utilities used variants of the THERP method in their IPEs (PSAs on all NPPs to examine
candidates for accident management) done during 1992-1994 with consideration of expert judgement on
operational management in Japanese NPPs.

For human reliability analysis, JAERI developed a DEBDA methodology based on Detailed Block

Diagram Analysis method. PNC has developed a PC-based interactive human reliability analysis code
HURASS/SHERI principally based on the THERP method. NUPEC has conducted some level-1 PSAs on
Japanese typical PWRs and BWRs using fairly exact THERP method with various expert judgements on
the uncertainty of evaluation on diagnoses and actions done by operator team during accident progression.
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3.9.1 Summaries of HRA-related research activities

Research at the Human Factors Research Laboratory of JAERI places emphasis on better understanding
of characteristics of human behaviour. In order to better understand characteristics of actual operators'
cognitive behaviour coping with abnormal conditions, experimental and analytical research with reactor
simulator has been performed Based on knowledge from both these empirical studies and the outcome of
cognitive science/engineering, investigations made on basic characteristics of human cognitive behaviour
including mechanism of human error.

Taking account this knowledge, a research program is being carried out to establish a systematic
methodology for man-machine system evaluation, which includes development of a dynamic computer
simulation model of man-machine system as a tool.

In order to assist in human reliability analysis for probabilistic safety assessment, a supporting tool is
under development.

Institute of Human Factors (IHF) of NUPEC promotes the basic research on human factors aiming at the
reduction of human error in operation and maintenance of nuclear power plants. It has the following
programs:

Human behaviour and its modelling
IHF is developing the simulation model :representing human cognitive information

processing for the understanding of human characteristics and the investigation of causes of
human errors.

— Development of human reliability analysis methods

IHF is developing human reliability analysis methods for evaluating human response time
and error rates for applying to probabilistic risk analysis and others.

— Establishment of human reliability data base

IHF is performing the collection of human reliability data and the analysis of human error
events for contributing to the study on the prevention of human errors.

- Human characteristic experiments for nuclear power plants

IHF has just started since last spring various experiments relating to h<nan behaviour and
characteristics using human characteristic experimental facilities in order to verify the results
of theoretical investigations carried out in IHF so far.

Research at the Human Factors Research Centre (HFC) of CRIEPI has been devoted to the Japanese
utility, emphasising on developing various systems for the reduction of human errors in operation and
maintenance activities at nuclear power stations.

Those systems include the Japanese version of the Human Performance Enhancement System (J-HPES)

originally developed at US’s INPO, the Human Errors and Behaviour Prediction System (HEBPS) and
various human factors database systems.
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The research activities covered in HFC/CRIEPI are: human error mechanism analysis; nuclear operator
and its team behaviour modelling during cognition, decision, conversation and action, measurements on
physiological and psychological work loads, maintenance work support tool development, sociological
approach on human/environment relations, etc.

3.10 Korea (R.O.K))

3.10.1 Wolsong PSA

Korea has 10 operating nuclear power units (NPPs) and 6 units under construction at 4 sites. Among
them, 4 units, which are located in Wolsong site, are CANDU 600 PHWR type. One of them (Wolsong
Unit 1) is operating and three Wolsong Units 2/3/4 are under construction. The internal Level 1 PSA of
Wolsong Units 2/3/4 has been performed as one of conditions to achieve Operating License imposed by
the Korea regulatory body, KINS (Korea Institute of Nuclear safety).

The scope and methodology being used in Wolsong 2/3/4 PSA are equivalent to those of individual plant
examination (IPE) for PWR. The objective of HRA in the PSA of Wolsong Units 2/3/4 is to identify
human actions related to the safety of NPPs, to quantify those human actions, and to provide information
for abnormal operating procedure (AOM) writers in accordance with CANDU practice.

The EOPs of Wolsong Units 1/2/3/4 would follow present AOM of Wolsong 2 NPP. Therefore, present
AOMs of Wolsong Unit 2 being prepared are reviewed for HRA in the PSA of Wolsong Units 2/3/4. The
overall structure of AOMs of Wolsong Unit 2 follows the recently prepared EOPs of Pressurized Water
Reactor such as YGN 3&4 in Korea.

We adopted the Systematic Human Action Reliability Procedure (SHARP) approach as an overall HRA
procedure. For the detailed analysis of significant human actions, the THERP/ASEP methods are
employed.

Based on the review of present AOM being prepared and the interview with Wolsong Unit 1 operators,
several recommendations are given to provide information for future AOM/EOP preparation and
operating staffs of Wolsong NPP. Korea has 10 operating nuclear power units (NPPs) and 6 units under
construction at 4 sites. Among them, 4 units, which are located in Wolsong site, are CANDU 600 PHWR
type. One of them (Wolsong Unit 1) is operating and three Wolsong Units 2/3/4 are under construction.
The internal Level 1 PSA of Wolsong Units 2/3/4 is being performed as one of conditions to achieve
Operating License imposed by the Korea regulatory body, KINS (Korea Institute of Nuclear safety).

3.10.2 Research Activity Related to AM HRA

Up to 1996, KAERI critically reviewed the conventional IPE/HRA methodologies (i.e. THERP, ASEP,
HCR, HCR/ORE, SLIM, STAHR, etc.) and investigated the applicability of these to the human actions
under accident management situations.

An approach was proposed for the evaluation of an accident management strategy when an operator action
is involved. This approach classifies the failure of a selected strategy into 4 possible states: 1) the failure
of an intention formation by operators, 2) the failure in taking an action following a correct diagnosis, 3)
the failure of a system operation following an adequate execution, and 4) the failure due to a delayed
action.
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The approach considers a variability of event timing obtained from uncertainty analysis in thermal-
hydraulic calculations to reflect phenomenological uncertainties. Then it uses a stochastic and sequential
approach to resolve timing problems regarding operator action and system operation. The proposed
method was applied to assess a cavity flooding strategy for the prevention of reactor vessel failure.

3.10.3 Simulation for Development of Group Performance Model

A simulation study for developing individual and group performance model related to realistic HRA
methodology was performed at KEPCO Training Center by KINS. Full scope simulator of 950 MWe
PWR type plant with SGTR scenario was utilized for empirical investigation to identify the influence
factor to team performance in the point of view of relative experience and expertise level. In this
investigation, eleven on-the-job main control room crew, sixty seven individuals in 950 MWe PWR type
domestic plant were involved. Four influence parameters are identified to be dominant factors to team
performance in main control room during the accident.

3.11 The Netherlands

For both the Dutch nuclear power plants full scope (including low power and shut-down states), Level 3
PSAs have/are performed.

3.11.1 Borssele PSA

— For the pre-accident human interactions THERP was used (e.g., miscalibration of level
indicators). The dependencies between actions were taken from the Handbook (Swain &
Guttman).

— The main method for HRA for the post-initiating event EOP based human actions was the
so-called HCR-ORE model as developed for EPRI. This method involves models describing
a cognitive/procedural error probability, a crew non-response probability and a manipulative
error probability. Also manual backup to automatic actions and recovery actions were
modeled in this manner. The same dependencies between actions were used as for the pre-
accident human actions.

— Human actions causing an initiating event were not modeled separately but were implicitly
included in the scram frequencies.

— A separate analysis of the errors of commission have been performed (power states only).
This study addressed: global misdiagnosis, local errors of commission (misdiagnosis/slips);
and errors contributing to initiating events. The method used was the so-called cause-effect
mapping concept as developed by Dr. A. Macwan (PhD thesis Univ. of Maryland) by
incorporating some recently postulated theories of cognitive mechanisms.

— An analysis of the errors of commission during the low power and shut-down states is under
way.

— Human actions in the level 2 part were directly modeled in the Containment Event Trees.
Some branching points reflected Accident Management Operator Actions. The error
probabilities were primarily values derived via expert opinion. Actions included were e.g.:
recovery of in-vessel injection (after core damage, but before or after RV failure),
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depressurisation of primary coolant system (manual bleed), manual recovery of respectively
electric power, containment spray and containment heat removal.

3.11.2 Dodewaard PSA
— For the pre-initiators, a simplified THERP method was used.

— For the post initiators, slips were modeled with THERP. Recovery errors/response errors
were modeled according to SAIC (Science Applications International Corp.), time-reliability
correlations (TRC). Dependencies were modeled according THERP guidelines or for
multiple actions according to the SAIC AOT/TRC approach.

3.11.3 Research

The Dutch regulatory body, jointly with the Ministry of the Environment, is sponsoring a research project
at the Delft University of Technology with a general project definition of modelling the man-machine
interface. This project resulted recently in a large collaboration between Delft Technical University, CEC
Joint Research Centre of Ispra, CSN (Spain), the University of Maryland and the Université Libre of
Brussels. The entire collaboration is situated around DYLAM (a dynamic accident sequence simulating
method) as developed by JRC-Ispra. The human operator, as will be modeled in an operator model, plays
a central role in this approach.

3.12 Switzerland

3.12.1 Current Status of HRA

For the four nuclear power plants in Switzerland, three have PSAs that have been finalised and the fourth
PSA is in progress. Of the three completed PSAs, two have been extensively reviewed for the Swiss
Federal Nuclear Safety Inspectorate (HSK). The completed PSAs use PLG’s modified SLIM

methodology for quantifying dynamic (post-initiating event) human interactions. The fourth study uses a
modified Accident Sequence Evaluation Programme (ASEP) methodology.

3.12.2  Current Developments in HRA

The Paul Scherrer Institute (PSI) is carrying out a research program to address HRA and human
performance issues as they pertain to the operation and safety of Swiss nuclear power plants.

The short to medium term activities of the research program address:
— the calibration issue in the HRAs where (PLG) SLIM is applied

- the characterisation of recently proposed methods for screening studies of errors of
commission (in particular, the approach applied by Parry et al.)

- the evaluation of these methods
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For the longer term, the program concentrates on dynamic (simulation) approaches for addressing errors
of commission and cognitive errors. In this area, one activity is the assessment of the feasibility of
dynamic operator-plant models.

The PSI is interested in co-operating in efforts to resolve shared issues internationally. We are exploring
issues of mutual interest and possible collaborations with other research groups.

In connection with the development of the research program, the treatments of human interactions in the
Swiss PSA studies are being reviewed. The review considers the PSA results related to the human
performance component of safety, HRA methodology, and comparisons among Swiss PSAs.

In addition to participating in this task of the OECD NEA Principal Working Group #5, the PSI is working

in the frame of the IAEA Co-ordinated Research Programme on Collection and Classification of Human
Reliability Data for Use in Probabilistic Safety Assessments. The objective of the Swiss work is to
identify scenarios and operator interactions to be emphasised in data collection efforts on the basis of PSA
results.

In human factors research, the HSK participates in the international man-machine interaction programme
co-ordinated by the Halden Reactor Project in Norway.

3.13 United Kingdom

The UK has three main reactor types in operation, Magnox, AGR and Sizewell B (a PWR).

The Magnoxplants have undergone a periodic safety review after 20 years of operation and several are
already part way through a Continued Operation Review, which involves the production and assessment
of a detailed plant specific PSA. The A@Rints are also undergoing Periodic Safety Reviews, involving
similar PSAs, to underwrite the next ten years of operation for each station.

These studies have confirmed the reliance placed upon manual actions such as level control, pump start,
etc.

Plant PSAs typically model 70-100 operator actions (Type C) using the HEART technique. Error rates
vary from approximately 1E-5 (failure to trip manually) to 0.2 (failure to isolate CW pump without
procedures).

Operator errors and CCFs tend to dominate the overall risk calculations.

Further risk reduction claims are justified by reference to System Based Emergency Response Guidelines
(SBERGS); component repairs or other corrective actions. Transient calculations have shown that many
human recovery actions have considerable time scales within which they can be successfully achieved
(i.e. >24 hrs.). Consideration of dependency between the numerous human actions modelled seen as
essential.

Overall, the human factors assessments have led to a significant number of procedural improvements.
The Sizewell B PWR base case PSA is now complete. Operator actions are modelled within both the Fault
and Event Trees. About 60 types of operator action (such as initiation of boration following secondary

depressurisation) are modelled. Each action type is further subdivided (e.g. fail to letdown; fail to borate)
such that around 100 actions are modelled with HEPs ranging from 1 E-6 to 0.2.
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Operator actions are quantified using HEART, with a few exceptions where THERP seems more
appropriate. Dependency is modelled using a power law. Additionally, some judgmental HEPs are applied
directly to certain plant damage state sequences.

The core damage sequences in the Sizewell B base case have now been developed for running on Risk
Spectrum software to support a station Living PSA.

The United Kingdom has sponsored some interesting work via Birmingham University. The study
provides code to code and code to data comparisons using THERP, JHEDI and HEART for a variety of
nuclear and non-nuclear tasks. The study indicates a very good level of consistency.

3.14 United States

3.14.1 Current Uses of HRA

In the United States, the industry making the most use of human reliability analysis (HRA) methods
remains the nuclear industry. This largely reflects the predominant use in this industry of probabilistic risk
assessment (PRA) as one factor in making safety assessments by the regulating authority, the U.S. Nuclear
Regulatory Commission (NRC). Nearly all operating units in the commercial nuclear power industry have
submitted PRA studies for review under the NRC’s Individual Plant Examination (IPE) program. Within
the IPE program guidelines, a utility was permitted to select a HRA method that it felt was appropriate. As

a result, several HRA methods were used in IPE PRAs. These include the time-based Human Cognitive
Reliability (HCR) method, the expert-judgement-based Success Likelihood Index Method (SLIM), the
Technique for Human Error Rate Prediction (THERP), and variants of the THERP method such as the
Accident Sequence Evaluation Program (ASEP) method and that developed by the Westinghouse
Corporation. The draft NRC report entitled ,Individual Plant Examination Program: Perspectives on
Reactor Safety and Plant Performance”, (NUREG-1560, Volume 1, Part 1, Chapter 5, October 1996)
summarizes in some detail the human actions important in the IPEs and addresses the degree of variability
in the results of the HRAs across the different IPEs.

In addition to the commercial nuclear power industry, the facilities operated on behalf of the U.S.
Department of Energy (DOE) use HRA and PRA studies for evaluating safety concerns in operations and
for environmental remediation programs. HRA methods tend to be selected for the specific application
and site from among standard methods, though in some cases innovative use is made of site-specific data
combined with expert judgement. Other agencies of the U.S. government and private industries
(particularly the chemical process and petrochemical industries) are increasing their use of HRA, though
these efforts are limited and rarely published.

3.14.2  Current Developments in HRA

In the United States, essentially all research and development of HRA methods are being sponsored by the
NRC. One research program is to develop and demonstrate an improved HRA method that creates a more
accurate representation of human behavior in PRA studies, particularly one that accounts for the causes
and consequences of errors of commission and dependencies among multiple human errors. To support
this effort, detailed information from events involving human errors is being gathered and analyzed in
terms of a framework of human behavior developed from psychological principles of classes and causes
of human error. Another program is assessing the influences of management and organizational practices
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on personnel and plant performance. Beyond these nuclear power-related programs, no substantial
development work is known to be underway in HRA.

3.15 European Commission

3.15.1 Activities of the Joint Research Centre, Institute for Systems Engineering and Informatics

An extensive activity on Human Factors is carried out at the Institute for Systems Engineering and
Informatics of the Joint Research Centre of the European Commission. The research programmes which
support the Human Factors studies are: the Working Environment and the Nuclear Reactor Safety. The
objectives of the research are to develop means to support the work of humans with complex
computerised technology and to prevent accidents related to human causes.

These objective are tackled from three different perspectives:
1. The development of ayéical simulationsfor studying the behaviour of humans and plants

during accidents. This work aims at improving the design of tools for the control of systems
and the early detection of accidental events.

2. The performance of field analysis of the workplader studying actual working
environments from a cognitive ergonomics viewpoint. This research aims at providing
means for evaluating organisational factors and for promoting improvements in the design of
future control rooms.

3. The development of probabilistic methods for human errors evalu&tioperforming the
safety assessment of plants showing substantial dynamic human-machine interaction.

These activities are carried out with particular attention given to the area of aviation and nuclear power
plant safety and control, where a large portion is attributed to computerised technology, while ensuring
continuous adaptation of human skill to supervising and managing the automatic systems.

In particular, the following tools have been developed:

- A cognitive model for the simulation of operators behaviour (COSIMO), for the study of
accidents in the nuclear and aviation domains.

- A dynamic human reliability methodology (HERMES), for the prospective and retrospective
studies of the human errors to be included in Probabilistic Safety Studies.

- An empirically based model of operators' behaviour under stress.
- A data bank (HEAT) of accidents related to human factors collected in different European

industrial environments, focused on the evaluation of the socio-technical aspects of the
working environment.
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4. DATA NEEDS AND SOURCES FOR HRA

This chapter discusses the data needs and sources. The PSA perspective is presented in terms of a
classification of human interactions (which defines the type of data needed) and in terms of relevant PSA
insights (which indicates what type of data is particularly desirable in view of the relative importance for

the PSA results and/or in view of the current availability and quality of specific types of data). Data
requirements associated with evolutionary and revolutionary models are touched upon in Chapter 8 in the
presentation of emerging methods and of the prospective outlook for HRA.

4.1 PSA-oriented Classification of Human Interactions

For PSA, a classification of human interactions based on the time of occurrence is frequently used. The
PSA addresses three time frames, which are defined relative to the initiation of an abnormal scenario that
may potentially lead to plant damage or an accident. These are: 1) normal operation, which includes
maintenance and testing; 2) the initiation of abnormal scenarios; and 3) the response of the plant and
human operators in the abnormal scenarios. Corresponding to these time frames, the categories are:

Category A Interactions that occur prior to an event that initiates a scenario, an initiating event.
Errors associated with these interactions result in equipment in standby systems being
unavailable to perform their function as required should an initiating event occur.

Category B: Human interactions that initiate a scenario, also referred to as human-induced initiators.

Category C.  Actions taken by plant staff after the initiating event. The staff performs these actions in
response to the scenario to bring the plant to a safe state. These actions, which are also
called “dynamic operator actions”, may be guided by procedures or they may not.

For incorporation into the PSA/QRA, category C interactions may be further separated into three different
types:

Category CL Procedural safety actions. These actions involve success or failure in following
procedures or rules known to operators in response to an accident sequence. In the
failure space these actions are referred to as errors of omission.

Category C2 Aggravating actions (also referred to as errors of commission).

Category C3 Improvising recovery/repair actions. They may include the recovery of previously
unavailable equipment or the use of non-standard procedures to ameliorate the accident
conditions.

4.2 Data Needs in View of Modeling Experiences

Below follow some comments on the experiences from modeling of different categories of human

interactions in nuclear PSAs (Hirschberg et al., 1991). For other types of large scale industrial activities it

is difficult to make any generalisations. This is due to the variety of processes and a very limited number
of published applications.
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Category A interactions have usually not been found among the dominant risk contributors. In
applicable cases the reasons for this are the positive impact of redundancy, diversity and separation of
standby safety systems. The modeling is rather straightforward, although difficulties arise when
accounting for dependent failures that might lead to unavailability of component groups. Because many
category A interactions, such as maintenance and testing activities, are regularly performed, plant
experience can provide information. Quantitative data can be collected on human errors such as
miscalibration, failures to restore valves to the correct positions after testing and maintenance, and failures
to reconnect electric power after maintenance. Although obtaining the estimates for use in the PSA
remains to some extent judgmental, the estimates are considered relatively reliable. Account for the
impact of recovering factors requires relatively deep consideration of plant-specific aspects (procedures,
layouts, status control) and is subject to larger uncertainties. However, existence of recovery factors often
significantly reduces the absolute values, and consequently also the concerns about uncertainties.

Category B interactions are seldom explicitly identified in PSAs. The frequencies of the initiating
events, for which relatively extensive data are available from operating experience, implicitly reflect these
interactions. If a root cause analysis is performed within a PSA to identify specific causes for initiating
events, it is usually rather superficial and is aimed primarily at assessing the probabilities of recovery
from initiating events (those caused by human errors can sometimes be quickly recovered).

Category C interactionsrepresent the greatest challenge. Generally data on this category of interactions
are rare (because abnormal scenarios fortunately occur rarely). Most attention has been given to
procedure-driven interactions belonging to Type C1, which also frequently appear in the accident
sequences that dominate the risk. Type C2 interactions are most difficult to deal with and are usually
included only to a very limited extent, i.e. those errors of commission that do not make the plant condition
worse can be treated as Type C1 errors of omission (an example being turning the wrong switch, but with
no impact on operating systems). Their probabilities have to be added to those of the corresponding errors
of omission. The second class of errors of commission occurs when the operator correctly diagnoses the
event, but chooses a non-optimal strategy for dealing with it. The third class of errors of commission may
occur when the operator's mental image of the plant differs from the actual state leading him to perform
the right actions for the wrong event. Identification of class two and three errors of commission is
challenging and no proven systematic methodology has been developed, although some recent PSAs do
include them on a case-by-case basis. Examples of errors of commission can be found among Licensee
Event Reports, but few data exist for a full-scope analysis.

The non-procedurally driven actions are mainly Type C3 recoveries. For these actions relatively
extensive data may in some cases be available, for example times for recovery of offsite power or
component repair times. Data assigned to manual opening of a failed valve are judgmental and are usually
not very important for PSA results.

4.3 Sources of Data for Estimating Probabilities

Data is here defined broadly to include sources of both qualitative and quantitative information. For HEP
estimation, it is not only necessary to know the number of errors that have occurred for each task and how
often the task was performed but also the circumstances under which the task was performed.

The circumstances for each task and the error occurrences should be compared with the PSFs for the task
to be quantified. Estimates should place more weight for the data from similar circumstances. In this
context, plant site visits including, whenever applicable, interviews of operators, walk-throughs of the
plant, reviews of control room layout, examination of access to equipment required for recovery actions,
etc., help to organise the appropriate human reliability data base.
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Particularly for_non-dynamiections (e.g. maintenance actions that are quantified in the Cat. A analysis),
the HRA Handbook (Swain and Guttmann, 1983) still constitutes the most comprehensive source of data,.
The data were collected from diverse sources within and outside the nuclear industry and adjusted for
typical US nuclear power plant conditions. It documents how the basic HEPs can be adjusted for
differences in the PSFs and offers a practical guide to its application into the PSA framework.

For Category C, “dynamic operator” actions in particular, the availability of adequate data is very limited.
As a result, multiple sources of data should be considered (e.g. Fig 4-1):

1. Data are obtained from the recording of real emergency operations as well as during training
sessions, in particular at training simulators.

2. Data can be collected in the working environment and within the organisation by observation
of normal operations, e.g. during everyday work in the control room, or in maintenance.

3. Data can be obtained by interviews and questionnaires at all levels of the organisation.

4. Data are contained databases derived from mandatory and voluntary reports on accidents,
incidents and near misses. These include event reports, near-miss and precursor reports,

maintenance reports, and plant log books.

Data from emergency sequences Data from interviews and questionnaires
¢ Real control room recording ¢ Personal/Organisational factors

¢ Training Simulator data ¢ Team effects

. ¢ Expert Judgement

Parameters, indicators, root

causes

Data from observation of work places Data from mandatory and confidential reports
¢ Task Analysis ¢ Personal/Organisational factors

¢ Working Environment data ¢ System and environmental factors

¢ Expert Judgement ¢ Expert Judgement

Figure 4-1. Human Reliability Assessment data
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The first type of data represent the actual recording of real situations and the results of training sessions,
sometime specifically performed with the objective of collecting data about a well defined human-
machine situation. These data are very important for defining operator behaviour and response to
emergency situations. Some areas in which simulators are useful are (IAEA, 1990; Spurgin and Moieni,
1991):

« detailed analyses of accident » development of data bases through
scenarios the use of simulator tests and
simulator training

* generation of non-response (TRC)» development and validation of
curves, account for impact of cognitive models with applicability
equipment failures on HEPs in PSA

« detection of systematic errors (if * check of opinions of human
any) by operator crews performance experts

« identification of situations and
modes of operation not normally
found using more generic HRA
techniques

The second type of data are collected in order to develop an understanding of the effects of the working
environment and for evaluating the complexity of the tasks of operators. The contribution of the analyst
own experience and of expert judgement are crucial in deriving reliability data from these observations.

Data from interviews and questionnaires are very important for the definition of personal and
organisational factors affecting behaviour. Once again the expertise of the analyst, in engineering,
statistical and behavioural sciences, is essential in deriving risk data from the information collected in this
way.

Finally, the existence of data in mandatory and confidential reporting systems on accidents, even in
domains different from the one of interest, can be very useful for the definition of human failure
probability and root causes of erroneous behaviour.

In order to interpret these data and to develop a database useful for PSA/HRA analysis the use of expert
judgement is then essential. In particular, in the area of engineering, it is needed for understanding the
physics and material behaviour of the systems, with respect to psychology mainly for the human and
social aspects of the interactions, and in connection with statistics for the estimation of data and
parameters to be eventually utilised for the HRA.

For nuclear applications, a combination of methods based on simulator data with expert judgement
methods remains the most balanced approach to the evaluation of control room performance under
accident conditions. Looking to the future, the trend in emerging methods is a significantly increased

emphasis on data from operational events. While this data is by nature anecdotal, the general
characteristics it presents are highlighting aspects of human reliability that have until now perhaps not
been considered sufficiently. See Chapter 8 and Appendix E.
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5. CURRENTLY USED APPROACHES AND THEIR LIMITATIONS

5.1 Introduction to human reliability analysis (HRA) in technical systems

The analysis of human reliability within the framework of a probabilistic risk assessment (PRA)
comprises the detection (identification) of safety-relevant man-machine interactions and the calculation
(quantification) of the corresponding probabilities [PRA-PG]. This type of analysis offers an opportunity
for concrete improvements to the man-machine conditions in a plant. Safety-relevant interactions between
man and machine can be predictively identified before they cause or contribute to causing damage (see
Figure 5-1). However, this advantage is at the same time a challenge for the analyst. Reliable and
practically useful results can only be expected from a high-quality predictive analysis. This quality also
depends on the application of relevant insights from psychology and ergonomics and on the application of
conclusions drawn from incorrect actions in the past, for example by evaluating operational experience or
by means of simulator experiments. In the case of correct application, it will then be possible to
realistically distinguish between relatively likely and relatively unlikely damage opportunities.

Tools
Predictive Psychology
i Models
Human Reliability Data Probabilistic
Analysis Theor
Ergonomics y
l Observed Errors
from Operating and
_ Simulator Experience

Predictive Reliability
— Analysis for
Technical Components

Models
Data

r I

Relatively Likely Paths Relatively Unlikely Paths
for Damage Causation for Damage Causation

| |

Preventive System
Improvements before Damage

Acceptable?

Figure 5-1. Interdisciplinary procedure in predictive human reliability analysis

This report describes the current status of development in the field of human reliability analysis; priority is
given to the methods of assessing error probabilities during the course of an accident. Section 5.2 deals
with the man-machine interactions, which are normally covered explicitly by a human reliability analysis
within a PRA. Section 5.3 outlines the basic procedure in human reliability analysis. The identification of
safety-relevant opportunities for human error is the subject of discussion in Section 5.4. Section 5.5 gives
a survey of different methods of quantification (for the assessment of error probabilities). Section 5.6
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describes and evaluates the established standard method THERP (Technique of Human Error Rate
Prediction). Promising new developments are discussed in Sections 5.7 and 5.8. Requirements for an HRA
method are outlined in Section 5.9. The report ends with conclusions in Section 5.10. This report is related
to part of the work already carried out for [Hennings 95], [Strater 94b] and [Reer 96].

5.2 Classification of human actions and errors

Human reliability analysis (within a PRA) only comprises a sub-aspect from the total spectrum of human
activities in a technical system, for example a nuclear power plant (NPP), i.e. actionsopertiing
personnelafter commissioning the system. Human errpreor to commissioning (design, installation

etc.) are assumed to be covered by the reliability characteristics of technical components, see Table 5-1.

Table 5-1. Human activities prior to and after commissioning a plant

Man-machine interaction

Subject of humar
reliability analysis?

Prior to commissioning:
- design
- installation

No

After commissioning:
- scheduled operation (incl. start-up/shutdown and revision)
— repair, maintenance, test, calibration
— control room activity (monitoring, start-up/shutdown)
- accident
— required and unrequired actions
— actions with and without predefined procedure
— actions within and beyond design limits

Yes, with restrictions,
see further tables

For the time after commissioning a plant, activities are analysed both in undisturbed normal operation and
under accident conditions. The typical results of such activities, which are of interest for a PRA, are listed

in Table 5-2.

Table 5-2. PRA-relevant results of human activities

(accident) | accident control successful ' accident control fails

unrequired and dangerous | unrequired and dangerous
intervention in automatic intervention in accident
system responses for accidentontrol made

control omitted

Man-machine interaction | Subject of
Situation | positive negative human reliability analysis?
normal malfunction of a component malfunction of a component
detected overlooked YES,
tested / serviced / repaired  malfunctionof a component @ with restrictions according to
component left in proper brought about Table 5-3
condition
abnormal | required manual action for | required manual action for | YES,

with restriction according to Table
5-9

SELDOM
(requirement of methods)
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5.21 Activities in normal situations (prior to the occurrence of an accident)

5.2.1.1 Latent errors contributing to the unavailability of safety-relevant systems

Not all activities in the absence of an accident are the subject of human reliability analysis. Normally, only
those activities are analysed in which errors (e.g. faulty maintenance) can occur leading to failure of a
component included in the fault trees. These errors correspond to the man-machine interaction classified
as type 1 errors in [SHARP] or type A in [IAEA 89]. They thus occur primarily during repair and
maintenance work. Their analysis is not required if the contribution of such activities as, for example,
maintenance, is already covered by the failure statistics of the component concerned. However,
corresponding evidence is not always easy to furnish, especially if

— the procedure belonging to the activity, generally a written instruction for action, is new,
— the activity is very plant-specific or
— failure of the component concerned is very seldom.

A contribution to the failure of a fault tree component, quantified by human reliability analysis, is
generally a latent (hidden) error (cf. [Reason 90], Chapter 7; see also Table 5-3): a system or component is
in an improper standby condition, possibly for a prolonged period of time. Table 5-4 contains two
examples of latent errors from operating experience with nuclear plants. In the most favourable case
(Gundremmingen) such an error is detected during later inspection or checking, in the most unfavourable
case (TMI) only during an accident when the system affected is urgently needed.

5.2.1.2 Active errors initiating accidents

Human reliability analysis rarely deals explicitly with errors initiating accidents (Table 5-3). Table 5-5
contains two examples from nuclear operating experience. Such errors are practically always assumed to
be covered by the frequency statistics of accident-initiating events. Rough estimates — as, for example, in
[KFA 81] for errors leading to a loss of the main heat sink — are the exception. Based on recent insights
[EPS 1300] into the possible risk relevance of zero power level conditions, there is increasing interest in a
precise analysis of accident-initiating errors. Zero power level conditions in nuclear power plants require a
large number of additional manual actions which do not occur during power operation. Recent American
studies confirm that most (30 out of 39) of the errors recorded in zero and partial power operation resulted
in the initiation of an accident ([Barriere 94], page 2-8).
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Table 5-3.  Errors covered by human reliability analysis (HRA), broken down according to plant
state and degradation of plant safety

Plant state
Degradation of plant safety zero power, partial power, full power operation
revision start-up/shutdown

latent error (after maintenance, | covered by human reliability analysis for relevant fault tree input$
repair, test or calibration or
control room activity):
component / system undetected
unavailable
active error (during maintenancenot covered by HRA | not covered by HRA with a few exceptions|,
repair, test or calibration or with a few exceptiong e.g. [KFA 81]
control room activity): accident i
initiated

[2)

Table 5-4. Examples of latent errors caused by the operating personnel

Error Degradation of plant safety
NPP Gundremmingen, 1975 [BMI 77]: measuring channel group for
primary isolation valve closed during calibration and not re- | differential pressure unavailable
opened
NPP TMI-2 (Harrisburg), 1979 [Kemeny 79]: auxiliary feedwater system
block valves closed during maintenance and not re-opened | unavailable

Table 5.5. Examples of accident-initiating (active) errors of the operating personnel

Error Degradation of plant safety
NPP Obrigheim, 1972 [IRS 77]: drain valve inadvertently loss of coolant
opened when purging the pressurizer relief tank
NPP Neckarwestheim, 1975 [Smidt 79]: demineralized-watef unintended criticality
feeding stopped too late during start-up
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5.2.2 Activities in abnormal situations (during accidents)

5.2.2.1 Required and unrequired actions

The human reliability analysis of activities during accidents is generally confined to manual actions
required for accident control. In exceptional cases, unrequired and hazardous interventions in automatic
system responses are also studied, see Table 5-2. Evaluations of operational experience specify an amount
of 22 % for unrequired and unsuitable actions; see Figure 5-2.

inappropriate and
unrequested
actions
22%

omission of action
31%

transpositions
between two
actions or
components
47%

Figure 5-2: Percentages of different types of human errors for 51 events in nuclear power plants
[Ghertman 85]

Against this background, the unrequired shutdown of safety systems is also analysed for French nuclear
power plants [EPS 900], [EPS 1300]. Such actions are also referred to in the PSA literature as unsuitable
initiatives ([EPS 900], page 73), extraneous acts ([Swain 83], page 4-9) or mistakes that aggravate
situations ([SHARP], page 2-6). Table 5-6 shows that unrequired actions can have both a positive and a
negative influence on the course of an accident. It cannot therefore be stated from the outset whether the
risk is underestimated or overestimated if a PSA neglects such actions. Table 5-7 contains examples of
required manual actions during accidents, whose failure is studied within the scope of a PRA. However,
their requirement (with a view to avoiding core damage) does not always result exclusively from the
accident-initiating event. In many cases, an action (e.g. isolation of a defective steam generator) is only
required in combination with a further malfunction (e.g. failure of the water feed system replenishing any
water lost through steam generator leakage) in order to prevent core damage. In rare cases, a manual
action is required exclusively due to the initiating event; e.g. shutdown after a small leak in the main
coolant pipe of older plants in which the shutdown process is not automated.
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Examples of unrequired operator actions from operational experience with nuclear

Action Unrequired because .. Course of actior Influence on
accident sequencg

NPP Obrigheim, 1972, after los$...automatic safety positive: positive:
of coolant through open drain | injection would have bridging was loss of coolant
valve (TE1A10): bridging the | controlled the loss of successful, so that | stopped
torque limit switch of TELA10 | coolant [Hoffmeister 74]| valve (TELA10)
[IRS 72] could be closed
NPP Davis Besse, 1985, after | ...the emergency negative: negative:
failure of the main feedwater | feedwater pumps would| starting fails, steam | failure of both
pumps: manual start of have started generator emergency

emergency feedwater pumps
[NUREG-1154]

automatically later on

inadvertently isolated

feedwater pumps

NPP TMI-2, 1979, after loss of
coolant through open pressurize
relief valve: manual
disconnection of the high
pressure injection (HPI) pumps

...automatic HPI would
ethave controlled the loss
of coolant

[Kemeny 79]

positive:

disconnection of HPI

pumps successful

negative:
core damage

Table 5-7.

trees) and quantified (after [DRS-B], Section 5.2)

Important operator actions included in the DRS-B accident sequence diagrams (event

Accident-initiating event

Required action small leak in a| leak in a heating| failure of main | failure of the main
main coolant pipel tube of a steam | feedwater system heat sink
generator
plant shutdown X X
start of emergency
system X X X
isolation of
defective steam X
generator
restart of volume
control system X
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5.2.2.2 Actions with and without predefined procedures

Not every action (or sequence of actions) suitable for controlling an accident sequence is predefined by a
written instruction. Actions without predefined procedure are referred to by [SHARP] (page 2-6) as type 5
actions: »By improvising, plant personnel can restore and operate initially unavailable equipment to
terminate an accident«. Such actions are basically repairs (in the widest sense) to failed components. The
specific course of a repair depends on the failure cause of the component concerned, in one case only a
fuse has to be replaced or an actuator pressed (e.g. manual start on failure of automatic starting device), in
another the whole component must be replaced. Since there are often several failure causes, some of them
unknown, concreterepair actions are seldom laid down in procedures and are therefoesphiottly

included in risk studies. Several risk studies [KFA 81], [KFA 84] for plants, in which there is much time
(more than about 5 h) available for repairing a failed component during an accident, explicitly include
repairs. The error probability is estimated by evaluating a repair statistics documenting the repair times
required for failures which previously occurred on the component concerned. Methodological approaches
to evaluation and critical comments on the informative value of such statistics can be found in the
literature [Reer 94a].

The extent to which manual actions described by procedures are included depends on the scope of analysis
defined in the relevant PRA. A basic criterion is the question of the extent to which recovering
interventions by the operating personnel are analysed in beyond design basis accident situations (“accident
severity”); this will be discussed in the following section.

5.2.2.3 Actions within and beyond design
Actions for accident control are classified into two groups in Germany (cf. [Roth-Seefried]; [DRS-B]):

1. actions within design basis accident control, e.g. start of emergency system after failure of
steam generator main and auxiliary feeding,

2. emergency actions beyond design basis accident control, e.g. steam generator feeding by a
mobile fire fighting pump after failure of main feeding, auxiliary feeding and emergency
systems.

The first group is related to th@lannedoperating and safety systems for accident control under the
licensing procedure, so that the term “planned actions” (in German: “geplante Handlungen”) is also used.
Most of these actions are described in the operating procedures. There are, however, also actions within
design basis accident control, which are not contained in the operating procedures, for example the
manual start of a system upon failure of the automatic starting device.

There are often still safety margins available even for a failure of design basis system functions. In these
cases, the accident can still be controlled by emergency actions, although this is alraagiamamed
accidentaccording to licensing design criteria. For this reason, the terms “unplanned actions” (in German:
“ungeplante Handlungen”) and “accident management” are also used in this connection. The action
sequences are described in emergency operation procedures, inasmuch as they can be predefined in detail.
In international usage, such actions are subsumed under the term “recovery” (“ ... all human interactions
that are not initially integrated into plant logic models”) [Wakefield 92] (page 2-2).
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Although emergency actions do not fall within the scope of design basis accident control, considerations
have recently been under way to the effect of including such actions in the regular simulator training
programme [Hoffmann 89]. According to [Swain 83] (page 12-23), a reliable diagnosis (i.e. the timely
recognition of the need for an emergency action) depends on such training. The emergency exercises
recently introduced in many nuclear power plants [Hansmann 89], [Gautschi 89] have a direct influence
on diagnosis reliability. Exercises of the required manual actions reduce their time requirement, so that
more time is available for diagnosis and the operators can analyse the system state under less time
pressure. Knowledge of the training level in the plant under consideration is thus of great significance for
human reliability analysis.

The question of the extent to which such emergency actions have been included depends on the objectives
of the study. In many studies (e.g. [EPS 1300]) no distinction is made (as, for example, in Germany)
between emergency actions and actions within design basis accident control. A relevant evaluation of such
studies therefore requires a determination of the extent to which accident sequences, for which manual
operator actions for accident control were still included, have exceeded the scope of design basis
accidents.

5.2.3 Error causation categories

Various types of errors can contribute to the failure of an action or sequence of actions. The categories of
incorrect human outputs in [Swain 83] provide rough insights into error causation. Deeper insights can be
found in classifications based on modern psychological error research. In this context, the error type
classifications in [Reason 90] and [Hacker 86] have gained acceptance.

5.2.3.1 Errors of omission, errors of commission

Table 5-8 outlines a classification system taken from the final version of the THERP handbook [Swain
83]. Two main groups are distinguished: error of omission (EOM): failure to perform a task (or action)
and error of commission (ECOM): incorrect performance of a task (or action).

It should be noted that any classification according to these groups (defined in [Swain 83]) depends on
the definition of the underlying task (or action). Given a definition including a very detailed specification
of the respective task, almost every error can be classified as an EOM. For example, during the Davis-
Besse incident (see Table 5-6), an operator pushed the wrong controls labelled “SG 1-1 LOW STM
PRESS” and “SG 1-2 LOW STM PRESS” while attempting to actuate the auxiliary feedwater system
(AFWS), he should have pushed the controls labelled “SG 1-1 LOW WTR LVL” and “SG 1-2 LOW WTR
LVL". This is an ECOM according to a task defined as ACTUATE AFWS. However, according to a task
defined as PUSH CONTROLS “SG 1-1 LOW WTR LVL” and “SG 1-2 LOW WTR LVL”, this is an
EOM.

To avoid such pitfalls, an ECOM should be defined as an incorrect performance of a task, given that the
task is initiated. Moreover, it should be noted that the boundaries between the ECOM categories are fluid.
For example, an ERROR OF SEQUENCE could also be described by the attributes TOO EARLY or TOO

LATE. Nevertheless, the classification system in Table 5-8 provides valuable insights into error causation
because:

— it demands that an analyst describes the task of an operator, and

— it gives an overview of the principal reasons why a task could fail.
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Table 5-8. Categories of incorrect human outputs. “Any of these incorrect human outputs may be
the result of other human errors: an error of interpretation of a pattern of signals, a misreading of a
display, a misprint in an emergency operating procedure, etc. In an HRA, the incorrect human
outputs and human errors leading to these incorrect outputs must be analysed “

([Swain 83], page 2-16)

- Errors of Omission
* Omits entire task
» Omits a step in a task
- Errors of Commission
» Selection error:
- Selects wrong control
- Mispositions control (includes reversal errors, improperly made connections, etg.)
- Issues wrong command or information (via voice or writing)
» Error of sequence
» Time error:
- too early
- too late
e Qualitative error:
— too much
— too little

5.2.3.2 Slips, mistakes, violations

Reason's classification (Table 5-9) of errors - or (more general) unsafe acts - uses basic elements of the
cognitive behaviour classification in [Rasmussen 79] into the following levels:

— skill-based (stored patterns of pre-programmed instructions are called from memory),

- rule-based (familiar problems are tackled with the aid of IF-THEN rules), and

- knowledge-based (novel problems are tackled by analytical approach).

This classification forms the basis in the USA for categorising human error types in events occurring in
nuclear power plants (cf. [Barriere 94], Appendix A). With respect to these properties of human cognitive
behaviour, Reason distinguishes two main groups of errors:

A. Wrong execution of a plan due to attentional failure (e.g. overlooking something) or memory
failure (e.g. forgetting something): error types 1 and 2 in Table 5-9. These errors are
summarised as “skill-based errors” and specified as “slips” and “lapses”.

B. Erroneous or deliberate decision for a wrong plan: error types 3 to 7 in Table 5-9.

Table 5-9 suggests that the current methods of human reliability analysis exhibit weak points in the
consideration of decisions for wrong plans. Erroneously wrong decisions are frequently only quantifiable

at the rule-based level, i.e. as errors in the application of IF-THEN rules: if system state ZX, then plan PY
([Reason 90], page 43).
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Knowledge-based mistakes, for example selective perception directed to a misleading signal, are to be
expected in novel situations involving limited resources in conjunction with knowledge deficiencies for
problem solution ([Reason 90], page 43). All methods of human reliability analysis exhibit deficiencies in
the quantification of such mistakes, and models are used which greatly simplify reality (e.g. the diagnosis
model in [Swain 83]).

Deliberately wrong decisions (violations) form a special category. A violation of type 5 or 6 (Table 5-9) is
not necessarily an error in the sense that the goal envisaged by the operator is not achieved, but a deviation
from the procedures (or policies) defined by designers, managers and authorities to ensure plant safety
([Reason 90], page 195).

The operator thus runs the risk in the event of an unsafe deviation from such prescribed procedures that an
undesirable system state occurs with increased probability. Routine violations, such as subsequently
filling in a checklist, are basically covered by normal human reliability analysis (e.g. [Swain 93], Table
20-6). There are, however, deficiencies in the quantification of violations in exceptional situations, e.g.
during an accident. Some methods ([Hall 82], page 26; [Moieni 94], page 54) generally include such
action tendencies by means of a so-called “reluctance factor” by which the error probability of a task
involving economic losses is increased (e.g. depressurization of the primary circuit after total failure of
steam generator feeding, which results in a prolonged plant outage).

Intended sabotage is not a subject of the HRA methods described here. It is always assumed that the
operator is willing and tries to avert damage from the system (be it by a wrong or correct plan).

Table 5-9.  Error types included in human reliability analysis

Error types after [Reason 90] which can contribute to failure of an Explicitly included in human reliability

action (or of a sequence of actions) analysis?
action isnot performedas (1) attentional failure (slip) basically yes,
planned(skill-based error) (2) memory failure (lapse) | point-type deficiencies3)
action is performed as planned, (3) rule-based mistake
in part, strongly simplifying
plan s erroneously wrongd) (4) knowledge-based mistake models with frequently estimated input
(mistake) parameter§3)
(5) routine (frequently basically yes,
action is performed as planned, | occurring) violation point-type deficiencie$3)
planis deliberatelywrong*z) (6) exceptional (seldom in part, strongly simplifying models with
(violation) occurring) violation frequently estimatethput parameters3)
(7) act of sabotage no
*1) Unsuitable for achieving the goal envisaged by the operator.
*2) Deviating from rules (procedures or policies). Note, in contrast to other authors, Reason does not define such deviation
as a criterion for an error; cf. [Dougherty 94] and [Reason 94].
*3) The assessments concerning a consideration of these error types are vague bebausédhes — e.g. between (4)

and (2) — are not always very sharp.
The error types 1 to 4 are specified by 35 sub-categories outlined in [Reason 90] (pages 68-95).
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In practical HRA application, it is difficult to distinguish between the categories in Table 5-9. As an
example, the HCR model [Hannaman 84] differentiates between everyday actions for skill-based
behaviour, actions with procedures for rule-based behaviour, and actions without procedures for
knowledge-based behaviour. Nevertheless, the relation of cognitive behaviour to real objects is not a 1:1
representation and categorising into these cognitive levels is more difficult than expected. Even the
application of available IF-THEN rules frequently requires knowledge-based performance, for example if
the system state must be determined from several interacting process parameters. According to
evaluations in French nuclear power plants, even the application of a written procedure contains
knowledge-based performance elements:

»The operator does not apply the procedure mechanically. ...Every time an operator reads a
procedure h@ecessarilyinterprets or “re-thinks” it« ((Mosneron 92], page 631).

Considering this example, HRA has to recognise that the cognitive behaviour of human beings is not

related to external properties of the situation (i.e., procedures do not always involve rule-based

behaviour). Human beings are able to accommodate themselves to different situations. They learn
behaviour and become skilled if they do an action several times. If an action is performed at least

regularly and often, it may become highly skilled and subconscious. This enables the human being to
reduce information load by performing some cognitive activity on the subconscious level and is to a wide

extent independent of the observable complexity of the action. Hence, an application of a bad procedure
may be a knowledge-based decision error as well as a skill-based error of habit. This depends on the
situation (external cues of information) as well as on the experience and habit of the operator.

The basis for this accommodative performance is the recognise-act cycle of human information
processing. If the recognition of a situational pattern does not imply an abnormality (e.g., a new situation)
in the human brain, then the human will act on the subconscious or low conscious level (e.g., walking
until we stumble). If the recognition does imply an abnormality then conscious processing will be
involved for this abnormality. This so-called 'cognitive dissonance' is a mismatch of learned behaviour
and actual situation.

This means that the level of cognitive behaviour is directly related to the amount of cognitive dissonance
which is implied by the difference of the situation from a learned behaviour. The distinction of the level of
cognitive behaviour is therefore more a continuum measure than a dichotomy and has to consider both the
learned behaviour of the operator and the involved tasks (cf. [Wickens 84]). This aspect may be
summarised in Table 5-10. [Strater 95b] provides an elaborated discussion of cognitive dissonance,
underlying cognitive dimensions and resulting cognitive habits.

The table indicates that the recognition of the cognitive level by the operator is normally not distinguished
in HRA. The underlying assumption for this is that operators are normally well trained (i.e., the
assumption of the log-normal distribution) and differences in the operator's recognition of the cognitive
level are modelled by PSFs like training and qualification.

In summary, it should be noted that the deficiencies (indicated in Table 5-9) considering decision-based
errors in action planning do not necessarily suggest that the current HRA approach leads to unrealistic
results. Not every pursuit of a wrong plan can be classified as a mistake or violation. Skill-based errors
(e.g. overlooking or disregarding something) can also cause an operator to follow a wrong plan. A certain
percentage of decision-based errors is therefore explicitly quantifiable by probabilities of errors in skill-

based performance. The method proposed in [Moieni 94] for assessing the probability of misinterpreting a
procedure step containing a diagnosis logic is based e.g. on the THERP data for rule-based actions; see
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Figure A-6 in Appendix A.

Moreover, it cannot be ruled out that the error probabilities used in human reliability analysis also
implicitly include contributions beyond the skill-based level. A certain percentage of errors from which an
error probability was calculated could be attributable, for example, to knowledge-based mistakes (such as
excessive confidence in a misleading information perceived first).

Table 5-10. Coherence of cognitive level and situational factors and involved error types
skill

rule
(dissonance)

knowledge
(strong dissonance)

Operators' recognize-act

cycle

situation

(no dissonance)

skill

skill-based slip

rule-based slip

knowledge-based slip

(regular and frequent
everyday-action)

rule

(regular and frequent actio
with procedure)

knowledge

(not regular and unusual
without procedure)

routine violation rule-based mistake attentional failure

=

exceptional violation memory failure knowledge-based mistake

5.2.3.3 Lack of information, non-use of information, incorrect use of information

The classification system of Hacker ([Hacker 80], revised version in [Hacker 86]) emphasises the
underlying information deficiency of an error. Table 5-11 summarises the related categories. Similar to
the categories EOM and ECOM in [Swain 83] (see Table 5-8 in this report), Hacker distinguishes between
NONUSE and INCORRECT USE of available information. There are also similarities (e.g., B.3 violation
such as ignoring available information) to categories used in [Reason 90] (see Table 5-9 in this report).

In addition to the error classification systems outlined above, Hacker's system offers an important
category: lack of useable information. This category allows for an advanced view of human error as man-
machine interaction: human deficiencies addficiencies of the technical systems contribute to the
causation of an error. For example, it is evident that a technical deficiency (incorrect signal of valve state)
was an important cause of a significant error (cutting out HPI pumps) during the TMI incident (1979); see
Table 5-3.

46



NEA/CSNI/R(98)1

Table 5-11. Main headings of categories for information deficiencies as causes for human
errors.Translated from [Hacker 86] (page 435). The categories C.1, C.2 and C.4 are specified by
eight sub-categories, see [Hacker 86], Section 10.2 for details.

(A) LACK OF USEABLE INFORMATION
(B) NONUSE OF AVAILABLE INFORMATION
(B.1) Overlooking
(B.2) Forgetting
(B.3) Ignoring (violation)
(B.4) Information reduction (stereotype response without verifying check)
(B.5) Deficiencies in information processing due to time restrictions or mental capacities
(C) INCORRECT USE OF AVAILABLE INFORMATION
(C.1) Incorrect use in orientation
(C.2) Incomplete use in goal formation
(C.3) Formation of an incorrect plan to act
(C.4) Mismatching recall of a correct plan to act

5.3 Basic procedure in human reliability analysis

5.3.1 HRA steps

Essentially, many of the proposed sequences of HRA steps have equal contents. However, according to
the starting point, two different concepts appear worth distinguishing:

— starting with a human-related event (identified by fault tree analysis) [PRA-PG] or system
failure of interest [Swain 83], or

— starting with a certain type of human interaction ([IAEA 89], [SHARP]).

5.3.1.1 PRA Procedures Guide, THERP

Table 5-12 outlines the basic procedure recommended in the American PRA Procedures Guide
([PRA-PG], Chapter 4) for human reliability analysis. The procedure comprises 12 steps, which are very
much tailored to the THERP method (Technique of Human Error Rate Prediction) described in Swain's

handbook [Swain 80], [Swain 83]. Since other methods are also discussed here, this section concentrates
on a simplifying classification of the essential steps (1 to 10) into two groups:

— error identification, and

— error quantification.

Note that in [Swain 83] (Fig. 5-6) a more detailed classification is given: familiarisation (steps 1-2),
gualitative assessment (3-5), quantitative assessment (6-10), and incorporation (11-12).
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Table 5-12. Rough classification of steps recommended for human reliability analysis in the PRA
Guide [PRA-PG]. The steps are to apply to each “human-related event” identified by the fault tree

analyst.
Level of analysis
Step error identification error quantification
1) plant visit X
2) review information from fault tree analyst X
3) talk-through X
4) task analysis X X
5) develop HRA event trees X
6) assign human error probabilities (HEPS) X
7) estimate the relative effects of performance X
shaping factors (PSFs)
8) assess dependence X
9) determine success and failure probabilities X
10) determine the effects of recovery factors X
11) perform a sensitivity analysis, if warranted
12) supply information to the fault tree analyst

Section 5.4 (corresponding to steps 1 to 4 in Table 5-12) gives a brief survey of the methods of predictive
identification of safety-relevant errors. Section 5.5 (steps 4 to 10) contains a rough evaluation of various
probabilistic error quantification methods.

The classification selected here emphasises the central significance of task analysis for the evaluation of
human reliability. It comprises ([PRA-PG], Chapter 4) a decomposition into sub-tasks (sub-actions) and
the identification of safety-relevant error opportunities.

Step 4 referred to as task analysis is closely connected with the other steps. A task analysis is based on the
plant visit, review of human-related events identified by fault tree analyses and discussion of the
procedure steps of the manual action to be analysed together with the competent operators. The most
important factors to be included are compiled in [DRS-B] (pp. 399-400):

task description, i.e. a brief description of the tasks to be fulfilled by the personnel,
- location, i.e. specification of the location at which the action is performed,

— time after the occurrence of the accident, i.e. time at which the action must be initiated at the
latest,

— duration of the action, i.e. average time required for performing the action,

— written instructions or aids, i.e. stating whether and, if any, what written instructions or
working documents are available to the personnel for performing the action,

— possibility of identifying the need for manual actions, i.e. what means of information are

available to the personnel indicating the need for performing the action (only basic
information sources are included),
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— substitution for automatic action, i.e. stating whether the action described must be performed
in the absence of an action otherwise initiated automatically,

— cause, i.e. stating the reasons requiring the action,

- action feedback, i.e. stating the means of information which provide the personnel with a
feedback of successful task performance,

— relation to other actions, i.e. information about functional relations with other actions.«

This provides important information for a realistic quantification in steps 5 to 10 (Table 5-12); e.g.
- functional relations between sub-actions for realistic modelling in step 5, or

— conditions aggravating or facilitating task performance for a realistic matching of HEPs and
conditions in the plant to be analysed (steps 6 and 7).

The evaluation of individual operator performances is not the subject of a task analysis.
5.3.1.2 |AEA, SHARP

The THERP handbook ([Swain 83], Chapter 4) had set up 10 steps for man-machine system analysis
(MMSA). These steps can be arranged as a subset of the HRA process described in [IAEA 89], which is
similar to the approach in [SHARP]. If the MMSA steps in [Swain 83] are taken as sub-steps of the IAEA
structure, the HRA process is divided into the following steps which have to be repeated to optimise MMS
reliability. Note that steps 9 and 10 of Swain are excluded because they are relevant for the design process
but not for the HRA process.

1. Definition: Analysis of the different types of human actions (Types A-C in [IAEA 89],
corresponding to types 1-5 in [SHARP]).

2. Screening: Identify the human interactions that are significant for the operation and safety of
the plant.

1. Describe the system goals and functions of interest.
In this step the points of interaction have to be identified.

3. Qualitative Analysis: Detailed description of the important human interactions and definition
of the key influences.

2. Describe the situational characteristics.
In this step the external PSFs have to be identified.
3. Describe the characteristics required of the personnel.
In this step human-related PSFs (internal PSFs) have to be identified.
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4. Representation: Modelling of human interactions in logic structures.

4. Describe the jobs and tasks performed by the personnel.
In this step a task analysis has to be performed. Note that a task analysis for HRA
purposes is generally not performed in as much detail as for ergonomic design.

5. Impact Integration: Exploration of the impact of significant human actions.

5. Analyse the jobs and tasks to identify error-likely situations and other problems.
In this step the task has to be brought into relation to the situational and personnel
characteristics.

6. Quantification: Assign probabilities for the interactions.

6. Estimate the likelihood of each potential error.
In this step the dependence of sub-tasks has to be estimated.

7. Estimate the likelihood that each error will be undetected or uncorrected.
In this step, recoveries and consequences have to be estimated.

8. Estimate the consequences of each undetected or uncorrected error.
In this step a sensitivity analysis has to be performed.

7. Documentation: Making the analysis traceable, understandable, and reproducible.
Summarising, one can find two different requirements concerning the type of data and the level of data.
The first requirement is related to the qualitative type of HR data while the second one is related to the
guantitative type of HR data. They are summarised in Table 5-12.

5.3.2 Data acquisition for HRA

5.3.2.1 Requirements of the HRA methods

In [IAEA 90], the requirements of the different methods have been summarised. In the document one can
find the following requirements:

The HCR model [Hannaman 84] needs data about
- the working media or the man-machine interface
- influence factors e.g. stress, skill level, fatigue, environment and organisational effects
— the time available for diagnosis and correct execution of a task (time window for action).
The SLIM approach [Embrey 84] needs data about
- the description of the task and actions
— influence factors e.g. stress, skill, fatigue, environment and organisational effects

— the number of demands for two tasks for calibration of the quantitative estimations.
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The THERP method [Swain 83] needs data about

the description of the task and the actions

- influence factors e.g. stress, skill level, fatigue, environment and organisational effects
— recovery factors for the different tasks

- the working media or the man-machine interface

- the persons or teams which have to perform the task

- the time available for diagnosis and correct execution of a task (time window for action)
- the available procedures

- the dependence of the different tasks and influence factors.

The ASEP method [Swain 87] needs data about

the technical system

— the available procedures

- the time available for diagnosis and correct execution of a task (time window for action)
— recovery factors for the different tasks

- the dependence of the different tasks and influence factors

— the error type.

5.3.2.2 A framework to acquire HRA data

The approach presented in the following is a bottom-up approach that is able to provide data for different
current HRA methods (for discussion see [Strater 94a]). It has the advantage that the data obtained can be
used for most of the present HRA purposes. The framework is outlined in Figure 5-3.

The framework is based on the MMS (man-machine system) approach (see [Bubb 93]). A MMS can be
described in the following way: A task description will be evaluated by an operator. The operator
processes the task with respect to the actual system state (feedback loop). By performing an action via the
control elements he changes the system behaviour. The system change is then displayed and reported to
the operator. The whole MMS is embedded in an organisation structure and an environment. The
organisation is related to shift or revision plans or general strategies to improve safety for instance. Here
everything can be noted, which is not directly related to the work of the person. In some situations the
operator also has to report the task transaction to the supervisor or has to document his transaction in a test
protocol or written procedure.
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To extend this MMS approach to an error modelling approach it is necessary to add influences to the
different stages of the MMS as indicated by the dotted arrows in Figure 5-3. These influences are known
as performance shaping factors (PSFs). Internal PSFs can be found in the human-related arrows and
external PSFs in the other arrows.

Situation
Environment
Human Machine
Task
Ny o~ System >
o . ! Outcome
Perception Action \ Control
T | \\\ Feedback W
Task- Task- A4
Order D/spatch. Lo
I . Human-related | | Machine (System)- |
Influences \: related
| o o . |
(FEFe) Tk OI ted Organizational, Human- Human-Machine Environmental
ask-relate - o
Human Interaction related  Interaction related Situational

Figure 5-3: A framework to collect human reliability data for various HRA methods.

From the framework, nine questions can be derived as outlined in Table 5-13. Answering these questions
leads to complete information about an event, if the following properties are noted according to the
different stages of the MMS: factual information, error taxonomies (like EOM/ECOM in Table 5-8), and
influences. If a taxonomy is used to fill up the framework the acquired data become highly reliable. For
more details on this framework see [Strater 95a].

With this scheme it is possible to acquire data for HRA purposes from events or simulator data or other
types of low level information (e.g., experiments). The framework introduced in this section is able to
provide most of the information which is necessary for the HRA methods. How to use this information is
described in the methods.
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Table 5-13. Nine guestions on data for HRA.

1 Task What was the task of the person ?
2 Person Who was the person involved in the event ?
3 Action What has the person done ?
4 Feedback What were the information sources to check what has to be done P
5 System What part of the system has been manipulated ?
6 Environment Where has the event happened ?
7 Transaction What had the person to do to inform others about his work ?
8 Organisation What are the contributing organisational factors ?
9 Time and Duration When did the event happen and how long did it last ?
54 Identification of safety-relevant errors

5.4.1 Analytical expertise

The methods of hazard and error identification summarised in [Madjar 93], [ESCIS 86] and [Whalley 89]
can be used, in principle, for the identification of safety-relevant error opportunities contributing to a
system failure of interest or to the failure of an action (or sequence of actions). Error identification in
human reliability analysis within a PRA is generally inductive and deductive without any rigid scheme
being given (»no hard-and-fast rules« [Swain 83], page 4-9). The prediction of safety-relevant error
opportunities is mainly based on the analyst's analytical expertise. It is thus a highly knowledge-based
activity. Important preliminary information on safety-relevant operator errors is provided by the deductive
approach of fault tree analysis. The systematic search for failure causes of a system function enables the
detection of human errors related to these failure causes; see Figure 5-4 and Table 5-2.

yaN

no cooling
water supply
| ]
inlet other causes of cooling
blocked water supply failure
| ]
inlet valve other causes of
closed inlet blocking
] ]
operator does not inlet valve
open inlet valve cannot be opened

Figure 5-4. Deductive procedure for the identification of operator errors contributing
to system failures
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As a rule, the review of available fault trees (step 2 in Table 5-12) suffatient to ensure a high degree

of completeness in error identification. For this reason, the single sub-tasks, into which a task has been
decomposed, are considered in relation to man-machine interactions. [Swain 83] “decomposes” man into
the components of perception, mediation and response; see Figure 5-6. On the one hanepoaads

to external impacts but, on the other hand, he can ads®mn the external environment. For the
identification of errors that may occur in these interactions, Swain and Guttmann listed a number of
factors characterising these five components (external input, perception, mediation, response, human
output).

Incorrect human outputs, i.e. the externally observable aspects of human errors, are divided in Swain's
handbook into the groups: errors of omission and errors of commission. The sub-categories (Table 5-8) of
these main groups are suitable as tools for inductive error identification, for example:

— Category “too much”: What happens if an excessively high shutdown gradient is adjusted?
— Category “too little”: What happens if less than four steam generators are depressurized?
— Category “too early”: What happens if the steam generators are depressurized too early?

Deductive (in fault tree generation, see Figure 5-4) and inductive (checking possible deviations from the
correct performance of a task with the error categories listed in Table 5-8) analyses thus ensure a largely
complete identification of errors acting on the system as obvious (basically observable) modes of human
behaviour. In addition, the man-machine model outlined in Figure 5-6 and the categories listed in
Tables 5-9 and 5-11 also help to identify factors contributing to the causation of such errors. Knowledge
of these factors plays a role in error quantification, especially in the assignment of human error
probabilities (HEPs) and in the identification of performance shaping factors (PSFs) which have an
increasing or decreasing effect on these HEPs, see steps 6 and 7 in Table 5-12.

In all cases background knowledge about bdsidings in error causation (e.g.: [Swain 83],
[Wickens 84], [Reason 90]) and observablecumstances (constellations of external PSFs, context) of
errors in real incidents (cf.: [Flanagan 54], [Dougherty 93]) would be very helpful for predictive error
identification (see Figure 5-1).

Recent model concepts consider man-machine interactions in a larger context, see Figure 5-5, including
also organisational in addition to technical features. It should therefore be examined in a separate research
project whether and how these extended models leambuwansights into error identification and are
guantifiable.
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education motivation working activity
skill needs organization of work

individual behaviour safety organization

error, reliability - training, audits
error prevention

< 1>

group standards features of organizational features
organization culture technical plants

Figure 5-5: Survey of factors influencing individual behaviour (translated from [Grote 93], page 6)
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54.2 Computer programs as tools

As already mentioned above, the degree of completeness in error identification greatly depends on the
analyst's expertise, among other aspects on his experience from previous analyses performed, on his
knowledge of plant-engineering details, on his knowledge of cognitive error mechanisms, on his
knowledge of previous incorrect actions in technical systems and on his ability to draw analogy
conclusions for the system analysed.

Attempts have recently been made to reduce this dependence by developing special computer programs.
The computer is to serve as an aid for the analysis of complex man-machine systems. The basic idea of the
ESAP computer program (expert system for the systematic analysis of operator actions [Degen 94]) is to
provide support in the application of THERP in order to reduce subjective influences, and also to create a
knowledge base from previous analyses; this knowledge base can then be used for current analyses. The
development of ESAP is not yet completed.

The computer system CES (»Cognitive Environment Simulation« [Woods 88], [Woods 90]) is also still at
the development stage. Work has progressed to a level where the first test applications are available. CES
simulates the process of decision-making; see Figure 5-7.

— ~
e
e N N
execution of N
intentions to act intentions
/
virtual fo,act
‘ displays |
dynamic > > CES _)

plant behaviour

B  jutomated links

ffffff B> human mediated links

Figure 5-7: Simulation of human intention formation using CES [Woods 88]

Information about dynamic plant behaviour under accident conditions is processed in a manner providing
the CES user with a list of intentions to act which could be pursued by the personnel. In simulating
operator decisions, insights from psychology and from a number of accidents already occurred are
utilized. According to the CES model concept, a decision-based error is caused by a mismatch between
problem solution requirements (accident variant, available data, ...) and problem solution capability
(knowledge of plant behaviour, preferred strategy in decision-making, ...). Consequently, CES is also in a
position to simulate complication factors, i.e. deviations from the text book case of an accident situation.
This will be illustrated by an example ([Woods 90], Chapter 4) describing the simulation of decision-
making after an accident with steam generator tube rupture:

The CES output showed for the text book case that the personnel diagnoses the accident without any
significant delay. In a second case, complications concerning the accident variant werebgriterdCES
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user, for example a leak in the seal of a main coolant pump as an additional failure. The CES output
showed an increased diagnosis time. Knowledge deficiency was then entered as a further complication
factor, i.e. the personnel attributes the falling pressurizer level caused by the steam generator heating tube
leak to the sealing leak. In this case, the CES output showed that accident diagnosis fails.

In this example, the CES user thus decided which complication factors were to be simulated in accident
diagnosis. The analyst's expertise is therefore also of decisive significance for the application of such
computer programs. According to the present state of the art, these tools can at best support the analyst's
knowledge-based skills, but by no means replace them.

5.5 Methods for quantitative human reliability analysis (HRA)

55.1 Overview of the variety of HRA methods
This section gives an overview of probabilistic methods for quantitative human reliability analysis. Such

methods provide guidelines for the analyst assessing the failure probability of a manual action or the
probability of an operator error identified as safety-relevant.

In the meantime, there exists a large variety of quantification methods. PRA-oriented evaluations of
individual quantification methods can be found, for example, in [Swain 89] or [Kosmowski 94].
Evaluations from a psychological point of view are to be found in [Reason 90] and [Zimolong 90].
Table 5-14 gives a rough survey of existing quantification methods and some important evaluations
concerning these methods.

5.5.2 Selection of significant HRA methods for further evaluation

In addition, two recent methods are also worth mentioning:

- the method based on French operating and simulator experience [Mosneron 90];
- the method derived from the EPRI-sponsored ORE programme (HCR/ORE) [Moieni 94].

A first rough review led to seven methods (Table 5-15) that appear worth evaluating in more detail. This
pre-selection is governed by the following three criteria:

1. topicality: new methods for which only few or no evaluations are available (HEART,
INTENT, EdF's PHRA, HCR/ORE),

2. PRA relevance: methods frequently used in risk studies (THERP, HCR, SLIM, HEART,
EdF's PHRA),

3. cognitive relevance: promising methods for the quantification of nontrivial operator
decisions (INTENT, EdF's PHRA, HCR/ORE).

An evaluating description of the standard method THERP (Technique of Human Error Rate Prediction) is

given in Section 5.6. The other six methods (EdF's PHRA, HCR, HCR/ORE, SLIM, HEART, INTENT)
are briefly described and roughly evaluated in Sections 5.7 and 5.8.
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Table 5-14. Methods for human reliability quantification and excerpts from their evaluations.

Evaluation
Method [Swain 89] [Kosmowski 94] [Reason 90] [Zimolong 90]
(Chapter 2) (Chapter 8)
THERP Technique for plausible results fo database available; efficient for neglects
human error rate | competent insufficient competent psychological
prediction application; consideration of | application; processes in
[Swain 83] speculative for decisions after overemphasis of |performing tasks
knowledge-based |diagnosis externally

behaviour during
accidents

observable errors

ASEP  Accident sequeng¢short version of enables fast pre- |n.e. n. e.
evaluation THERP; applicatior selection of
program inexpensive important operator
[Swain 83] actions

OAT Operator action |pioneering operator decision |time reliability n.e.
tree achievement for  |analysable curves not suffi-

[Hall 82] diagnosis and time ciently differenti-
dependence; PSA ated from a psychot
steps unclear logical aspect

AIPA  Accident initiation| only of historical |n. e. n.e. n.e.
and progressing |relevance
analysis
[Fleming 75]

HCR Human cognitive |interesting unprovefsimple handling; |time reliability n.e.
reliability model |approach; further |incomplete curves not suffi-
[Hannaman 84] |development concerning PSFs | ciently differenti-

necessary and time- ated from a psy-
independent HEPs | chological view

SAINT System analysis gicomplex interac- |n. e. n. e. n. e.
integrated tions can be model
networks of tasks|led; models partially
[Kozinski 84], difficult to
[Wortman 78] understand; as yet

unsuitable for PSA
PC Paired comparisdrbest expert difficult for HEPs of| n. e. n.e.
[Seaver 83] estimation complex tasks
procedure for single
HEPs
DNE Direct numerical |requires good encourages useful |n. e. n.e.

estimation
[Seaver 83]

reference values;
unsuitable for

complete HRA

discussions among
experts

n. e.: not evaluated
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Table 5-14.(cont.) Methods for human reliability quantification and excerpts from their evaluations.

Evaluation
Method [Swain 89] [Kosmowski94] [Reason 90] [Zimolong 90]
(Chapter 2) (Chapter 8)

SLIM  Success likelihood flexible; poorly good theoretical |[less overemphasis|PSF interactions
index methodologyvalidated,; background; of externally ob- |are left out of
[Embrey 84] sophisticated sophisticated expeiftservable errors thanconsideration

estimations in THERP; selec-
tion of reference
HEPs is critical

STAHR Socio-technical |contributes towards not particularly n. e. n. e.
approach to assessinderstanding user-friendly at
ing human human actions; as | present
reliability yet unsuitable for
[Phillips 85] PSA

CM Confusion matrix |pioneering achievetgreatly dependent | primarily restricted [n. e.
[Potash 81] ment for problems | on expert to qualitative

of error in diagnosisestimations applications

MAPPS Maintenance suitable rather for |sophisticated,; n. e. n.e.
personnel optimisation than |results difficult to
performance for PSA assessmenunderstand
simulation model |of maintenance
[Siegel 84] work

MSFM Multiple-sequentigldependence model,n. e. n. e. n. e.
failure model not yet mature
[Samanta 85]

SHARP Systematic humanuseful method for |useful frame for thq facilitates method |n. e.
action reliability [planning HRA in a |integration of selection
procedure PSA several methods
[SHARP]

HEART Human error n.e. simple; excessivelyn. e. n.e.
assessment and re- isolated
duction technique consideration of
[Williams 88] single tasks

INTENT Method for esti- [n. e. promising approacn. e. n. e.
mating HEPs for to the quantification
decision-based of operator
errors decisions
[Gertman 92]

TESEO Tecnica empirida. e. simple; theoreticasimple; no hard data. e.
stima error background base
operatori mode|l guestionable
[Bello 80]
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Table 5-15. Significant methods for human reliability quantification.

1. THERP (“Technique of Human Error Rate Prediction”), described in [Swain 83], short version (ASEP
[Swain 87]

2. EdF’'s PHRA (Method of Electricité de France for Probabilistic Human Reliability Analysis), described fin
[Mosneron 89], summarised in [EPS 1300] and [Mosneron 90]

3. HCR (“Human Cognitive Reliability Model”), described in [Hannaman 84], summarised in [Hannaman|85]
and [Hannaman 88]

4, HCR/ORE (“Human Cognitive Reliability/Operator Reliability Experiments”), based on operator reliability

experiments, described in [Spurgin 90] and summarised in [Moieni 94] and [Parry 91]

SLIM (“Success Likelihood Index Methodology”), described in [Embrey 83] and [Embrey 84]

HEART (“Human Error Assessment and Reduction Technique”), described in [Williams 88]

7. INTENT (“Method for Estimating Human Error Probabilities for Decision-Based Errors”), described in
[Gertman 92]

in

ou

5.5.3 Classification of significant HRA methods
HRA methods may be classified into different classes according to the following criteria:
— the level of detail into holistic and decompositional methods,

— the level of data scale, which is used in the method, into absolute scale, relative scale and
ordinal scale,

- the key parameters used by the method into error related, time reliability related and PSF
related methods.

5.5.3.1 Classification into decompositional and holistic methods

The classification into decompositional and holistic methods is made according to the procedure, which is
used in the assessment process (see [Zimolong 91], [Heslinga 93], [Gerdes 93]). Decompositional
methods quantify the reliability of human actions by decomposing a situation into sub-situations up to a
defined degree of resolution of the action tree. They assess each single sub-situation, and the reliability for
the entire task is inferred by combining the reliability for the sub-tasks. Holistic methods perform a
guantitative assessment by assessing the entire situation without distinguishing between the different tasks
in a given situation. Table 5-16 allocates the methods to this classification.

Table 5-16. Classification of the considered methods into decompositional and holistic methods

Decompositional Methods Holistic Methods
THERP EdF's PHRA
ASEP HCR
HCR/ORE
SLIM
HEART
INTENT
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5.5.3.2 Classification according to the data levels

Another possibility for the classification of HRA methods is the underlying level of the data scale. The
level of the data scale may be subdivided into absolute scale, relative scale and ordinal scale.

Absolute scale means that the method does provide real HEP in the range from 0 to 1 where 0 means no
error and 1 sure failure. Relative scales are only able to provide information like “if=8BPand

HEP>=0.2 then event 2 is twice as probable as event 1”. Ordinal scales only can provide information like
event 2 is more likely than event 1. It cannot be stated to what extent it is more likely.

A simple rule to distinguish the methods is that absolute scales need real probabilities given by the general
probability axiom n/N where n is the observed frequency of events (of interest) and N all observable
events. Relative scales need only a subset of the observed events N. The more events observed, the closer
the scale is related to the absolute scale. Ordinal scales only need frequencies and no number of observed
events. Judgement methods also only provide ordinal scaled data. Normally, methods using this type of
scale try to enhance the data level by calibrating the frequencies with some mathematical approach.

Surely, every HRA method intends to achieve the absolute data scale, because it is needed for PSA
application. Unfortunately, most of the methods do not provide such data but behave as if they had this
data level. A typical example is the SLIM method which uses “anchor tasks” to calibrate other tasks to
generate HEPs from data that is of an ordinal scale nature.

Absolute scales are sparse and can be excluded for HRA methods. No HRA method can achieve this data
level. Even the THERP catalogue for instance only provides data on the relative scale, because absolute
scales need the number of all observable events. Concerning the ordinal scale, it is not usually possible to
enhance the data level of methods, because either the underlying assumptions of the mathematical
approach or the mathematical approach itself is not proven. Table 5-17 allocates the methods according to
the data level. For methods like SHARP for instance, which do not provide data at all, another type of data
level is added.

Table 5-17. Classification of the considered methods according to their data scale.

Relative Scale Methods Ordinal Scale Methods No Scale at all
THERP HCR SHARP
ASEP SLIM
EdF’'s PHRA HEART
HCR/ORE INTENT
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5.5.3.3 Classification according to key parameters
A very practical classification is the distinction of key parameters mainly used by the methods. They may

divide the methods into error related, time reliability related and PSF related methods. Table 5-18 gives an
overview of the classification.

Table 5-18. Classification of the considered methods according to their key parameters.

Error related Time reliability related PSF related
THERP EdF's PHRA SLIM
ASEP HCR HEART
HCR/ORE INTENT

The last classification approach will be used in the detailed description of the following three sections.
5.6 The standard method: THERP

After publication of the preliminary version [Swain 80], the final version of Swain's handbook [Swain 83]
on human reliability analysis (HRA) appeared in 1983. These handbooks document a development which
began in the early sixties and was referred to as the “Technique of Human Error Rate Prediction”
(THERP).

Human reliability analysis using the THERP version described in Swain's handbook is comparatively
sophisticated. The American PRA Guide [PRA-PG] specifies approximately two to three man-months per
NPP-PRA for the effort required. For this reason, Swain published a short version of THERP [Swain 87]
under the title “Accident Sequence Evaluation Program” (ASEP), which permits a time-saving rough
assessment (“screening”) which, in most cases, leads to more conservative results (higher failure
probabilities). Moreover, ASEP also contains explanatory and complementary notes on methodological
details in Swain's handbook (1993). [Swain 89] (page 3-41) therefore recommends the use of both sources
([Swain 83], [Swain 87]) for a comprehensive HRA.

The descriptions and evaluations carried out here are based on the 1983 THERP handbook [Swain 83]
since THERP and ASEP are based on the same methodological principles. THERP was used in the
following studies (cf. [Swain 89], page 3-37):

Zion PRA [Zion 81];

— Indian Point PRA [Indian Point 82];

— Arkansas Nuclear One PRA [Kolb 82];

— Peach Bottom PRA [Kolaczkowski 86];

— Grand Gulf PRA [Drouin 87]

— and in various analyses of non-nuclear systems [Miller 87].

Furthermore, applications are reported in Scandinavian [Hirschberg 90] and German [DRS-B] studies.
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5.6.1 The error model

On the whole, the THERP error model, which essentially consists of action decomposition, time-reliability

correlation and multiplicative PSF model, has a number of attractive features. The decomposition of
action provides an important contribution towards understanding the man-machine situation in a
complicated technical system. In decomposing an action into meaningful sub-actions perceived by the
operator as such, and in thoroughly considering any dependencies involved, important information is
obtained about logical and time-dependent correlations of significance for the successful performance of
an action.

Moreover, thorough decomposition of an action provides sub-actions which are suitable for experimental
verification with respect to their reliability. As a general rule, the determination of experimental reliability
is simpler in cases where:

— the error probability (HEP) is higher, i.e. relatively few trials are required in order to obtain a
reliable estimate, and

— the number of PSFs to be checked for each trial is small.

The time-reliability correlation as a tool for quantifying the diagnosis is a pragmatic, but meaningful
supplement to action decomposition. According to the THERP model concept ([Swain 83], Chapter 12),
diagnosis is a highly dynamic (i.e. knowledge-based) activity which is difficult (and with considerable
effort) to access by decomposing the action. Figure 5-6 illustrates the dynamic component of a diagnosis
activity after the occurrence an accident. It is to be expected that both the external and the internal control
loop (feedback) are 'passed' several times. Simulator experience confirms this model concept:

»Of particular significance from the operators' point of view, and thus their main problem, is the
fact that, after the beginning of a major accident, ... a completely unstructured decision problem
is initially encountered in the control room. The operator does not know for the moment what is
happening....«

(translated from [Hoffmann 89], page 5.2-6).

For the practical feasibility of an HRA it is therefore meaningful to model the diagnosie astion,
although it comprises several sub-actions. Whether this is meaningful from a psychological point of view
will have to be investigated in more detail. The quantification problems arising in connection with time-
reliability correlations will be discussed later.

The multiplicative PSF modification of nominal human error probabilities (NHEPS) is also to be classified

as meaningful from a pragmatic rather than psychological point of view. It would be ideal to have an
empirically well-founded failure probability under comparable boundary conditions (PSFs) for each sub-
action to be quantified in the event tree. A realisation of this ideal case would require a considerable
amount of data. An additional data requirement would have to be expected for every new HRA.
Modification models are therefore indispensable for the practical feasibility of an HRA. The use of

multiplicative models is meaningful in so far as a probability is in the first planaltiplicative variable.

The probabilistic implementation of all operations of Boolean algebra can be attributed to multiplications
by failure probabilities (P) and success probabilities (Q) in the sense of non-failure probabilities (Q = 1-
P).
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In strict mathematical terms, the direct application (HEP = NHEP - PSF) of multiplicative models for
probabilities is only approximately correct, for a probability is not a variable whose multiplicity is defined

on a ratio scale; the mathematical principles of the scale theory can be found, for example, in [Coombs
75]. The reason for this is obvious. An HEP cannot assume values greater than 1. For example,
NHEP = 0.5 and PSF = 5 would give HEP = 2.5 — a nonsensical result which would have to be interpreted
as HEP = 1. For NHEP = 0.5 and PSF = 10 the result would also have to be interpreted as HEP =1,
although this case (PSF = 10) is to be classified as twice as 'susceptible to failure' as the case with PSF =5
— a violation of the prerequisite for the application of a ratio scale.

It is mathematically correct to perform the multiplicative PSF modification for the quotient, y = b/a = (1-
NHEP)/NHEP, of the number b of successes and the number a of failures. This quotient is also referred to
as the odds ratio. The multiplicity of this quotient is defined on a ratio scake)(ih.the same way as

that of its reciprocal value (a/b). The mathematically correct modification of a nominal error probability
should therefore take place according to the equation

1 NHEPLPSF

1+ Y NHEP(PSF1)+1
PSF

HEP=

and this equation would also have to be used for the empirical PSF determination:

psF= Y1
Y2

where Y is the odds ratio in situation 1 angd the odds ratio in situation 2. The PSF expresses the extent
to which these two situations differ with respect to their susceptibility to failure.

It is shown in [Reer 93] (p. 128) that the results of the mathematically correct modification procedure,
HEP = 1/(1 + y/PSF), differ from the results of the modification procedure usually applied in PRA
(HEP = NHEP - PSF) in proportion to the closeness of NHEP to 1. On the whole, the usual PSA procedure
is acceptable, since it tends to overestimate rather than underestimate the HEP.

In principle, the THERP error model is useful and pragmatic. However, there are some indications that
some recovery effects as modeled by THERP may be on the optimistic side. According to psychological
findings, as summarised in [Semmer 94], a dependence between diagnosis failure and failure of the
respective control mechanisms has to be assumed. This point is discussed in more detail in Section 5.6.7.

5.6.2 The database

The validity of the THERP data has been shown to be reasonably satisfactory. However, only few HEPs
are directly based on empirical data from nuclear power plants and many HEPs are strictly expert
estimates by the authors of the handbook. As a positive factor, these expert estimates are based on sound
knowledge concerning man-machine interactions in NPPs. Swain's handbook comprising roughly
700 pages is itself the best support for this assessment. It is still one of the most comprehensive
collections of knowledge on human reliability with the emphasis being placed on safety-relevant
situations in NPPs.

65



NEA/CSNI/R(98)1

Moreover, some empirical studies confirm the validity of essential HEPs from THERP within the usual

PRA uncertainties. The diagnosis failure probabilities determined by EdF simulator experiments
[Villemeur 86] are within the uncertainty bands of the THERP diagnosis model; most of the plots (EdF)

are very close to the nominal THERP curve. For critical actions after diagnosis, HEPs determined in
simulator studies [Beare 84] are within a factor of 2 of the corresponding THERP HEPs.

However, the validity of the THERP HEPs evaluated here as satisfactory only holds in connection with
the associated uncertainty factors (UF = 2...30, depending on HEP). A satisfactory validity (with respect to
input data quality) of the final result can only be expected if the HEP uncertainties are also considered
when using the HEPs.

The uncertainty factors recommended in Swain's handbook in connection with error probabilities are
based on conservative conclusions from experiments [Wechsler 52] on the variability of human
performances.

The variables used by Wechsler to measure human performance are not failure or success probabilities,
but concrete quantitative results from working activities, such as the number of words typed per minute.
The extent to which the derived uncertainty factors (in human variability) can be transferred to error
probabilities remains difficult to evaluate. Investigations are recommended here based on the
methodological principles of mathematical statistics concerning variance.

In any case, Swain & Guttmann hold the view that the THERP uncertainty factors cover the variability
causes listed in Table A-7 of Appendix A (also [Swain 83], p. 7-9). The above-mentioned simulator
studies ([Villemeur 86], [Beare 84]) suggest that this applies at least to the uncertainty types listed under
point 1 (lack of NPP-specific data) and point 5 (individual and time-dependent variability). The extent to
which the other uncertainty types are covered has not been discussed. Further relevant studies are
recommended here. Results from the benchmark exercises [Poucet 88] suggest that Swain & Guttmann
underestimate the variability causes listed under points 3 (incompleteness) and 4 (analyst).

5.6.3 The performance shaping factors

THERP allows for the consideration of numerous plant-specific details. A compilation of such details,
with coments, can be found e.g. in [Reer 94d].

The detailed discussion of PSFs of significance for human action in NPPs is one of the principal items of
Swain's handbook. Concrete studies as well as psychological and ergonomic findings are quoted for
numerous PSFs. Many other methods for HRA implicitly use the discussions and definitions of PSFs that
appear in THERP.

Many statements in Swain's handbook are highly topical even today. As early as in 1983, for example, the
benefits and disadvantages of symptom-oriented (as an alternative to event-oriented) procedures in
accident diagnosis were discussed ([Swain 83], p. 3-82). With regard to symptom-oriented procedures, it
is definitely not advisable to readily assume increased diagnosis reliability. The authors recommend

thorough reading of the studies quoted in Swain's handbook ([von Herrman 83a], [von Herrman 83b]), in

which problems with symptom-oriented procedures are also discussed.

Psychological and cognitive factors of significance in making nontrivial decisions are described in

THERP, but the associated quantification problem — especially with respect to knowledge-based
performance — is only inadequately solved. The principally known methods of HRA exhi